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Introduction




f Layer 2 VPN Types

e Virtual leased line (VLL)

 Pseudo-Wire Emulation Edge to Edge
(PWE3)

* Virtual Private LAN Service (VPLS)




? Layer 2 VPN Types

[ns noctpoeHunsa ntoboro L2VPN cyllecTBYOT ABa KOHLENTYya/lbHO pa3HbIX noaxoaa.
Point-to-Point. NprmeHnM K f1106bIM TMMaM NPOTOKO/I0B KaHa/IbHOTO YPOBHSA

B ocHoBe nexut koHuenuusa PW — PseudoWire — ncesaonposod. CoeaAnHeHMe ABYX Y3/10B
Apyr ¢ apyrom. CeTb NpoBaiepa MOXHO paccMaTpuBaTth kak OAUH BUPTYaslbHbIN Kabesb —
TO, YTO BOLU/IO B HErO Ha O4HOM KOHLIe 0653aTesIbHO BbIAET Ha APYroM 6e3 N3MeHeHUA.

O6ulee Ha3BaHue ycnyru: VPWS — Virtual Private Wire Service.

VPWS. Touxa-Touxa




Layer 2 VPN Types

Point-to-Multipoint. Pexum Tonbko ansa Ethernet. Y knneHta MOXeT ObITb HECKO/IbKO TOUEK
noaknyeHna/ounmanos, 1 OHWN AO/IKHbI NepeaaBaTb AaHHble APYr APYrY, NPUYEM, Kak
OZIHOMY KOHKpPeTHOoMY chuninasny, Tak n Bcem cpady. MOXHO paccMaTpuBaTth Kak BUPTYasibHbIi
Ethernet-kommyTartop

VPLS. Touka-MHOTOTOUKA
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PE — Provider Edge — rpaHun4Hbie MmapuwpyTmnsatopbl MPLS-ceTn nposanaepa,
K KOTOPbIM MOAKJ/I0YaoTCA KNneHTckme yctponctsea (CE).

CE — Customer Edge — obopynoBaHue KaneHTa, HernocpeacTBeHHO
noakJito4darluieecs K MmapwpyTtmsatopam nposangepa (PE).

AC — Attached Circuit — nHTepdenc Ha PE ona nogkno4eHns KJnNeHTa.

VC — Virtual Circuit — BupTyasbHOe o4HOHaNpaBJ/IeHHOE coeanHeHne 4Yepes3
o0LLyl0 CeTb, UMUTUPYIOLLLEE OPUTrMHANIbHYIO cpeny Ans knmeHTa. CoeguHaeT
Mexay cobon AC-mHTepdencobl pasHbix PE. BMecTe OHM COCTaBNAIOT KaHall:
AC-VC-AC.

PW — PseudoWire — BMpTYyaJibHbI OBYHarpaBJ/IeHHbIN KaHas nepegayn
OaHHbIX Mexxay oByMsa PE — cocTouT 13 napbl ogHOHanpasneHHbIX VC.
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a) LSP y»xe nocTtpoeHsl. [Ana noctpoeHns LSP MoryT ncnonb3oBaThbCs
npoTtokoabl LDP nan RSVP-TE

b) Korga BxogHom MmapwpyTtmsatop R1 nony4aeT Kagp OT YCTPOMNCTBA
knuneHTa (CEl), OH y>XXe 3HaeT TPaHCMOPTHYIO METKY U BbIXO4HOW
NHTepdenc Ha NyTn K R6

c) Mpwu atom nutepdenc (AC), Kk kotopomy noakstodeH CE1 nosxeH ObiTb
npuBsasaH K ngeHtTudukaTopy kKnameHta — VC ID (aHanor VRF B L3VPN). Ha

OCHOBaHUW 3ToN MHopMaumm R1 faéT Kaapy CEPBUCHYIO METKY, KOTopas
COXPaHUTCHA 00 KOHUA NyTU HEN3MEHHOW.

d)R1 3HaeT To4Ky Ha3HayeHus — IP-agpec ynaneHHoro PE-MapwpyTu3saTopa
— RO, BbIACHAET TPAHCMOPTHY METKY U BCTaB/seT eé B CTek MeToK MPLS.
OT0 OyaeT BHELWHAS — TpaHCNoOpTHas MeTKa.

e)lMakeT MPLS nepepnaeTcsa no ceTn onepaTtopa 4epes P-MapLlupyTmn3aTopsbl.
TpaHCNOpTHasa MeTKa MeHAeTCs Ha HOBYIO Ha Ka)k4oM y3Jie, cepBUCHas
OCTaéTcs be3 nsMmeHeHun.

f) Ha npemnocnenHem MmapLupyTu3aTope CHUMaeTCsd TPaHCMoOpTHasa MeTKa —
npoucxoamnt PHP. Ha R6 nakeT npuxoanTt c ogHown cepBucHom VPN-MeTKoM.

g) BeixogHown MmapuwpyTtusatop PE (R6), aHanm3upyeT CEPBUCHYIO METKY U
onpenenseT, B KAaKOW MHTepdenc Hy>XHO nepenaTb pacrnakoBaHHbIN Kaap.




?QSE tLDP

LDP

tTLDP

COCE,I_[HMH MOTYT OBITH TO/ILKO HerocpeACTBEeHHO
[NOAK/IFOUEHHbIE MdPIIPYTHU3dTOPLI

CoceioM MoXeT ObITh JTF0001 MapIIpyTHU3aTop
B CETH, C KOTOPLIM eCTb [P-CBA3HOCTS.

[ToncK BCex BO3MOKHBIX COCEﬂeﬁ

Cocequ yxxe orpe/ie/ieHbl KOH(UTYpaLyei

[ITupokoBelaTe IbHasi pacChl/IKa COODIeHuI
Discovery

AzipecHasi oTTripaBKa coobienus Discovery
KOHKPETHBIM COCe/IsIM.

B kauectBe FEC 06b1uHO BhicTyMaeT IP-aapec

B kauectBe FEC 00b1uHO BbicTynaeT VC ID




How Layer 2 VPN
Works (Cont.)
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How Layer 2 VPN
Works (Cont.)

CEL1 sends Layer 2 packets to PE1 through an AC.
After PE1 receives the packets, the forwarder selects a PW to forward the

packets.

PE1 generates double MPLS labels (private and public network labels) based
on the forwarding entry of the PW. The private network label is used to
identify the PW, and the public network label identifies the tunnel to PE2 on
the public network.

After Layer 2 packets arrive at PE2 through the tunnel on the public network,
the Penultimate Hop Popping (PHP) device (a P device) pops out the public
network label, and PE2 pops out the private network label.

The forwarder of PE2 selects an AC to forward the Layer 2 packets to CE3.

Forwarder (FWRD) - A PE subsystem that selects the PW to use in order to
transmit a payload received on an AC.

Similar to a forwarding table. After a PE receives packets from an AC, the
forwarder of the PE selects a PW to forward these packets.




How Layer 2 VPN
Works (Cont.)

As discussed in | ], a pseudowire can be thought of as
connecting two "forwarders". The protocol used to set up a
pseudowire must allow the forwarder at one end of a pseudowire to
identify the forwarder at the other end.
We use the term "attachment identifier", or "Al", to refer to the field that the
protocol uses to identify the forwarders. Inthe PWid FEC, the PWid field
serves as the Al.

Every Forwarder in a PE must be associated with an Attachment
Identifier (Al), either through configuration or through some
algorithm. The Attachment Identifier must be unique in the context
of the PE router in which the Forwarder resides. The combination
<PE router IP address, Al> must be globally unique.




How Layer 2 VPN
Works (Cont.)

when PE receives a Label Mapping message (LDP), PE interprets
the message as a request to set up a PW whose endpoint (at PE) is the
Forwarder identified by the TAI (Target Al). From the perspective of the
sighaling protocol, exactly how PE maps Als to Forwarders is a local
matter. In some Virtual Private Wire Services (VPWS) provisioning
models, the TAI might, for example, be a string that identifies a
particular Attachment Circuit, such as "ATM3VPI4VCI5", or it might,

for example, be a string, such as "Fred", that is associated by
configuration with a particular Attachment Circuit. In VPLS, the AGI
could be a VPN-id, identifying a particular VPLS instance.

If PE cannot map the TAI to one of its Forwarders, then PE2 sends a

Label Release message to the sender of Label Mapping message PE, with a
Status Code of "Unassigned/Unrecognized TAI", and the processing of the
Label Mapping message is complete.




Virtual Private LAN
Service

VPLS-Virtual Private LAN Service. MOXHO paccMaTpmBaTtb Kak aMynsaumio

KOMMyTaTOopa.
3az:aua TpaHCnopTHON ceTu npoBaiigepa — 06ecneunTb KOPPEKTHYIO
KOMMYTaLMI0 KaapoB, Ucnonb3yetcs naydeHnn MAC-aapecos.

VPLS domain — n3onupoBaHHasa BUpTyasibHaa L2-ceTb. [1Ba pa3HbIX KNMEeHTa
— ABa pas3Hbix VPLS-gomeHa.

VSI-Virtual Switching Instance. BupTyasbHblii KOMMYyTaTOp B nNpeaenax o4Horo
y3na. [Ins kaxxaoro knueHTa (Unu cepeuca) oH cBoil. Tpadouk ogHoro VSI He
MOXEeT nepefasaTtbca B gpyroun VSI.

AHanor VRF / VPN-instance B L3VPN.

VE-VPLS Edge-PE node, yyacTHuk VPLS-gomeHa.




VPLS Data Plane

1. PE-mapuwpyTusatop cuntbiBaeT 3arosioBok Ethernet-coperima n nposepsaeT
MAC-agpec oTnpasuTens.
®* Ecnu oH yxe ecTb B Tabnnue MAC-oB gaHHoro VSI, PE nepexoguT K
wary 2.
* Ecnun aToro agpeca eLlé HeT — OH 3anucbiBaeT cooTseTcTBne MAC-nopT
B Tabnuuy n nepexoauT K wary 2.
2. PE-maplwpyTtmnsatop nposepseT MAC-agpec nonyyarens.
a) ec/im oH npucyTcTeyeT B Tabnnue MAC-agpecoB gaHHoro VSI:
* PE vwet BbiIxoaHOW NHTepdienc ans kaapa ¢ gaHHbIM MAC'oM. 310
MOXET ObITb on3nyecknt nHTepgenc nnm PW.
* Ecnn nopt HazHauyeHna — pusnyeckum nHtepenc — npocTo
oTnpasnseT Ppenm B 3TOT NOPT.
* Ecnn ato PW, 10 no6aBnaeT COOTBETCTBYIOLLYH METKY —
CEpPBUCHYI0. DTa MeTKa byaeT HeM3MeHHa A0 KoHUA MyTMW.
°* PW — 310 KaHan mexay asyma IP-y3namu, noatomy 3Hasa |IP-agpec
yaanéHHoro PE, nokasnbHbln PE 13 Tabnmubl METOK N3B/1eKaeT
TPaHCMNOPTHYH N CTaBUT €€ CBepXy CTeka — OHa byAeT MeHATbLCA Ha
Kaxkgom P-mapLupyTtmnsaTtope.




f VPLS Data Plane

a) Ecnu xxe MAC-aapec HenssecTeH, To PE nosikeH BbINOMHUTL
LLIMPOKOBEeLLaTesibHYyH pacchbliky kKagpa no scem PE gaHHoro VSI.

* JlokanbHblin PE cocTaBnsieT cnmucok Bcex yganéHHbix PE atoro VSI, n,
co3faB KoMuu 3Toro Kazpa, BCTaBNAET B HUX CEPBUCHbIE METKN —
KaXX0oMy npucBanBaeTCcs CBOS.

* [lanee Ha Kaxayto Konuio Kkagpa AobasnsaeTcs TpaHCnopTHas MeTka
(ToxXe cBoA Anga kaxxaoro PE).

* Bce kaapbl paccblialoTcs rno ceTu nposaiigepa.

* Takke Konuu LUMPOKOoBeLlaTeibHOro kaapa otnpasnawTca B AC-
NHTEepeCsl, ecnn Takne ectb, 6e3 3aronoskos MPLS.




f VPLS Data Plane

3. YpanéHHblin PE nocne nony4veHus kagpa n CHATUA MeTOK (TO eCTb Korga oH
y)xe onpegenun VSI) AencTByeT Kak KOMMyTaTop:

a) Ecnn MAC-agpec NCTOUYHUKA eMYy He U3BECTeH, BHOCUT ero B Tabnuuy.
B kauecTBe BXOoAHOro nHTepderica byaet ykaszaH PW k Ingress PE

b) Ecrim MAC-agpec Ha3HauYeHUA eMy U3BECTEeH, OTCbl1aeT kaap 6e3
3aronoskos MPLS B TOT NopT, 3a KOTOPbIM OH U3YYeH.

c) Ecnn satotr MAC-agpec Ha3Ha4YeHUA eMYy He U3BECTEH, BbIMOJIHAETCA
LLUMpoKoBeLWaTenbHasa paccoisika no scem AC-noptam atoro VSI. PE He
oyaet paccbinarb 310T Kagp B PW gaHHoro VSI, T.k. Bce apyrue PE
yXe Nnosydnsin Konumi 3Toro kagpa ot BxogHoro PE. T.e. npumeHseTcd
npaBunsio paculensieHnsa ropnsoHTa (Split Horizon).




f VPLS Data Plane

Kak 1 B 06bl4HOM KOMMYyTaTope 3anncu B MAC-Tabnuue VSI KOHTpoiMpyeTcs
BpeMs CyLleCTBOBaHMA 3anncn N «CTapbie» 3anncu yganaoTcs.

KnueHTckniA kKaap HYXXHO OTNpaBuUTb B NpaBu/bHbI PW, T.e. npaBuibHOMY
cocepy.
[nsi 3TOl Lenu Kaxaomy cocefly BblAAETCS IMUHAs MeTKa, C KOTOPOW TOT

oyaeT oTnpasnAaTb kKaap atomy PE B gaHHOM VPLS-a0MeHe.
B nanbHenwem no VPN-meTke, n 3anucu B LFIB, PE y3HaeT, OT Kakoro coceia
npuLwen kagp.

B L3VPN He nmeeT 3HayeHua, oTkyga npuilén IP-nakeTt, noaTomy Ans
npedwmkca B VRF Bcem cocegsam coobulaeTcs ofgHa 1 Ta Xe MeTka.




f VPLS Control Plane

Ona VPLS TpebyeTtca nonHOCBA3HAsA Tonosiornsa ans kaxaoro VSI.
Cocepsamun, 6yayTt Tonbko Te PE, rae ectb a1oT Xe VSI.

O6HapyxeHue PE, kyaa noakntoveHbl KMeHTbl gaHHOro VSI:

* py4dHasi HacTpouka (apadt MapTuHn)
* aBTOMaTuyeckoe oGHapyxeHue (apadt Komnenna).

VPLS npepgctaBnaet coboi rpynny point-to-point PW.

PeweHne o nepenave kagpa npuHnumMaet Ingress PE (BbiGupaeTt HyXHblin PW).




VPLS Martini Mode
(LDP)

na curHannsaynm meTok mcnosibsyetcsa LDP
B otninumne ot VPWS, yaanéHHsie LDP ceccun cospatotca ans
kaxxgoro VS| He ¢ ogHMM coceloM, a C HECKOJTbKUMWU

YoanéHHble ceccun ¢ Kaxxabim coceaom B VPLS-aomeHe
HacTpamBarTCA BPYUHYIO.

Kaxkgomy yyacTHuUKy VPLS, BblaenseTca uHamsuayasibHaa MeTka
(nepepnaetcsa B coobuweHun LDP Label Mapping Message.

Ecnn B VPLS-gomeH nobaBnsieTcs HoBbI PE, HEOOXO0ANMO
HacTpouTb LDP-coceacTBO CO BCeMU CcyLlecTByOLWMMM PE 3TOro
VPLS. lNMoc/ie 4ero ¢ KaxabiM U3 HUX HOBbI PE 0O6MeHSATCA MeTKaMW.



https://tools.ietf.org/html/rfc3985

VPLS Martini Mode
(LDP)

* LDP npoBepsieT A0CTYNHOCTbL CBOMX cocenen. Ecnu kakon-To u3
cocepfen BbIXoAUT U3 TPYNMbl U CTAHOBUTCSH HE4OCTYMNHbIM, CeCCUA
pas3pbiBaeTca n Bce nsyyeHHole MAC'n B PW K aTomy cocepy
o4nLLaoTCS.

Ecnin kakon-nn6o n3 AC-noptos VPLS-gomeHa nepexoauT B

cocTtoaHne Down, nnbéo nponcxoguTt apyroe coobiTue,
3actasnigwoulee ounctnte MAC-agpeca ¢ AC-nopta, 1o PE coolLlaeT
06 3TOM BCem cBouM coceasm B coobuieHun LDP MAC Withdraw
(3aBUCUT OT peasnmsauunmn)




, Packet Encapsulation

Ethernet + raw encapsulation (without U-Tag)

L2 Header| IP Header

[L2THeader] Tunnel Label |TVEEabEIT L2 Header|IP Header

L2 Header IP Header




, Packet Encapsulation

VLAN + tagged encapsulation (with U-Tag).
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? PW Signaling Protocols

MAC address learning and flooding on a PE. PC1 and PC2

both belong to VLAN10. PC1 pings IP address 10.1.1.2. PC1 does not know the
MAC address corresponding to this IP address and advertises an Address
Resolution Protocol (ARP) Request packet.

PEH1
VS MAC Port
VPN1 A VLAN1O, port1

l"-.-'.l P L"\ 1 3 P v 1

CE1 PE1

MAC:C
IP:10.1.1.3/24

IP:10.1.1.1/24
VLAN: 10 J PE2

Port

A PW 1
VPN B VLAN1TO, port2

MAC: B

IP:10.1.1.2/24 i - e =g ARP Broadcast
VLAN: 10 '

s = === ARP Reply



