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Purpose and Aims

Application area are Security issues. ECT aims to diminish the risk of attacks
departments, organizations and

companies working with
information, the loss of which Outsider Vulnerability exploitation

Intruder Risks

can have negative

Insider Security policy violation, e.g.
consequences, e.g.: - BYOD, remote workstations, business trips, ...
v  Government and state + Invited R&D companies

organizations The loss of a notebook, etc

v oil and gas enterprises Practical issues, i.e. optimizing capital and operating costs:
v’ energy sector

) . rocessing information of various categories on one
v’ manufacturing and P 8 8

) ) hardware
construction enterprises * collective use of licensed software
v banks, financial and  usage external hard disk3 or storage system
insurance companies » collective use of pre-configured VM from corporate

repositories



Common Practice

Practical activities in organizations that
process significant amounts of
confidential information usually require
providing employees with the ability to
simultaneously work with internal,
distributed information resources and
access to the Internet. The need to
ensure information security requires the
use of appropriate organizational and
technical methods of information
protection, which are based on the idea
of domain isolation

Common segment

User VLAN with an access to common
segment

wokstations __

User VLAN with an access to protected
segment

Isolated
workstations B

Protected segmet




WHAT IS ECT

Endpoint Cloud Terminal (ECT) Components Responsibility
General-purpose software with built-in
security features ; . . .
urity eatu Hosting OS Running services and functions
ECT: ECT Management and control: VM, peripheries' access, HDD volumes, DHCP, NAT,
v' Can be deployed on a notebook or a VPN, FTP, FW, security policies, TM, AV, log, ...
workstation

v Provides secure processing confidential
data in isolated environments

Virtual machines Running of isolated workplace environments preconfigured for users duties
(VM) MSWin, Linux, Ux
VM C\)/'IMP
Workstation VM VM VM VM
M1 Enterprise Workstation Workstation Termi VM
nternet . Internet bank, p o
internal Customer 1 Customer N nal Typewriter VM
. > > Marketplaces X
perimeter environment environment Client Crypto
wallet
ECT
Exchng Virtual
GUI || Access || Secure | | Intemal | yqp 1 der || network || Log || Manage || VM aosiom | Ew Host 0S
HDD LAN . ment Backup
(FTP) interfaces




ARCHITECTURE

The implementation of ECT is based on
the use of virtualization technology.
The software consists of a KVM
module running at the Linux kernel
level, as shown in Figure QEMU
emulates the hardware of Intel x86
processors and virtual workstation 1/0
devices.

The Linux kernel's KVM module allows
QEMU running in user space to use the
hardware virtualization capabilities
provided by modern x86-compatible
processors to improve performance of
virtual workstations.

Virtual Virtual
Machine Machine Admin utility
| |
App Linux App Windows Loganalyzer
OpenVPN

Guest OS Guest OS

Linux Windows

QEMU
Linux
KVM

x86 VT




REQUIREMENTS

v" Availability of a secure channel from the workstation to the entry point of internal network or to
the access point of a centralized resource

v’ Using the CSP recommended by the regulator
v’ Use of certified software and equipment protected from unauthorized access

v' Minimizing the complexity and quantity of equipment used, minimizing the architecture of the
information technology tools used, simplifying physical maintenance, remote maintenance and
administration

v’ Ensuring the possibility of using an electronic signature in the following modes:
- Signature locally in the workstation
- Cloud signature

v" Ability to work with all virtual resources of the enterprise, including electronic document
management

v' Ability to reuse existing equipment



Compensating the following:

Risks caused by the necessity of having a reliable broadband network connection, client
workstation services centralized (cloud) of the company information infrastructure (hereinafter -
Cll)

The lack of channel encryption in the classic terminal solutions
Insufficiently developed issues of ensuring the security of the client's place

The fundamental impossibility of rapid pre-processing primary data in the workstation leads to a
disproportionate increase in the load of communication lines and dedicated servers for
processing this data. The terminal solution hardly help in primary preprocessing such data as
well

The problem of connecting users to the Internet via Cll leads to an increase in the load on
communication channels, decentralized, immediate connections means more complicated
workstation software and hardware.

The necessity to use a separate computer to access the Internet in both cases leads to
complexity of the architecture and additional costs

The usage of personal computing equipment, BYOD approach, means:

- untrusted channels and hardware to work with confidential data outside the protected
perimeter.

- risks of loss and violation of data integrity, information leakage.
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ENTERPRISE. SECURITY AS A SERVICE

The most tough and expensive tasks:

— Configuration management
- Change management
- Release management

Enterprise compounds

Preconfigured VM, Patches Preconfigured VM, Patches and PTF repository.

and PTF repository The repository for referenced VM containers and updates,
standardized and well-tuned VMs with software updates.

Production landscape The on-duty landscape of Cll is a production servers and services
including its components, network services, VMs, and all the stuff
passed tests procedures and accepted for enterprise operation

DMz Secure isolated work in Internet via open channels.

ECT functions:
Terminal mode.

Secure terminal access to the VDI of the CII.

Secure terminal access to the DMZ VDI.

Replicate the referenced VM to a personal computer, if needed
Replicate the DMZ referenced VM to a personal computer, if needed.
Safe simultaneous operation in all possible modes.

VPN secure channel.

N N N N 2 2 2

Safe completely isolated off-line mode.



Results

ECT:

v’ does not require a mandatory network connection

v’ does not impose restrictions on the use of the operating system

v  allows to perform the necessary pre/post processing of data locally to meet the
secure requirements

v’ provides simultaneous (without rebooting) work on personal computers in various
categorized segments of the corporate network, for example, the work of traders
with trading platforms and simultaneously in the protected perimeter of ClI

v’ provides employees with remote workplaces, e.g. from home or on business trips

v"makes available a safe operation on any computer (shared, home) from an
individual portable USB drive

v seamless migration of the VM from Cll to the workstation and back if necessary

v instant switching between VMs as well as Cll domains

v reliable implementation of DAC to data and peripherals at the hypervisor level

v" audit of events and monitoring network interaction

v’ decreasing of operational costs due to common usage of enterprise secure
measures
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A problem

Unauthorized leakage of confidential information is one of the most
eminent nowadays threats (e.g. $0.5 per a personal record with
such details as id, bank accounts, phone number, etc.)

One side - counter measures: technical and administrative
Another side - private gadgets with photo and video recording
facilities

The problem is to identify the employee or his workplaces of the
attack, and timestamp

The finally aim is to make stealing information not worth the effort
given



Purpose and Aims

Application area are Security issues. The product aims to diminish the risk of attacks
departments, organizations and
companies working with
information, the loss of which Insider Publishing of screen snapshots taken by a mobile devices.
can have negative

consequences, e.g.:

v’ Government and state
organizations

v’ Commercial companies
High tech companies

v’ banks, financial and
insurance companies

v etc

Intruder Risks

Practical issues

Identifying the terminal from which the photo was taken
would help not eliminate the leakage channel, but to
establish the source at least



Solution and requirements

Solution: Embedding digital watermarks into the image (steganography)
taken from an end point terminal equipped with ECT platform

Watermark:

— robust

— imperceptible

— irreversible

The solution:

— Processing time ~ 41 ms (24-30 frames per second)

— OS independent

— Document (original) invariance

— Mini)mum technical efforts to support (OS, hardware, drivers, fonts,

etc.



Virtual resources

Terminal client

MS Windows (e.g. Citrix)

QEMU virtualization

The point for embedding a watermark

Hypervisor

Endpoint Cloud Terminal (ECT)

Hardware platform
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BcTpanBaembiv BOASAHOM 3HAK

Timestamp userld secretKey checksum

12 10 3 2 bits

Chapter 2. The site’s design

based purely on their names, regardless of the port number(s) or IP address(es)
used.

User-Agent: Mozilla/5.0 (X11; U; Linux i686; en-GB; rv:1.8.1.1)
Gecko/20060601 Firefox/2.0.0.1 (Ubuntu-edgy)

This optional line identifies the browser. Some servers vary the output according
to this header, but you should remember that it is a hinf and can be trivially
changed on many browsers.

In this case Mozilla identifies the browser as one of the Netscape/Mozilla fam-
ily and 5.0 ties it down to a version of Mozilla. Other information allows us to
identify that it is a browser is running under Linux on an Intel platform, that it
was built for the en-GB locale, and indicates the version numbers of the various
components.

Accept: text/xml,application/xml,application/xhtml+xml,text/html;
.9,text/plain;q=0.8,image/png, »/+;q=0.5

This specifies the formats the browser can accept and how keen it is on them.
Servers can be configured to negotiate various different formats of response de-
pending on these parameters.

text/xml,application/xml,application/xhtml+xml means that the browser
is happy to accept MIME content types text/xml, application/xml, or
application/xhtml+xml; otherwise it will accept text/html but the qualifier
q=0.9 means that, given a choice, the browser would prefer to receive one of the
earlier types (default g=1.0) than text/html. text/plain means that it can accept
plain text too. The qualifier g=0.8 makes this less preferred than anything else.
The browser has a general preference for image/png,. Finally it will accept any
format (*/*) but is not keen on them (g=0.5)

We will meet MIME content types again in Chapter 4.
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BCTpOeHHbIN BOAAHOW 3HaK

Chapter 2. The site’s design

based purely on their names, regardless of the port number(s) or IP address(es)
used.

User-Agent: Mozilla/5.0 (X1l; U; Linux i686; en-GB; rv:1.8.1.1)
Gecko/20060601 Firefox/2.0.0.1 (Ubuntu-edgy)

This optional line identifies the browser. Some servers vary the output according
to this header, but you should remember that it is a hint and can be trivially
changed on many browsers.

In this case Mozilla identifies the browser as one of the Netscape /Mozilla fam-
ily and 5.0 ties it down to a version of Mozilla. Other information allows us to
identify that it is a browser is running under Linux on an Intel platform, that it
was built for the en-GB locale, and indicates the version numbers of the various
components.

Accept: text/xml,application/xml,application/xhtml+xml,text/html;
q=0.9,text/plain;g=0.8,image/png,*/*;q=0.5

This specifies the formats the browser can accept and how keen it is on them.
Servers can be configured to negotiate various different formats of response de-
pending on these parameters.

text/xmlapplication/xml,application/xhtml+xml means that the browser
is happy to accept MIME content types text/xml, application/xml, or
application/xhtml-xml; otherwise it will accept text/html but the qualifier
q=0.9 means that, given a choice, the browser would prefer to receive one of the
earlier types (default q=1.0) than text/html. text/plain means that it can accept
plain text too. The qualifier q=0.8 makes this less preferred than anything else.
The browser has a general preference for image/png. Finally it will accept any
format (*/*) but is not keen on them (q=0.5).

We will meet MIME content types again in Chapter 4.




BcTpoeHHbIM BOAAHOM 3HAK HA CHUMKE

Chapter 2. The site's design

based purely on their names, regardless of the port number(s) or IP address(es)
used

User-Agent: Mozilla (X1l; U; Linux i686; en-GB; rv:1.8.1.1)
Gecko/20060601 Fire 2.0.0.1 (Ubuntu-edgy)

This optional line identifies the brow ser. Some servers vary the output according
to this header, but you should remember that it is a hin! and can be trivially
changed on many browsers

In this case Mozilla identifies the browser as one of the Netscape /Mozilla fam-
ily and 5.0 ties it down to a version of Mozilla. Other information allows us

identify that it is a browser is running under Linux on an Intel platform, that it
was built for the en-GB locale, and indicates the version numbers of the various
components

Servers can be configured to negotiate various different formats of response de-
pending on these parameters.

text /xml application/xml application/xhtml+xml means that the browser
is happy to accept MIME content types text/xml, application/xml, or
application/ xhtml-xml; otherwise it will accept text/html but the qualifier
q=0.9 means that, given a choice, the browser would prefer to receive one of the
earlier types (default g=1.0) than text/html. text/ plain means that it can accept
plain text too. The qualifier q=0.8 makes this less preferred than anything else.
The browser has a general preference for image/png. Finally it will accept any
format (*/*) but is not keen on them (q=0.5)

We will meet MIME content types again in Chapter 4.
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Experiments

Text

Threshold filter

Threshold filter

13-inch monitor 1600x900. Density: 1 bit per 30 pixel

Image with a usage of an original copy

Filter A color image A threshold
filter
Result Yes Yes

Filter A color image A threshold
filter
Result Yes Yes

Altering camera angle

Angle

Oo

10°

20° 30°

Result

Yes

Yes

Yes ?

Decreasing resolution

%

0%

10% | 20 %

30% |40 %

Result

Yes

Yes Yes

? No

Altering camera angle

Angle

OO

10°

20°

Result

Yes

Yes

No

Decreasing resolution

%

0%

10 %

20 %

Result

Yes

Yes

No




Results

Resistance to statistical (quantization, i.e. black and white threshold
filtering) and geometric (varying shooting angles and image
resolution) attack methods

Suitable to the requirements of robustness, complexity,
Imperceptibility, volume, irreversibility, security and verifiability

Requirements for 24-bit message hidden in the digital watermark on
a monitor screen with a resolution of 1920x1200 pixels:

— The angles of a camera < 30 ° from the normal,
— The resolution decrease < 30%:
— At least 50% of a monitor screen area



3a4a4M pacno3HaBaHUA

1.CBeaeHmA n3 Teopun BEPOATHOCTEN
2.banecoBCcKN 3a4a4mM pacno3HaBaHMA
3.HebanecoBcKMe 3aga4m pacno3HaBaHmA
3.1 3apa4ya HemmaHa-lnpcoHa
3.2 3aga4a Banbaa

[lecaTb NeKUUn No CTaTUCTUYECKOMY U CTPYKTYPHOMY pacrno3HaBaHuUio obpasos, M.U.
LLne3suHrep, B. nasay// Kluwer Academic Publishers/ Boston/Dordrecht/London



OnpeaeneHuns

X, Y - R
Dy — COBMECTHaA BEPOATHOCTb cObbITUA
X,
py y(x1y)= Py (1Y) - YCNOBHOE (anocTepnopHoe) pacnpeaeneHume
| Zer pxy(x!y)
BEPOSATHOCTHU

Py | (), yeY)
@, v(¥), xeX), p, y(¥):Y — R -npasaonoaobue sHadeHns y

px(x) = XyeyPxy(X,¥) -anpuopHoe pacnpeseneHne BepPOATHOCTeV



OnpeaeneHuns

barecoBcrkasg zazaya:
X - KOHEYHOEe MHOXXECTBO HAOJIJEHHH , HA0JIF0AEMbIX 1APAMETPOB

K - KOHEeYHOEe MHOXKeCTBO COCTOSHHH 00'bEKTA, CKPbIThIX NAPAMETPOB

D — MHO)XeCTBO BO3MO>KHBIX PELIEHHH
V x € X u k € K 3apaHo pacnpeziesieHre BEPOATHOCTEN Py, : X X K — R

— COBMECTHas BEPOATHOCTb cObbITUA
W:KXD — R - wrpagpHasa @yHKHA, HAH QYHKLHA 1oTeps W(k,d)
q: X— D - cTpaTterus peuieHHusd, CTpaTerdd, HJIH PEMIAasd QYVHKIHA (X)

R(q)=E(W) - m.o. tuTpaga 4151 BBIOPAHHOH CTPaATETHH
R(q) =Xixex Zkex Pxx(X, k)W (k,q(x))

3a/qadqa
Ama X K Dpy XXK >R W:KXD — R
IOCTPOHUTH OAHECOBCKYIO cTpaTerur q*: X— D, murumuzupyronjyio R(q)



CBOMCTBA

/lr06as 6aHecoBCKas cTpaTerds JeJIMT OCh BEIJEeCTBEHHbIX YHuce)l Ha |D |
HHTEPBAJIOB. [0 Hab/rggeHH0 X € X IPDHHUMAETCA peLIeHHE d, eC/TH
OTHOILIEHHE MPABAOIIOA00HSI MPHHALIEXHT COOTBETCTBYIOLEMY
HHTEPBAJY.

[Ipumep: MHOXECcTBO D COCTOUT H3 ABYX PELIEHHH, TO OAHECOBCKAA
CTPATErHs ONpPENENAETCA IOPOTrOM.

BeposarHocTs oIH60YHOro pelieHus:

JleTepMHHHPOBAHHAA CTPATETHA

[lycTb 06 bEKT HAXOJHTCA B IEPBOM COCTOSIHHH C BEPOATHOCTHIO 0.9 H MbI
Bcer/ja Ha3bIBAEM IIEPBOE COCTOSHHE, TO olIHOKa 10%, To ecTh Korja
06'bEKT HAXOJHTCA BO BTOPOM COCTOSHHH.

PaH/ioMu3HPOBAHHAA CTPATETHA
0.9x0.1+ 0.1x0.9=0.18




CBOMCTBA

bartecoBckas cTparerrsa 0Tkasa oT paclio3HaBaHHA:
R(xd) =) ck pK|X(k X)W (k,d) - wacrebIH pHuck

0, ectmd=F,

Wi(k,d) = 1, ecom d # k n d # not known,

q(x) =

q(r) =

4

. ecqad d = not known.

(argmin R(x,d), econ min R(r,d) < R(x,not known) .

deK deK
not known. ecau min R(x,d) > R(x,not known) .
\ de K )

r'a.J;'f-_);ma.}{ pr|x(k|w), ecm 1 —maxpgx(k|w) <e,
keK ‘ ' keK

< -

not known. ecim 1 — ]ﬁla%}'}m)((k ) > ¢.

\ €

30



HebaecoBckue 3a4a4mn pacno3HaBaHUS

3azava HerimarHa-IlupcoHa

Y €& NOCTPOHUTH CTPATErHIO Pa3OHEHHA MHOXKECTBA HA /]Ba
HerepecekarwijuxcAd 10//MHOKeCTBa YTOOBI YC/IOBHAA BEPOATHOCTb
IIporycKa [jeJIH He IIPEeBhINIala & IPH MHHHMA/IbHOH BEPDOATHOCTH
JIOJKHOH [[eJTH

Jagava Baibga
BeposaTHOCTh NpOMycKka 0IacHOr0 COCTOAHHSA H BEPOSATHOCTH JIOXKHOH
TPEBOTH HE MOT'YT ObITh OJHHAKOBBIMH H OOBIYHO ONPENEJIEHbI 3aPAHEE

Tpu mogMHOXKeCTBA:

X,, ecnn k=1

X, ectn k=2

X,, €C/TH HEBO3MOXHO BbIHECTH PELIEHHE



