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Abstract—Software Defined Networking (SDN) becomes a de
Jacto standard for the future Internet. SDN decouples the control
plane from the data plane of a proprietary network asset
to ensure better programmability and security for designing
more innovative future network applications. Presently, the SDN
framework does not have proper access control mechanism
among different entities, namely SDN applications, SDN con-
trollers and switches. To achieve this goal, this paper proposes a
blockchain-based access control scheme for the SDN framework.
The proposed scheme has the capability to resist various well-
known attacks and alleviate the existing single point of controller
failure issue in SDN.

Index Terms—software-defined networking, blockchain, con-
sensus, security, access control.

I. INTRODUCTION

With the profound adaptation of emerging “Information
and Communication Technology (ICT)” in various domains,
such as cloud, social, mobile, and big data demands proper
management of a large-scale dynamic network [1]. Towards
this solution, Software-Defined Networking (SDN) plays an
important role [2]. SDN decouples the traditional control plane
from the data plane of a proprietary network asset to ensure
better scalability, efficiency, reconfigurability, security and
dynamic management of existing static network infrastructure.
However, adopting SDN over static networks raises several
security threats [2], [3], [4].

Since the inception of SDN, most of the security threats
appear to be in the two specific planes in SDN framework,
namely application and control plane [3]. Due to the absence
of proper authentication and access control mechanisms in
application plane, an application can easily inject a malicious
configuration into switches (i.e., network assets) through a
controller node, which can indirectly lead to network break-
down phenomenon. As a result, this scenario reduces the
overall dependability, in particular, reliability and availability
of the entire network [3]. Moreover, improper accountabil-
ity and detectability of different application flows through
single/multiple controller(s) may cause loss of information
about the network failure traces. In spite of this, improper
identification of different attack patterns considering a robust
debugging of the underlying network is also another aspect
which is not properly analyzed in current SDN environment

[3].

In the control plane, a single point of compromise (or
failure) of an SDN controller makes the whole network jeopar-
dized. Also, such kind of provision makes the whole network
vulnerable to Denial-of-Service (DoS) attack. Furthermore,
proper access control mechanisms among SDN applications
and controllers are not found in the existing literature [3].
Eventually, in the controller-switch communication, due to the
absence of a secure channel (or a robust access control mech-
anism) among the controllers and switches, in particular, the
non-adaptation of “configuration-complex” Transport Layer
Security (TLS) protocol makes the communication channel
vulnerable to various attacks (for example, man-in-the-middle
and eavesdropping attacks) [3]. In addition, an illegitimate
switch can induce spoofing attacks, DoS and distributed DoS
(DDoS) attacks by masquerading the publicly known identities
of other switches [3].

To avert the above said security issues, several studies have
been carried out in the recent literature [3], [5], [6], [7], [8],
[9]. In addition, blockchain-based security solutions in SDN-
enabled networks have also gained popularity in recent years
[10], [11]. However, to the best of our knowledge, there is
no concrete foundation of blockchain-based access control
scheme among different components involved into the SDN
framework.

This work aims to address the following objectives:

e An access control scheme is needed to overcome DoS,
DDoS, man-in-the-middle (MITM), spoofing, and replay
attacks of individual planes in SDN framework.

« A robust approach is required to be introduced to address
the single point of SDN controller failure issue through
the use of blockchain technology.

The rest of the paper is oriented as follows. Section II briefs
about the proposed network and threat models. Section III
presents the proposed blockchain based access control scheme.
Section IV discusses security analysis and also presents per-
formance analysis of the proposed scheme. Finally, Section V
concludes the paper.

II. SYSTEM MODELS

This section elaborates network and threat models that are
utilized in discussing and analyzing the proposed scheme.
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Fig. 1. System architecture of proposed protocol (adapted from [2])

A. Network Model

A blockchain-based network model for an SDN platform
provided in Fig. 1 has been adapted based on [2] in the design
of the proposed scheme. According to the proposed network
model, the following entities exist:

Registration Authority (RA): The RA is responsible to
enroll each principal of three different planes of the SDN
framework.

SDN Application (SA): The SA is a software application
running on the top layer of an SDN framework to manage the
dynamicity of a physical network infrastructure.

SDN Controller (SC): The SC is responsible for con-
trolling the flow of an SDN application (SA) as well as
supervising the intelligent data forwarding through different
propitiatory network assets, called SDN switches (SSW)s,
that are the core components preferably belonging to a data
plane as a network cluster. In addition, each SC' can collect the
real-time data from both S As and SSW's, and construct blocks
containing the transactions. The constructed blocks are then
forwarded to several other controllers in the P2P controller
network.

SDN Switch (SSW): The SSW is a propitiatory network
asset preferably used for data forwarding from a source node
to a destination node (or host). A collection of switches
configured with a particular topology makes different network
clusters (C'Ls). Each C'L is controlled by a particular SC' in
SDN.

Blockchain Center (BC): The BC will act as a universal
ledger and it stores the blocks into several cloud servers for
future use.

In this model, the switches are grouped together into several
disjoint clusters. Furthermore, under each cluster C'Ly, for a
set of switches there exists a single controller that will manage
the data forwarding from one host to another host(s) (intended
destinations).

TABLE 1

NOTATIONS AND THEIR MEANINGS

[ Notation Description
Appiq, Con;q, Real identities of SDN application (SA), controller
Swisg (SC) and switch (SSW)
Appiype Type of SDN application (SA) (i.e., traffic manage-

ment, access management and security control)

Cluster, A set of network assets (combination of controller
Cluster;q and switches), real identity of cluster
Certapp, Certificates of SA, SC and SSW generated by the
Certeon, RA (Registration Authority)
Certswi

ECDSA.Sig(sk :

Elliptic Curve Digital Signature Algorithm (ECDSA)

[M]) signature generation on a message M with private
key sk of an entity X

ECDSAVer ECDSA verification algorithm on message M with

(Pubg : [M]) public key Pubg of an entity X

Tid Transaction identity created for principal x

Flow;q Real identity of an SDN application flow

state Current state of the whole network

content Flow content (specifically, configuration instruction)
with respect to Flow;q

Event;q Real identity of a network event

Eq(u,v) A “non-singular elliptic curve” with parameters u, v

over finite (Galois) field GF(q); ¢ being a prime
G A base point in Eg4(u,v) of order n

P+Q, kP Elliptic curve point addition and multiplication, re-
spectively, P,Q € Eg4(u,v) and k € Z; =
{12, ,q—1}

Txy Ordinary modular multiplication in Zg

AT “Maximum transmission delay associated with mes-
sage”

h(-) “Collision-resistant cryptographic one-way hash
function”

B. Threat Model

The broadly-accepted “Dolev-Yao (DY) threat model” [12]
has been applied that permits an adversary A not only can
intercept the communicated messages in between communica-
tion, but can also modify and delete the message contents, and
even can inject malicious contents inside the SDN framework
(specifically, between the application and control plane, and
also between data plane and control plane). In addition, under
this model, the end-point communicating entities (in our case,
application (S A) and switch (SSW)) are not contemplated as
trustworthy entities in the network. In addition, it may not be
always possible to develop an SDN application (S A) without
bugs. Hence, there is a possibility to inject malicious codes
into the same S A. Therefore, using this SA, an adversary A
may attempt to mount different known attacks (for example,
DoS and spoofing attacks) by suppressing the actual activities
of a controller (SC) or a switch (SSW). Furthermore, it
is assumed that the SA and SSW are not trusted entities,
whereas the SDN controller (SC) in the P2P controller
network and the BC' are trusted.

III. PROPOSED BLOCKCHAIN-BASED ACCESS CONTROL
MECHANISM IN SDN

This section provides a detailed description of the proposed
blockchain-based access control scheme in SDN framework,
called BACC-SDN. We list the notations along with their
significance in Table I that are essential to describe the
proposed BACC-SDN. The following phases are involved in
BACC-SDN.
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The system initialization phase of BACC-SDN provides
the selection of all the related system parameters, such as
selection of a non-singular elliptic curve and its base point,
one-way cryptographic hash function, consensus algorithm for
blockchain, private and public keys of the trusted RA and
other entities involved in the SDN. In BACC-SDN, through
the registration phase, the RA registers each component
(application, controller, and switch) of three different planes
of SDN framework as shown in Fig. 1. During the registration
process, each entity is provided with necessary pre-loaded
information prior to their deployment and they apply those
pre-loaded information for mutual (node) authentication and
key establishment of secret keys with the help of the access
control phase.

The access control phase of BACC-SDN consists of two
tasks. In the first task, an SDN application needs to establish
a secure communication with the controller node followed
by a mutual authentication process between themselves. An
attribute-based access control mechanism is put forward to
accomplish this task. In the second task, a key management-
based access control mechanism is proposed to form a secure
channel between the controller node and switch. After estab-
lishment of a secure communication between the application
and controller (or switch and controller), a secure blockchain-
based data access control mechanism is discussed in the next
phase.

The block addition in Blockchain Center phase deals with
the transaction and block (a set of transactions) formation
policy. After collecting the data (i.e., all the interaction
messages availed from the SDN applications and switches
to controller) securely by the controllers, it proceeds for
creating various transactions, and then it will form a block
containing the encrypted transactions. The generated block is
passed to one of the other controllers in the P2P Controller
Network (CN), which will be responsible for mining that block
into a blockchain maintained by a Blockchain Center (BC)
after applying the well-known consensus algorithm, namely
“Practical Byzantine Fault Tolerance (PBFT)” [13].

A. System Initialization Phase

In this phase, the RA first chooses a “non singular elliptic
curve E,(u,v) of the form: y? = 23 +ux+v (mod ¢) over a
finite field GF(q) with a point of infinity O, where (u,v) € Z,
=1{0,1,2,--+ ,g—1} and 4u®+27v2 # 0 (mod ¢)”. The RA
then picks a base point G € E,(u,v) of order n as large as g,
where n.G = G+ G+ ---G (n times). Next, the RA selects
a “one way cryptographic hash function” h(-) (for instance,
SHA-256 hash function [14] can be considered for sufficient
security in blockchain technology).

B. Registration Phase

The RA registers all the principals, such as SA, SC, SSW
and BC prior to their functionality. It selects unique identities
Con;q, Appiq and Swi;q for each SC, SA and SSW,
respectively. Next, it picks its own private key spa € Z;
and calculates corresponding public key Pubra = sra - G.

Similarly, the RA also picks private keys Scon, Sapp and
Sswi € Z;, and computes their respective public keys as
Pubcon = Scon G, Pubapp = Sqpp - G and Pubgwi = Sswi-G
for each SC, SA and SSW, respectively.

After that the RA generates certificates Certeon = Scon+
h(Congq ||Cluster;q|| Pubcon|| Pubra) * spa (mod ¢) for
each SC, Certapp = Sappt+ h(Appia ||ApDiype|| Pubappl|
Pubra) * sga (mod ¢q) for each SA and Certsy; = Sswit
h(Swisq ||Cluster;q|| Pubsyi|| Pubgra) * spa (mod ¢) for
each SSW, respectively. The RA then selects a t-degree sym-
metric bivariate polynomial over GF(q) as feon—swi(z,y) =
S im0 X5 @ijz'y, where a;; € Z,, and calculates the poly-
nomial shares feon—swi(Conig, y) and feon—swi(Swisq, y) for
every SC and SSW, respectively. After that the RA assigns
{Conid, Scons Certeon, fcon—swi(coniday)}a {Appid’ Sapps
Certapp}v and {S'LUiid’ Sswi» Certswis fcon—swi(SWiiday)}
to each SC, SA and SSW, respectively. The RA publishes
all the public parameters that are available to all participants
including an adversary. Finally, the RA deletes all the private
keys of the principals SA, SC and SSW from its database.

C. Access Control between Application and Controller

In this section, we apply the Attribute-Based Encryption
(ABE) [15] for secure communication between SDN applica-
tion and its respective controller. The main reason for applying
ABE here is that we only allow the respective SDN controller
to retrieve its privileged application(s). An ABE consists of
the four algorithms: a) Setup, b) Encrypt, c) KeyGen, and d)
Decrypt, which are briefly described below [16]:

The Setup algorithm is supplied with a “security parameter
A” and the “universe of attributes A;”, say U = {41, Aa,
-+-,A,} as inputs. It then produces a “master secret” and
“public key” pair, say (MK, PK) as output.

The Encrypt algorithm Enc(P, Msg) is given an “access
policy P”, a “plaintext message M sg” and the “public key
PK” as inputs, and it produces the “ciphertext C' as output”.

The KeyGen algorithm is supplied with an “attribute set
A”, the “master secret key M K™ and “public key PK”. It
then produces the “user secret key (i.e., decryption key), say
Ky of A for the user U.

Finally, the algorithm Decrypt Dec(C, P, Ky, A)” is sup-
plied with a “ciphertext C' generated with P”, the “secret key
Ky respective to A and the public key PK as inputs. It then
produces the message Msg or L (null) as output.

In this phase, the transactions communicated between the
controller and switch are encrypted using the ABE Encrypt
algorithm discussed above with their “access policy P and
“public key PK”. The receiver then decrypts the encrypted
transactions using the Decrypt algorithm based on “secret key
Ky respective to A and the public key PK.

D. Access Control between Controller and Switch

The session key establishment process followed by a mutual
authentication task between a SDN controller (SC;) and a
switch (SSWj) inside a cluster, say C'Ly, is summarized in
Fig. 3. The step-wise illustration of the same task is elaborated
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Controller SC;

Switch SSW;

Generate random number r, € Z;

Generate current timestamp 7S

Compute feon—swi(Congg, Swi;q),

Acon = h(r1||TS1)® h(feon—swi(Conig, Swizq) ||TS1),

Beon = h(Conjal|Swiial|Acon| I TS1||Certeonl| feon—swi(Conia, Swiia))
msgr = {Coniq, Swiia, Certeon, Acons Beon, TSl}

(via a public channel)

Check if |T'Sy — T'Sy| < AT? If so, verify

if Certgy; - G = Pubgy; + h(Swiq||Cluster;q||Pubgy;||Pubra) - Pubra?
If so, compute h(r2||T'S2) = Aswi & h( feon—swi(Swiia, Conia)||TSs),
session key SKcon,swi = M feon—swi(Conga, Swiiq)

[[R(ri[|T SR (r2||TS2)[|Certeon||Certswi),

session key verifier SKVeon,swi = h(SKcon,Swill Aswi

Check if [T'S; — TS1| < AT?

If so, compute feon—swi(Swiia, Coniq),

h(r1]|TS1) = Acon® M feon—swi(Swiia, Conia) ||TS1),

By, = h(Conial|Swiial| Acon| T S1||Cert con | foon—swi (Swiia, Conig))
Verify if B!,
If so, verify if Certeon - G = Pubeon + h(Congqg||Cluster;q|| Pubeon||Pubra) - Pubra?
Generate current timestamp 7S

Generate random number 75 € Z;

Compute Agyi = h(r2]|T'S2) & h(feon—swi(Swiia, Coniq)||T'S2), session key SK gwi.con =
W feon—swi(Swiia, Conia)||h(r1]|TS1)||h(r2||T'S2)||Certeon||Certswi),

session key verifier SKVswi,con = h(SKswi,con||Aswil|Certswi||Conial|Swizq||TS2)
msgs = {Conia, Swiiq, Certswi, Aswis SK Vswi,con, T'S2}

= Beon?

con

[|Certswi||Conial| Swiial||T'S2)
Verify if SKVeon,swi = SKVswi,con?

(via a public channel)

Store shared secret session key SKcon,swi(= SKgwi,con) between controller SC; and switch SSW;

Fig. 2. Summary of access control between controller SC; and switch SSW;

as follows. Note that we apply the polynomial-based key
distribution approach by Blundo et al. [17] as part of the
session key establishment procedure.

Step 1: SC; generates a random number 7r; € Zy,
picks current timestamp 7'S1, and calculates feon— swi(Coniq,
SU)iid)’ Acon = h(rl HTsl)@ h(fcon—swi(conida S’U)’de)
[|TS1) and Beon = h(Conig ||Swisg ||Acon ||TS1 ||Certeon
[| feon—swi(Congg, Swi;q)), and sends the message msg; =
{Con;q, Swiiq, Certeon, Acony Beon, T'S1} to SSW; via a
public channel.

Step 2: After receiving msg; from SC; at time TS;, the
switch SW; verifies if |T'S} — T'Sy| < AT or not, where AT
is the “maximum transmission delay”. If the condition is true,
SSW; calculates feon—swi(Swig, Conig), h(r1||T'S1) =
Acon€B h(fcon—swi(swz'ida Conid) HTS1) and Bé(m =
h(conid stzzd ||Acon ||T51 ||C6thon ||fcon75wi(5wiid7
Con;q)). Next, if the condition B.,, = DBeo, fails, SW;
terminates the session.

Step 3: SSW; then verifies the certificate of SC; by the
condition: Certeon + G = Pubeon, +h(Conigl| Cluster;q||
Pubcon|| Pubra) - Pubra by utilizing the known do-
main parameters (i.e., public information). If the certificate
is verified successfully, SC; is believed to be legitimate
principal by SSW;; else, it rejects SC;’s request. After
that SSW; generates a current timestamp 7S and a ran-
dom number ro, and calculates Ag,; = h(ry ||[TS2)®
h( feon—swi(Swizg, Congg) ||T'S2), session key shared with
SC; as SKSwi,Con = h(fconfswi(swiidv Conid) ||h(7'1
|TS1) ||h(re ||T'S2) ||Certeon ||Certsw:) and session key
verifier SKVSwi,Con = h(SKSwi,Con ||Aswi ||C€Ttswi
[|Coniq ||Swiiq ||T'S2), and sends the message msgs =
{C’onid, Swiig, Certswi, Aswis SKVswi,con, TS2} to SC;
via a public channel.

Step 4: After getting the message msg, from SSW;
at time TS, SC; verifies if [T'S, — TSs| < AT or
not. If the condition is true, SC; verifies the certificate
Certgy; by the condition: Certsy; - G = Pubgyi+ h(Swiiqg
[|Cluster;q ||Pubsw; ||Pubra) -Pubgra. If the certificate
is valid, SC; continues to calculate h(rs|| T'S2) = Aswi®
h(feon—swi(Swizg, Congg) ||T'S2), session key shared with
SSW] as SKCon,Swi = h(fcon—swi(conid; Swzzd) ||h(7’1

[|TS1) ||h(re ||T'S2) ||Certeon ||Certsy;) and session key
verifier SKVCon,Swi = h(SKCon,Swi ||Aswi Hcertswi
[|Coniq ||Swiiq ||T'S2). Finally, SC; verifies if the condition:
SKVcon,swi = SKVsuwi.con is valid or not. If the verification
passes, both SC; and SSW); store the same session key
SKcon,swi (= SKswi,con) for their secret communications.

It is then clear that the mutual authentication and session key
agreement process is accomplished between a controller (SC;)
and a switch (SSWj). Thus, both SC; and SSW) establish a
session key between themselves through a symmetric session
key SKCon,Swi (: SKSwi,Con)-

\ Transactions Details |
‘ (1) Transaction format of individual component (SA, SC, SSW) in SDN framework ‘
o Tsa — {T, Appia, Pubapy, Appiype, Certapp, Signapy ;

o Tso — {T4L, Coniq, Pubeoy, Cluster;q, Certeon, Signeon }

o Tssw — {Tiky» Swiia, Pubsw;, Clusteriq, Certeyi, Signgwi},

where Signap, = ECDSA.Sig(Sapp : [Appiall ApPiype)).

Signeon = ECDSA.Sig(Scon : [Conga|| Cluster;q)),

Signsw; = ECDSA.Sig(sewi 1 [Swiial| Cluster;q|| Coniq))

‘ (2) Interaction between application (SA) and controller (SC)

Lo Tsa—sc = {T&_scr Teh, T56}

[ (3) Interaction between controller (SC) and switch (SSW)

[ Tsc—ssw = {T0_ssw 156, Tssw)

(4) Application flow request to the controller (SC') before install (or uninstall)

a new (or old) configuration to (or from) the switch (SSW) for a particular reason
. Tf}{pﬂwﬂm — {T:F{Pflzd’ Appia, Flow;q, Coniq, Pubaypy, content, Sz'gn,iipﬂ},

where Signmpf, = ECDSA.Sig(Sapp : [Appial|Flowiq||Consal|content]).

(5) Action taken by the controller (SC') with respect to the application flow request
(as mentioned in previous transaction), and updation of network state

. Tspfpﬂme — {T:;{pfl,dvc""““ Flow;q, Swi;q, state, SignZ';pﬂ},

where Signgipfl = ECDSA.Sig(Scon : [Appial|Flow;q||Con;q||Swiiql|state])

(6) Current status of the network after execution of an application flow

(considering both transactions ngpﬂu%on and T:gpﬂwmn)
id o7 af
[ @ Tappsiow = AL ftuws Tapttea Lampstndd \

‘ (7) A network event occur between controller and switch ‘

7 —
‘ ® Towi—cvent = {18 events BvENtid, Pubgy;, Swizq, Con,q, event} ‘

o7 a7
Tsa:Tsc, Tssw,Tsa-sc, Tsc—ssw, Loy piwacon Lapp frwzcons Lappflows
Tswi—event represent different transactions constructed by the controller (SC)

Fig. 3.
E. Block Addition in Blockchain Center
In this section, we provide the details of creating a block
by the controller node (SC) and then verifying that block by
the P2P SC network. After successful consensus among the
controller nodes in the P2P SC network, the block is added
in the existing blockchain.

Formats of various transactions
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The formats of various transactions 7'z; are listed in Fig. 3.
The structure of a block, say Block,, created by a controller
node SC containing various transactions is shown in Fig.
4. The signature of the block is created with the help of
the elliptic curve digital signature algorithm (ECDSA) [18].
The block also contains the hash of the current block and
Merkle tree root. The signature along with current hash and
Merkle tree root help to achieve immutability and transparency
property of the block maintained in the blockchain. Now, to
verify the block Block,,, it requires selection of a leader,
say SC; among the available controller nodes in the P2P SC'
network as in [19]. After that SC; will execute the PBFT
consensus algorithm in order to verify and add that block in
the blockchain maintained in the BC' This process is provided
in Algorithm 1.

‘ Block Header

Block Version BV

Previous Block Hash PBHash

Merkle Tree Root MTR

Timestamp Ts

Owner of Block OB

Public key of signer (Con) Pubeon
I Block Payload (Encrypted Transactions) |
[ List of Encrypted Transactions #i (Tz;) | {Epub,,, (T=:)[i =1,2,--- 1} |
‘ Current Block Hash ‘ CBHash ‘

‘ BSign = ECDSA.Sig(5con:[cBHash]) ‘

‘ Signature on CBHash

Fig. 4. Formation of a block Block,, by a P2P controller node

IV. SECURITY AND PERFORMANCE ANALYSIS
A. Security Analysis

In this section, we apply the threat model discussed in
Section II-B:

1) Replay Attack: To protect replay attack, we have utilized
both the random numbers along with current system times-
tamps. Therefore, the old replayed messages can be easily
detected by the respective recipients by checking the times-
tamps attached in the received messages. Thus, the proposed
BACC-SDN is resilient against “replay attack”.

2) Spoofing Attack: In an SDN framework, the spoofing
attack happens when a malicious switch (SSW),) controlled
by an adversary A impersonates another legitimate switch
(SSW,), and tries to bypass a legal access control task be-
tween SC; and SSW; [3]. Assume A controlling SSW,, first
eavesdrops all the communication messages msg; = {Conq,
Swiiqg, Certeon, Acons Beons T'S1} and msge = {Conyg,
Swijq, Certswi, Aswi, SKVswi,con, T'S2}. A may attempt to
construct Ag,; and SK Vg, con from the eavesdrop messages
to impersonate SSW) in the consecutive sessions. However, to
construct valid A,,; and SK Vs con, A requires the knowl-
edge of {feon—swi(Coniq, Swi;q), r1, ro}. Hence, BACC-
SDN resists spoofing attack.

3) Denial-of-Service (DoS) Attack: With our proposed ac-
cess control policy, SSW establishes a secret key with the
controller (SC') through a robust mutual authentication task. A
malicious switch is not able to impersonate another switch by
making the spoofing attack as discussed in Section IV-A2. The
resistance capability from both spoofing and impersonation
attacks reduce the chance of malicious activities between

Algorithm 1 Consensus for block verification along with
addition in blockchain

Input: A block Block,, as shown in Fig. 4

Output: Commitment and addition of block Block,, into blockchain
after successful validation

1: Assume controller node (SC7) acts as the leader having Blocky, .

2: Generate current timestamp 7'Ssc ; for each follower controller
SC;.

3: Encrypt voting request VotR as Epubscj (VotR,TSsc;) and
send a message containing the same block, and Epp sc; (VotR,
TSsc;) to each follower SCj, (j =1, 2, --- ,nsc, Vj # 1).

4: After receiving the message from SC; by each follower SC; in
the P2P SC network at time 7T'Ss;, -

5: for each follower SC; do

6:  Decrypt the message as (VotR', T'Ssc;) = DSSCJ_
[EPubScj (VOtRa TSSC]' )]

7. Verify timestamp, Merkle tree root, block hash, and signature
on received block Block.,.

8:  If all are verified successfully, send the voting reply VotL
and block verification status BV Status as { Epus s¢, (VotR/,
VotL, BV Status)} to SC;.

9: end for

10: If VI'C'ount denotes the vote counter, initialize V'I'C'ount < 0.

11: for each received response message {Epubscl (VotR', VotL,
BV Status)} from the responded follower SC; do

122 Compute (VotR', VotL, BVStatus) = Dsgc, [Epubse,
(VotR', VotL, BV Status)]. '

13: if (VotR' = VotR) and (VotL = walid) and
(BV Status = walid))) then

14: Set VT Count = VIT'Count + 1.

15: end if

16: end for

17: if (VT Count > 2nysg. + 1) then

18:  Send the commit response to all followers.
19: Add block Block,, to the blockchain.

20: end if

control and data planes, and bring down the possibility of
controller compromise problem. Furthermore, an ABE policy
is also put forward to make a secure communication between
SA and SC. This also reduces the feasibility of spoofing
and impersonation attacks. Therefore, BACC-SDN resists DoS
attack.

4) Man-in-the-Middle Attack: In this attack, an adversary
A may capture the access control request message msg;
from public channel, and try to tamper the request mes-
sage and generate another valid message M sg/l. Without
knowing the credentials fion—swi(Coniq, Swi;g) and 71, A
cannot compute the different values A.,, and Bg,,. Simi-
larly, for message msgs, without knowledge the credentials
feon—swi(Swi;q, Coniq) and ro, A cannot also compute valid
Aswi and SK Vs con. Hence, BACC-SDN is not prone to
man-in-the-middle attack.

5) Blockchain-based verification: In BACC-SDN, the block
addition by an SC in the P2P SDN controller network is
based on the PBFT consensus algorithm. Suppose a verifier
V wants to verify the block Block,, as shown in Fig. 4 in
the blockchain. To achieve this goal, V needs to compute the
Merkle tree root MT'R* on the all encrypted transactions in
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Block,, and CBHash* on Block,,. If any one of MTR*
and CBHash* does not match with the stored MTR and
CBHash, V rejects Block,,. Otherwise, V) further proceeds
to verify the block signature BSign using the ECDSA
signature verification algorithm. Thus, the block verification
goes through a three-level verification process. To update or
modify information in a block, delete a block or even insert
a fake block in the blockchain, it is quite difficult task for an
adversary due to inclusion of previous block hash in the next
block hash value computation.

B. Performance Analysis

This section provides a performance analysis on commu-
nication and computation costs only for the access control
phase of BACC-SDN between controller SC; and switch
SSW; shown in Fig. 3. For communication cost analysis,
it is assumed that the “identity, random number, elliptic
curve point (P = (P, P,), where P, and P, are z and y
coordinates of P respectively), hash output (here SHA-256),
and timestamp” need 160, 160, (160 + 160) = 320, 256 and
32 bits, respectively. In BACC-SDN, two messages msg; =
{COTlid, SWiidy Certcona Acorw Bcon; TSl} and msgs =
{Coniq, Swiiq, Certswi, Aswi, SKVswi.con, T'S2} demand
(160 + 160 +160 + 256 + 256 + 32) = 1024 bits and (160 +
160 + 160 + 256 + 256 + 32) = 1024 bits, which altogether
need 2048 bits. For computation cost analysis in our BACC-
SDN, both SC; and SSW; requires the same cost as T}y
+7Tn +2Tcem +Tecq, and thus, the total computation cost
becomes 2T},01y +14T5 +4Tecm +2Teca, Where Thory, Th,
Teem, and Ty, are for the time required to evaluate a t-degree
polynomial, “one-way cryptographic hash function”, “elliptic
curve point multiplication” and “elliptic curve point addition”,
respectively.

V. CONCLUSION

In this work, a robust block-chain enabled access control
protocol (BACC-SDN) is proposed for securing SDN platform.
In BACC-SDN, access control between an application and
a controller is achieved through the use of ABE, while the
same is achieved between a controller and a switch through
a newly proposed access control mechanism. The various
transactions among controllers, applications and switches are
added in the blocks that are formed by the controller nodes,
and those blocks are added by leader selected in P2P SDN
network through the PBFT consensus mechanism. The pro-
posed BACC-SDN is then shown to be secure against potential
attacks that are essential to secure an SDN network, and its
performance analysis is also carried out.

In future, we aim to design a robust accounting and a
routine-based auditing mechanism in order to trace-out dif-
ferent activities among various components involved into the
SDN framework.

ACKNOWLEDGMENT

This work was supported by the Ripple Centre of Excel-
lence Scheme, CoE in Blockchain (Sanction No. IIIT/R&D
Office/Internal Projects/001/2019), IIIT Hyderabad, India.

[1]

[2]

[3]

[4]

[5]

[6]

[7]

[8]

[9]

[10]

(11]

[12]

[13]

[14]

[15]

[16]

(17]

[18]

[19]

REFERENCES

W. Xia, Y. Wen, C. H. Foh, D. Niyato, and H. Xie, “A survey
on software-defined networking,” IEEE Communications Surveys &
Tutorials, vol. 17, no. 1, pp. 27-51, 2014.

0. I. Abdullaziz, L. Wang, and Y. Chen, “HiAuth: Hidden Authentication
for Protecting Software Defined Networks,” IEEE Transactions on
Network and Service Management, vol. 16, no. 2, pp. 618-631, 2019.
W. Jiasi, W. Jian, L. Jia-Nan, and Z. Yue, “Secure software-defined
networking based on blockchain,” arXiv preprint arXiv:1906.04342, pp.
1-19, 2019.

M. Bonola, G. Bianchi, G. Picierro, S. Pontarelli, and M. Monaci,
“Streamon: A data-plane programming abstraction for software-defined
stream monitoring,” IEEE Transactions on Dependable and Secure
Computing, vol. 14, no. 6, pp. 664-678, 2017.

P. Porras, S. Shin, V. Yegneswaran, M. Fong, M. Tyson, and G. Gu, “A
security enforcement kernel for OpenFlow networks,” in Proceedings of
the first workshop on Hot topics in software defined networks. Helsinki,
Finland: ACM, 2012, pp. 121-126.

A. Tootoonchian and Y. Ganjali, “HyperFlow: A Distributed Con-
trol Plane for OpenFlow,” in Proceedings of the Internet Net-
work Management Conference on Research on Enterprise Networking
(INM/WREN’10). San Jose, CA: USENIX Association, 2010, pp. 3-3.
K. Phemius, M. Bouet, and J. Leguay, “Disco: Distributed multi-
domain sdn controllers,” in Proceedings of the Network Operations and
Management Symposium (NOMS’14). Krakow, Poland: IEEE, 2014,
pp. 1-4.

S. Matsumoto, S. Hitz, and A. Perrig, “Fleet: Defending SDNs from
Malicious Administrators,” in Proceedings of the Third Workshop on
Hot Topics in Software Defined Networking. Chicago, Illinois, USA:
ACM, 2014, pp. 103-108.

X. Wen, Y. Chen, C. Hu, C. Shi, and Y. Wang, “Towards a Secure
Controller Platform for Openflow Applications,” in Proceedings of the
Second ACM SIGCOMM Workshop on Hot Topics in Software Defined
Networking. Hong Kong, China: ACM, 2013, pp. 171-172.

R. Chaudhary, A. Jindal, G. S. Aujla, S. Aggarwal, N. Kumar, and
K.-K. R. Choo, “BEST: Blockchain-based secure energy trading in
SDN-enabled intelligent transportation system,” Computers & Security,
vol. 85, pp. 288 — 299, 2019.

A. Jindal, G. S. Aujla, and N. Kumar, “SURVIVOR: A blockchain based
edge-as-a-service framework for secure energy trading in SDN-enabled
vehicle-to-grid environment,” Computer Networks, vol. 153, pp. 36 —
48, 2019.

D. Dolev and A. Yao, “On the security of public key protocols,” IEEE
Transactions on Information Theory, vol. 29, no. 2, pp. 198-208, 1983.
M. Castro and B. Liskov, “Practical Byzantine fault tolerance and
proactive recovery,” ACM Transactions on Computer Systems, vol. 20,
no. 4, pp. 398-461, 2002.

W. E. May, “Secure Hash Standard,”
1, National Institute of Standards and Technology (NIST),
U.S. Department of Commerce, April 1995. Available at
http://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.180-4.pdf.  Accessed
on August 2019.

V. Goyal, O. Pandey, A. Sahai, and B. Waters, “Attribute-Based Encryp-
tion for Fine-Grained Access Control of Encrypted Data,” in Proc. of
the 13th ACM Conference on Computer and Communications Security
(CCS’06), Alexandria, VA, USA, 2006, pp. 89-98.

V. Odelu, A. K. Das, Y. S. Rao, S. Kumari, M. K. Khan, and K.-K. R.
Choo, “Pairing-based CP-ABE with constant-size ciphertexts and secret
keys for cloud environment,” Computer Standards & Interfaces, vol. 54,
pp. 3-9, 2017.

C. Blundo, A. D. Santis, A. Herzberg, S. Kutten, U. Vaccaro, and
M. Yung, “Perfectly Secure Key Distribution for Dynamic Conferences,”
Information and Computation, vol. 146, no. 1, pp. 1-23, 1998.

D. Johnson, A. Menezes, and S. A. Vanstone, “The elliptic curve digital
signature algorithm (ECDSA),” International Journal of Information
Security, vol. 1, no. 1, pp. 36-63, 2001.

H. Zhang, J. Wang, and Y. Ding, “Blockchain-based decentralized and
secure keyless signature scheme for smart grid,” Energy, vol. 180, pp.
955-967, 2019.

2015, FIPS PUB 180-

4
Authorized licensed use limited to: Lomonosov Moscow State University. Dowr%oaged on October 13,2021 at 16:38:09 UTC from IEEE Xplore. Restrictions apply.




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.7
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /AbadiMT-CondensedLight
    /ACaslon-Italic
    /ACaslon-Regular
    /ACaslon-Semibold
    /ACaslon-SemiboldItalic
    /AdobeArabic-Bold
    /AdobeArabic-BoldItalic
    /AdobeArabic-Italic
    /AdobeArabic-Regular
    /AdobeHebrew-Bold
    /AdobeHebrew-BoldItalic
    /AdobeHebrew-Italic
    /AdobeHebrew-Regular
    /AdobeHeitiStd-Regular
    /AdobeMingStd-Light
    /AdobeMyungjoStd-Medium
    /AdobePiStd
    /AdobeSongStd-Light
    /AdobeThai-Bold
    /AdobeThai-BoldItalic
    /AdobeThai-Italic
    /AdobeThai-Regular
    /AGaramond-Bold
    /AGaramond-BoldItalic
    /AGaramond-Italic
    /AGaramond-Regular
    /AGaramond-Semibold
    /AGaramond-SemiboldItalic
    /AgencyFB-Bold
    /AgencyFB-Reg
    /AGOldFace-Outline
    /AharoniBold
    /Algerian
    /Americana
    /Americana-ExtraBold
    /AndaleMono
    /AndaleMonoIPA
    /AngsanaNew
    /AngsanaNew-Bold
    /AngsanaNew-BoldItalic
    /AngsanaNew-Italic
    /AngsanaUPC
    /AngsanaUPC-Bold
    /AngsanaUPC-BoldItalic
    /AngsanaUPC-Italic
    /Anna
    /ArialAlternative
    /ArialAlternativeSymbol
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialMT-Black
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialRoundedMTBold
    /ArialUnicodeMS
    /ArrusBT-Bold
    /ArrusBT-BoldItalic
    /ArrusBT-Italic
    /ArrusBT-Roman
    /AvantGarde-Book
    /AvantGarde-BookOblique
    /AvantGarde-Demi
    /AvantGarde-DemiOblique
    /AvantGardeITCbyBT-Book
    /AvantGardeITCbyBT-BookOblique
    /BakerSignet
    /BankGothicBT-Medium
    /Barmeno-Bold
    /Barmeno-ExtraBold
    /Barmeno-Medium
    /Barmeno-Regular
    /Baskerville
    /BaskervilleBE-Italic
    /BaskervilleBE-Medium
    /BaskervilleBE-MediumItalic
    /BaskervilleBE-Regular
    /Baskerville-Bold
    /Baskerville-BoldItalic
    /Baskerville-Italic
    /BaskOldFace
    /Batang
    /BatangChe
    /Bauhaus93
    /Bellevue
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlingAntiqua-Bold
    /BerlingAntiqua-BoldItalic
    /BerlingAntiqua-Italic
    /BerlingAntiqua-Roman
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BernhardModernBT-Bold
    /BernhardModernBT-BoldItalic
    /BernhardModernBT-Italic
    /BernhardModernBT-Roman
    /BiffoMT
    /BinnerD
    /BinnerGothic
    /BlackadderITC-Regular
    /Blackoak
    /blex
    /blsy
    /Bodoni
    /Bodoni-Bold
    /Bodoni-BoldItalic
    /Bodoni-Italic
    /BodoniMT
    /BodoniMTBlack
    /BodoniMTBlack-Italic
    /BodoniMT-Bold
    /BodoniMT-BoldItalic
    /BodoniMTCondensed
    /BodoniMTCondensed-Bold
    /BodoniMTCondensed-BoldItalic
    /BodoniMTCondensed-Italic
    /BodoniMT-Italic
    /BodoniMTPosterCompressed
    /Bodoni-Poster
    /Bodoni-PosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /Bookman-Demi
    /Bookman-DemiItalic
    /Bookman-Light
    /Bookman-LightItalic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolOne-Regular
    /BookshelfSymbolSeven
    /BookshelfSymbolThree-Regular
    /BookshelfSymbolTwo-Regular
    /Botanical
    /Boton-Italic
    /Boton-Medium
    /Boton-MediumItalic
    /Boton-Regular
    /Boulevard
    /BradleyHandITC
    /Braggadocio
    /BritannicBold
    /Broadway
    /BrowalliaNew
    /BrowalliaNew-Bold
    /BrowalliaNew-BoldItalic
    /BrowalliaNew-Italic
    /BrowalliaUPC
    /BrowalliaUPC-Bold
    /BrowalliaUPC-BoldItalic
    /BrowalliaUPC-Italic
    /BrushScript
    /BrushScriptMT
    /CaflischScript-Bold
    /CaflischScript-Regular
    /Calibri
    /Calibri-Bold
    /Calibri-BoldItalic
    /Calibri-Italic
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /CalisMTBol
    /CalistoMT
    /CalistoMT-BoldItalic
    /CalistoMT-Italic
    /Cambria
    /Cambria-Bold
    /Cambria-BoldItalic
    /Cambria-Italic
    /CambriaMath
    /Candara
    /Candara-Bold
    /Candara-BoldItalic
    /Candara-Italic
    /Carta
    /CaslonOpenfaceBT-Regular
    /Castellar
    /CastellarMT
    /Centaur
    /Centaur-Italic
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchL-Bold
    /CenturySchL-BoldItal
    /CenturySchL-Ital
    /CenturySchL-Roma
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /CGTimes-Bold
    /CGTimes-BoldItalic
    /CGTimes-Italic
    /CGTimes-Regular
    /CharterBT-Bold
    /CharterBT-BoldItalic
    /CharterBT-Italic
    /CharterBT-Roman
    /CheltenhamITCbyBT-Bold
    /CheltenhamITCbyBT-BoldItalic
    /CheltenhamITCbyBT-Book
    /CheltenhamITCbyBT-BookItalic
    /Chiller-Regular
    /Cmb10
    /CMB10
    /Cmbsy10
    /CMBSY10
    /CMBSY5
    /CMBSY6
    /CMBSY7
    /CMBSY8
    /CMBSY9
    /Cmbx10
    /CMBX10
    /Cmbx12
    /CMBX12
    /Cmbx5
    /CMBX5
    /Cmbx6
    /CMBX6
    /Cmbx7
    /CMBX7
    /Cmbx8
    /CMBX8
    /Cmbx9
    /CMBX9
    /Cmbxsl10
    /CMBXSL10
    /Cmbxti10
    /CMBXTI10
    /Cmcsc10
    /CMCSC10
    /Cmcsc8
    /CMCSC8
    /Cmcsc9
    /CMCSC9
    /Cmdunh10
    /CMDUNH10
    /Cmex10
    /CMEX10
    /CMEX7
    /CMEX8
    /CMEX9
    /Cmff10
    /CMFF10
    /Cmfi10
    /CMFI10
    /Cmfib8
    /CMFIB8
    /Cminch
    /CMINCH
    /Cmitt10
    /CMITT10
    /Cmmi10
    /CMMI10
    /Cmmi12
    /CMMI12
    /Cmmi5
    /CMMI5
    /Cmmi6
    /CMMI6
    /Cmmi7
    /CMMI7
    /Cmmi8
    /CMMI8
    /Cmmi9
    /CMMI9
    /Cmmib10
    /CMMIB10
    /CMMIB5
    /CMMIB6
    /CMMIB7
    /CMMIB8
    /CMMIB9
    /Cmr10
    /CMR10
    /Cmr12
    /CMR12
    /Cmr17
    /CMR17
    /Cmr5
    /CMR5
    /Cmr6
    /CMR6
    /Cmr7
    /CMR7
    /Cmr8
    /CMR8
    /Cmr9
    /CMR9
    /Cmsl10
    /CMSL10
    /Cmsl12
    /CMSL12
    /Cmsl8
    /CMSL8
    /Cmsl9
    /CMSL9
    /Cmsltt10
    /CMSLTT10
    /Cmss10
    /CMSS10
    /Cmss12
    /CMSS12
    /Cmss17
    /CMSS17
    /Cmss8
    /CMSS8
    /Cmss9
    /CMSS9
    /Cmssbx10
    /CMSSBX10
    /Cmssdc10
    /CMSSDC10
    /Cmssi10
    /CMSSI10
    /Cmssi12
    /CMSSI12
    /Cmssi17
    /CMSSI17
    /Cmssi8
    /CMSSI8
    /Cmssi9
    /CMSSI9
    /Cmssq8
    /CMSSQ8
    /Cmssqi8
    /CMSSQI8
    /Cmsy10
    /CMSY10
    /Cmsy5
    /CMSY5
    /Cmsy6
    /CMSY6
    /Cmsy7
    /CMSY7
    /Cmsy8
    /CMSY8
    /Cmsy9
    /CMSY9
    /Cmtcsc10
    /CMTCSC10
    /Cmtex10
    /CMTEX10
    /Cmtex8
    /CMTEX8
    /Cmtex9
    /CMTEX9
    /Cmti10
    /CMTI10
    /Cmti12
    /CMTI12
    /Cmti7
    /CMTI7
    /Cmti8
    /CMTI8
    /Cmti9
    /CMTI9
    /Cmtt10
    /CMTT10
    /Cmtt12
    /CMTT12
    /Cmtt8
    /CMTT8
    /Cmtt9
    /CMTT9
    /Cmu10
    /CMU10
    /Cmvtt10
    /CMVTT10
    /ColonnaMT
    /Colossalis-Bold
    /ComicSansMS
    /ComicSansMS-Bold
    /Consolas
    /Consolas-Bold
    /Consolas-BoldItalic
    /Consolas-Italic
    /Constantia
    /Constantia-Bold
    /Constantia-BoldItalic
    /Constantia-Italic
    /CooperBlack
    /CopperplateGothic-Bold
    /CopperplateGothic-Light
    /Copperplate-ThirtyThreeBC
    /Corbel
    /Corbel-Bold
    /Corbel-BoldItalic
    /Corbel-Italic
    /CordiaNew
    /CordiaNew-Bold
    /CordiaNew-BoldItalic
    /CordiaNew-Italic
    /CordiaUPC
    /CordiaUPC-Bold
    /CordiaUPC-BoldItalic
    /CordiaUPC-Italic
    /Courier
    /Courier-Bold
    /Courier-BoldOblique
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /Courier-Oblique
    /CourierStd
    /CourierStd-Bold
    /CourierStd-BoldOblique
    /CourierStd-Oblique
    /CourierX-Bold
    /CourierX-BoldOblique
    /CourierX-Oblique
    /CourierX-Regular
    /CreepyRegular
    /CurlzMT
    /David-Bold
    /David-Reg
    /DavidTransparent
    /Dcb10
    /Dcbx10
    /Dcbxsl10
    /Dcbxti10
    /Dccsc10
    /Dcitt10
    /Dcr10
    /Desdemona
    /DilleniaUPC
    /DilleniaUPCBold
    /DilleniaUPCBoldItalic
    /DilleniaUPCItalic
    /Dingbats
    /DomCasual
    /Dotum
    /DotumChe
    /DoulosSIL
    /EdwardianScriptITC
    /Elephant-Italic
    /Elephant-Regular
    /EngraversGothicBT-Regular
    /EngraversMT
    /EraserDust
    /ErasITC-Bold
    /ErasITC-Demi
    /ErasITC-Light
    /ErasITC-Medium
    /ErieBlackPSMT
    /ErieLightPSMT
    /EriePSMT
    /EstrangeloEdessa
    /Euclid
    /Euclid-Bold
    /Euclid-BoldItalic
    /EuclidExtra
    /EuclidExtra-Bold
    /EuclidFraktur
    /EuclidFraktur-Bold
    /Euclid-Italic
    /EuclidMathOne
    /EuclidMathOne-Bold
    /EuclidMathTwo
    /EuclidMathTwo-Bold
    /EuclidSymbol
    /EuclidSymbol-Bold
    /EuclidSymbol-BoldItalic
    /EuclidSymbol-Italic
    /EucrosiaUPC
    /EucrosiaUPCBold
    /EucrosiaUPCBoldItalic
    /EucrosiaUPCItalic
    /EUEX10
    /EUEX7
    /EUEX8
    /EUEX9
    /EUFB10
    /EUFB5
    /EUFB7
    /EUFM10
    /EUFM5
    /EUFM7
    /EURB10
    /EURB5
    /EURB7
    /EURM10
    /EURM5
    /EURM7
    /EuroMono-Bold
    /EuroMono-BoldItalic
    /EuroMono-Italic
    /EuroMono-Regular
    /EuroSans-Bold
    /EuroSans-BoldItalic
    /EuroSans-Italic
    /EuroSans-Regular
    /EuroSerif-Bold
    /EuroSerif-BoldItalic
    /EuroSerif-Italic
    /EuroSerif-Regular
    /EUSB10
    /EUSB5
    /EUSB7
    /EUSM10
    /EUSM5
    /EUSM7
    /FelixTitlingMT
    /Fences
    /FencesPlain
    /FigaroMT
    /FixedMiriamTransparent
    /FootlightMTLight
    /Formata-Italic
    /Formata-Medium
    /Formata-MediumItalic
    /Formata-Regular
    /ForteMT
    /FranklinGothic-Book
    /FranklinGothic-BookItalic
    /FranklinGothic-Demi
    /FranklinGothic-DemiCond
    /FranklinGothic-DemiItalic
    /FranklinGothic-Heavy
    /FranklinGothic-HeavyItalic
    /FranklinGothicITCbyBT-Book
    /FranklinGothicITCbyBT-BookItal
    /FranklinGothicITCbyBT-Demi
    /FranklinGothicITCbyBT-DemiItal
    /FranklinGothic-Medium
    /FranklinGothic-MediumCond
    /FranklinGothic-MediumItalic
    /FrankRuehl
    /FreesiaUPC
    /FreesiaUPCBold
    /FreesiaUPCBoldItalic
    /FreesiaUPCItalic
    /FreestyleScript-Regular
    /FrenchScriptMT
    /Frutiger-Black
    /Frutiger-BlackCn
    /Frutiger-BlackItalic
    /Frutiger-Bold
    /Frutiger-BoldCn
    /Frutiger-BoldItalic
    /Frutiger-Cn
    /Frutiger-ExtraBlackCn
    /Frutiger-Italic
    /Frutiger-Light
    /Frutiger-LightCn
    /Frutiger-LightItalic
    /Frutiger-Roman
    /Frutiger-UltraBlack
    /Futura-Bold
    /Futura-BoldOblique
    /Futura-Book
    /Futura-BookOblique
    /FuturaBT-Bold
    /FuturaBT-BoldItalic
    /FuturaBT-Book
    /FuturaBT-BookItalic
    /FuturaBT-Medium
    /FuturaBT-MediumItalic
    /Futura-Light
    /Futura-LightOblique
    /GalliardITCbyBT-Bold
    /GalliardITCbyBT-BoldItalic
    /GalliardITCbyBT-Italic
    /GalliardITCbyBT-Roman
    /Garamond
    /Garamond-Bold
    /Garamond-BoldCondensed
    /Garamond-BoldCondensedItalic
    /Garamond-BoldItalic
    /Garamond-BookCondensed
    /Garamond-BookCondensedItalic
    /Garamond-Italic
    /Garamond-LightCondensed
    /Garamond-LightCondensedItalic
    /Gautami
    /GeometricSlab703BT-Light
    /GeometricSlab703BT-LightItalic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /GeorgiaRef
    /Giddyup
    /Giddyup-Thangs
    /Gigi-Regular
    /GillSans
    /GillSans-Bold
    /GillSans-BoldItalic
    /GillSans-Condensed
    /GillSans-CondensedBold
    /GillSans-Italic
    /GillSans-Light
    /GillSans-LightItalic
    /GillSansMT
    /GillSansMT-Bold
    /GillSansMT-BoldItalic
    /GillSansMT-Condensed
    /GillSansMT-ExtraCondensedBold
    /GillSansMT-Italic
    /GillSans-UltraBold
    /GillSans-UltraBoldCondensed
    /GloucesterMT-ExtraCondensed
    /Gothic-Thirteen
    /GoudyOldStyleBT-Bold
    /GoudyOldStyleBT-BoldItalic
    /GoudyOldStyleBT-Italic
    /GoudyOldStyleBT-Roman
    /GoudyOldStyleT-Bold
    /GoudyOldStyleT-Italic
    /GoudyOldStyleT-Regular
    /GoudyStout
    /GoudyTextMT-LombardicCapitals
    /GSIDefaultSymbols
    /Gulim
    /GulimChe
    /Gungsuh
    /GungsuhChe
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /Helvetica
    /Helvetica-Black
    /Helvetica-BlackOblique
    /Helvetica-Bold
    /Helvetica-BoldOblique
    /Helvetica-Condensed
    /Helvetica-Condensed-Black
    /Helvetica-Condensed-BlackObl
    /Helvetica-Condensed-Bold
    /Helvetica-Condensed-BoldObl
    /Helvetica-Condensed-Light
    /Helvetica-Condensed-LightObl
    /Helvetica-Condensed-Oblique
    /Helvetica-Fraction
    /Helvetica-Narrow
    /Helvetica-Narrow-Bold
    /Helvetica-Narrow-BoldOblique
    /Helvetica-Narrow-Oblique
    /Helvetica-Oblique
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Humanist521BT-BoldCondensed
    /Humanist521BT-Light
    /Humanist521BT-LightItalic
    /Humanist521BT-RomanCondensed
    /Imago-ExtraBold
    /Impact
    /ImprintMT-Shadow
    /InformalRoman-Regular
    /IrisUPC
    /IrisUPCBold
    /IrisUPCBoldItalic
    /IrisUPCItalic
    /Ironwood
    /ItcEras-Medium
    /ItcKabel-Bold
    /ItcKabel-Book
    /ItcKabel-Demi
    /ItcKabel-Medium
    /ItcKabel-Ultra
    /JasmineUPC
    /JasmineUPC-Bold
    /JasmineUPC-BoldItalic
    /JasmineUPC-Italic
    /JoannaMT
    /JoannaMT-Italic
    /Jokerman-Regular
    /JuiceITC-Regular
    /Kartika
    /Kaufmann
    /KaufmannBT-Bold
    /KaufmannBT-Regular
    /KidTYPEPaint
    /KinoMT
    /KodchiangUPC
    /KodchiangUPC-Bold
    /KodchiangUPC-BoldItalic
    /KodchiangUPC-Italic
    /KorinnaITCbyBT-Regular
    /KristenITC-Regular
    /KrutiDev040Bold
    /KrutiDev040BoldItalic
    /KrutiDev040Condensed
    /KrutiDev040Italic
    /KrutiDev040Thin
    /KrutiDev040Wide
    /KrutiDev060
    /KrutiDev060Bold
    /KrutiDev060BoldItalic
    /KrutiDev060Condensed
    /KrutiDev060Italic
    /KrutiDev060Thin
    /KrutiDev060Wide
    /KrutiDev070
    /KrutiDev070Condensed
    /KrutiDev070Italic
    /KrutiDev070Thin
    /KrutiDev070Wide
    /KrutiDev080
    /KrutiDev080Condensed
    /KrutiDev080Italic
    /KrutiDev080Wide
    /KrutiDev090
    /KrutiDev090Bold
    /KrutiDev090BoldItalic
    /KrutiDev090Condensed
    /KrutiDev090Italic
    /KrutiDev090Thin
    /KrutiDev090Wide
    /KrutiDev100
    /KrutiDev100Bold
    /KrutiDev100BoldItalic
    /KrutiDev100Condensed
    /KrutiDev100Italic
    /KrutiDev100Thin
    /KrutiDev100Wide
    /KrutiDev120
    /KrutiDev120Condensed
    /KrutiDev120Thin
    /KrutiDev120Wide
    /KrutiDev130
    /KrutiDev130Condensed
    /KrutiDev130Thin
    /KrutiDev130Wide
    /KunstlerScript
    /Latha
    /LatinWide
    /LetterGothic
    /LetterGothic-Bold
    /LetterGothic-BoldOblique
    /LetterGothic-BoldSlanted
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LetterGothic-Slanted
    /LevenimMT
    /LevenimMTBold
    /LilyUPC
    /LilyUPCBold
    /LilyUPCBoldItalic
    /LilyUPCItalic
    /Lithos-Black
    /Lithos-Regular
    /LotusWPBox-Roman
    /LotusWPIcon-Roman
    /LotusWPIntA-Roman
    /LotusWPIntB-Roman
    /LotusWPType-Roman
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSans-Typewriter
    /LucidaSans-TypewriterBold
    /LucidaSans-TypewriterBoldOblique
    /LucidaSans-TypewriterOblique
    /LucidaSansUnicode
    /Lydian
    /Magneto-Bold
    /MaiandraGD-Regular
    /Mangal-Regular
    /Map-Symbols
    /MathA
    /MathB
    /MathC
    /Mathematica1
    /Mathematica1-Bold
    /Mathematica1Mono
    /Mathematica1Mono-Bold
    /Mathematica2
    /Mathematica2-Bold
    /Mathematica2Mono
    /Mathematica2Mono-Bold
    /Mathematica3
    /Mathematica3-Bold
    /Mathematica3Mono
    /Mathematica3Mono-Bold
    /Mathematica4
    /Mathematica4-Bold
    /Mathematica4Mono
    /Mathematica4Mono-Bold
    /Mathematica5
    /Mathematica5-Bold
    /Mathematica5Mono
    /Mathematica5Mono-Bold
    /Mathematica6
    /Mathematica6Bold
    /Mathematica6Mono
    /Mathematica6MonoBold
    /Mathematica7
    /Mathematica7Bold
    /Mathematica7Mono
    /Mathematica7MonoBold
    /MatisseITC-Regular
    /MaturaMTScriptCapitals
    /Mesquite
    /Mezz-Black
    /Mezz-Regular
    /MICR
    /MicrosoftSansSerif
    /MingLiU
    /Minion-BoldCondensed
    /Minion-BoldCondensedItalic
    /Minion-Condensed
    /Minion-CondensedItalic
    /Minion-Ornaments
    /MinionPro-Bold
    /MinionPro-BoldIt
    /MinionPro-It
    /MinionPro-Regular
    /Miriam
    /MiriamFixed
    /MiriamTransparent
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MonotypeSorts
    /MSAM10
    /MSAM5
    /MSAM6
    /MSAM7
    /MSAM8
    /MSAM9
    /MSBM10
    /MSBM5
    /MSBM6
    /MSBM7
    /MSBM8
    /MSBM9
    /MS-Gothic
    /MSHei
    /MSLineDrawPSMT
    /MS-Mincho
    /MSOutlook
    /MS-PGothic
    /MS-PMincho
    /MSReference1
    /MSReference2
    /MSReferenceSansSerif
    /MSReferenceSansSerif-Bold
    /MSReferenceSansSerif-BoldItalic
    /MSReferenceSansSerif-Italic
    /MSReferenceSerif
    /MSReferenceSerif-Bold
    /MSReferenceSerif-BoldItalic
    /MSReferenceSerif-Italic
    /MSReferenceSpecialty
    /MSSong
    /MS-UIGothic
    /MT-Extra
    /MTExtraTiger
    /MT-Symbol
    /MT-Symbol-Italic
    /MVBoli
    /Myriad-Bold
    /Myriad-BoldItalic
    /Myriad-Italic
    /Myriad-Roman
    /Narkisim
    /NewCenturySchlbk-Bold
    /NewCenturySchlbk-BoldItalic
    /NewCenturySchlbk-Italic
    /NewCenturySchlbk-Roman
    /NewMilleniumSchlbk-BoldItalicSH
    /NewsGothic
    /NewsGothic-Bold
    /NewsGothicBT-Bold
    /NewsGothicBT-BoldItalic
    /NewsGothicBT-Italic
    /NewsGothicBT-Roman
    /NewsGothic-Condensed
    /NewsGothic-Italic
    /NewsGothicMT
    /NewsGothicMT-Bold
    /NewsGothicMT-Italic
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NimbusMonL-Bold
    /NimbusMonL-BoldObli
    /NimbusMonL-Regu
    /NimbusMonL-ReguObli
    /NimbusRomNo9L-Medi
    /NimbusRomNo9L-MediItal
    /NimbusRomNo9L-Regu
    /NimbusRomNo9L-ReguItal
    /NimbusSanL-Bold
    /NimbusSanL-BoldCond
    /NimbusSanL-BoldCondItal
    /NimbusSanL-BoldItal
    /NimbusSanL-Regu
    /NimbusSanL-ReguCond
    /NimbusSanL-ReguCondItal
    /NimbusSanL-ReguItal
    /Nimrod
    /Nimrod-Bold
    /Nimrod-BoldItalic
    /Nimrod-Italic
    /NSimSun
    /Nueva-BoldExtended
    /Nueva-BoldExtendedItalic
    /Nueva-Italic
    /Nueva-Roman
    /NuptialScript
    /OCRA
    /OCRA-Alternate
    /OCRAExtended
    /OCRB
    /OCRB-Alternate
    /OfficinaSans-Bold
    /OfficinaSans-BoldItalic
    /OfficinaSans-Book
    /OfficinaSans-BookItalic
    /OfficinaSerif-Bold
    /OfficinaSerif-BoldItalic
    /OfficinaSerif-Book
    /OfficinaSerif-BookItalic
    /OldEnglishTextMT
    /Onyx
    /OnyxBT-Regular
    /OzHandicraftBT-Roman
    /PalaceScriptMT
    /Palatino-Bold
    /Palatino-BoldItalic
    /Palatino-Italic
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Palatino-Roman
    /PapyrusPlain
    /Papyrus-Regular
    /Parchment-Regular
    /Parisian
    /ParkAvenue
    /Penumbra-SemiboldFlare
    /Penumbra-SemiboldSans
    /Penumbra-SemiboldSerif
    /PepitaMT
    /Perpetua
    /Perpetua-Bold
    /Perpetua-BoldItalic
    /Perpetua-Italic
    /PerpetuaTitlingMT-Bold
    /PerpetuaTitlingMT-Light
    /PhotinaCasualBlack
    /Playbill
    /PMingLiU
    /Poetica-SuppOrnaments
    /PoorRichard-Regular
    /PopplLaudatio-Italic
    /PopplLaudatio-Medium
    /PopplLaudatio-MediumItalic
    /PopplLaudatio-Regular
    /PrestigeElite
    /Pristina-Regular
    /PTBarnumBT-Regular
    /Raavi
    /RageItalic
    /Ravie
    /RefSpecialty
    /Ribbon131BT-Bold
    /Rockwell
    /Rockwell-Bold
    /Rockwell-BoldItalic
    /Rockwell-Condensed
    /Rockwell-CondensedBold
    /Rockwell-ExtraBold
    /Rockwell-Italic
    /Rockwell-Light
    /Rockwell-LightItalic
    /Rod
    /RodTransparent
    /RunicMT-Condensed
    /Sanvito-Light
    /Sanvito-Roman
    /ScriptC
    /ScriptMTBold
    /SegoeUI
    /SegoeUI-Bold
    /SegoeUI-BoldItalic
    /SegoeUI-Italic
    /Serpentine-BoldOblique
    /ShelleyVolanteBT-Regular
    /ShowcardGothic-Reg
    /Shruti
    /SILDoulosIPA
    /SimHei
    /SimSun
    /SimSun-PUA
    /SnapITC-Regular
    /StandardSymL
    /Stencil
    /StoneSans
    /StoneSans-Bold
    /StoneSans-BoldItalic
    /StoneSans-Italic
    /StoneSans-Semibold
    /StoneSans-SemiboldItalic
    /Stop
    /Swiss721BT-BlackExtended
    /Sylfaen
    /Symbol
    /SymbolMT
    /SymbolTiger
    /SymbolTigerExpert
    /Tahoma
    /Tahoma-Bold
    /Tci1
    /Tci1Bold
    /Tci1BoldItalic
    /Tci1Italic
    /Tci2
    /Tci2Bold
    /Tci2BoldItalic
    /Tci2Italic
    /Tci3
    /Tci3Bold
    /Tci3BoldItalic
    /Tci3Italic
    /Tci4
    /Tci4Bold
    /Tci4BoldItalic
    /Tci4Italic
    /TechnicalItalic
    /TechnicalPlain
    /Tekton
    /Tekton-Bold
    /TektonMM
    /Tempo-HeavyCondensed
    /Tempo-HeavyCondensedItalic
    /TempusSansITC
    /Tiger
    /TigerExpert
    /Times-Bold
    /Times-BoldItalic
    /Times-BoldItalicOsF
    /Times-BoldSC
    /Times-ExtraBold
    /Times-Italic
    /Times-ItalicOsF
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Times-RomanSC
    /Trajan-Bold
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /TwCenMT-Bold
    /TwCenMT-BoldItalic
    /TwCenMT-Condensed
    /TwCenMT-CondensedBold
    /TwCenMT-CondensedExtraBold
    /TwCenMT-CondensedMedium
    /TwCenMT-Italic
    /TwCenMT-Regular
    /Univers-Bold
    /Univers-BoldItalic
    /UniversCondensed-Bold
    /UniversCondensed-BoldItalic
    /UniversCondensed-Medium
    /UniversCondensed-MediumItalic
    /Univers-Medium
    /Univers-MediumItalic
    /URWBookmanL-DemiBold
    /URWBookmanL-DemiBoldItal
    /URWBookmanL-Ligh
    /URWBookmanL-LighItal
    /URWChanceryL-MediItal
    /URWGothicL-Book
    /URWGothicL-BookObli
    /URWGothicL-Demi
    /URWGothicL-DemiObli
    /URWPalladioL-Bold
    /URWPalladioL-BoldItal
    /URWPalladioL-Ital
    /URWPalladioL-Roma
    /USPSBarCode
    /VAGRounded-Black
    /VAGRounded-Bold
    /VAGRounded-Light
    /VAGRounded-Thin
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VerdanaRef
    /VinerHandITC
    /Viva-BoldExtraExtended
    /Vivaldii
    /Viva-LightCondensed
    /Viva-Regular
    /VladimirScript
    /Vrinda
    /Webdings
    /Westminster
    /Willow
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /WNCYB10
    /WNCYI10
    /WNCYR10
    /WNCYSC10
    /WNCYSS10
    /WoodtypeOrnaments-One
    /WoodtypeOrnaments-Two
    /WP-ArabicScriptSihafa
    /WP-ArabicSihafa
    /WP-BoxDrawing
    /WP-CyrillicA
    /WP-CyrillicB
    /WP-GreekCentury
    /WP-GreekCourier
    /WP-GreekHelve
    /WP-HebrewDavid
    /WP-IconicSymbolsA
    /WP-IconicSymbolsB
    /WP-Japanese
    /WP-MathA
    /WP-MathB
    /WP-MathExtendedA
    /WP-MathExtendedB
    /WP-MultinationalAHelve
    /WP-MultinationalARoman
    /WP-MultinationalBCourier
    /WP-MultinationalBHelve
    /WP-MultinationalBRoman
    /WP-MultinationalCourier
    /WP-Phonetic
    /WPTypographicSymbols
    /XYATIP10
    /XYBSQL10
    /XYBTIP10
    /XYCIRC10
    /XYCMAT10
    /XYCMBT10
    /XYDASH10
    /XYEUAT10
    /XYEUBT10
    /ZapfChancery-MediumItalic
    /ZapfDingbats
    /ZapfHumanist601BT-Bold
    /ZapfHumanist601BT-BoldItalic
    /ZapfHumanist601BT-Demi
    /ZapfHumanist601BT-DemiItalic
    /ZapfHumanist601BT-Italic
    /ZapfHumanist601BT-Roman
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 2.00333
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 2.00333
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00167
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata pogodnih za pouzdani prikaz i ispis poslovnih dokumenata koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


