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Bonpochl

TO TaKOE UMUTAUMOHHOE MmodennpoBaHumne?
TO TAaKOE aHaNUTUYECKOe MoaennpoBaHue?
TO TAKOEe areHTHoe MoAeNnpoBaHue?

TO TaKOe CUCTEMHAA AMHAMMKA?

TO TaKoe ANCKPEeTHO-CobbITUMHAA moaenb?




[1naH neKunwm

1. OCHOBbl KOHTEMHEPHOW BUPTYann3aLNnN —
Docker

2. Tcpdump
3. NPS




Introduction to Docker

docker
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Uctopua DOCKER
A dotCloud (PAAS provider) project

[epBbln KOMMUT January 18, 2013

Docker 0.1.0 March 25, 2013

18,600+ github stars, 3800+ forks,740 Contributors....
and continues




Y10 Takoe Docker?

e Jlokep — 3TO OTKpbITaA Nnnatdopma Ana
Pa3paboTKU, AOCTAaBKM M IKCNAyaTaLUM
NPUNOXKEHUN.

* OTAENNUTDb Balle NpunaoxeHme ot BaLlen

MHPPACTPYKTYpPbLI

MO3BOJIAET 3aMNYCKATb NPAKTUHECKHU nroboe

npunoxeHne, 6e3onacHoO N30ANPOBAHHOE B
KOHTEUHepe




Korna Docker noneseHn?

* YMaKoOBbIBaHME NPUNOKEHUA (U TaK Ke
MCNOIb3yeMbliX KOMNOHeHT) B docker
KOHTENHEPDI;

* pa3gava U A0CTaBKa 3TUX KOHTEMHEPOB
BalLLMM KOMaHAaM A1 pa3paboTKu u
TeCTUPOBAHMUSA;

* pa3melleHne KOHTEMHEPOB Ha cepBepax, KaK
B JaTa LEeHTpPbl TaK U B obnaka.




Multiplicity of

Multiplicity of Stacks

'-5--' User DB
ee Static website postaresals pave = ve ': Queue Analytics DB

nginx 1.5 + modsecurity + openssl + bootstrap 2 hadoop + hive + thrift + OpenJDK

Redis + redis-sentinel

ee Web frontend

Ruby + Rails + sass + Unicorn

“
e Background workers

é¢Ajojeladoudde

Python 3.0 + celery + pyredis + libcurl + ffimpeg + libopencv + nodejs +
phantomjs

L L)
ee APl endpoint
Python 2.7 + Flask + pyredis + celery + psycopg + postgresgl-client

hardware
environments
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Disaster recovery

Customer Data Center t Contributor’s laptop ﬂ
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Do | worry about Can | transport quickly
how goods interact and smoothly
(e.g. coffee beans (e.g. from boat to train
next to spices) to truck)
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Multiplicity of

Multiplicity of Goods

methods for
transporting/storing

A standard container that is
loaded with virtually any
goods, and stays sealed until
it reaches final delivery.
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...in between, can be loaded and

unloaded, stacked, transported
efficiently over long distances,
and transferred from one mode
of transport to another
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Multiplicity of Stacks

Multiplicity of

e Static website  ®® User DB

An engine that enables any
payload to be encapsulated
as a lightweight, portable,
self-sufficient container...

hardware
environments

Development QA server
VM
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ee Web frontend :‘ Queue eop Analytics DB

¢Aj@rendoudde

...that can be manipulated using
standard operations and run
consistently on virtually any
hardware platform
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KoHTenHepbl Ao Docker
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KoHTenHepbl nocne Docker ....
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N3 yero coctout Docker?

* Docker: nnatpopma BUPTYanmn3aLmm c
OTKPbITbIM KOAOM;

* Docker Hub: nnatpopma-Kak-cepsuc ans
pacnpocTpaHeHna u ynpasneHusa docker
KOHTEUHEpPaAMMU.




ApxuteKtypa Docker
BUILD RUN DOC KER
_ = - ARCHITECTURE

CLIENT REGISTRY f‘:‘

REMOTE
API CONTAINERS IMAGES
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BHyTpun docker-a

e 0bpasbl (images)

* peecTp (registries)

* KOHTEWHep®LI




Kak paboTtaet Docker?

Kaxkabin obpa3 coctont n3 Habopa ypoBHEMN.

Docker ncnonb3yet union file system ans
COYEeTaHMA 3TUX YpOBHEWN B 0AMH 06pas3.

B ocHOBe Kaxkaoro obpasa Haxoautca 6a30BbIn
obpas.

MCNO/Ib30BaTb 0bpa3bl KaK 6ba3y Ana co3naHus
HOBbIX 0bpa30B8.



http://en.wikipedia.org/wiki/UnionFS

Kak co3naTtb Docker obpas?

3aMyCK KOMaHAbI
nobasneHmne damna A AUPEKTOPUN
CO34aHNEe NnepemMeHHOU OKPYKeHnA

YKa3aHUA YTO 3anyCKaTb, KOraa 3anycKkaeTcsa
KOHTEeMNHep 3Toro obpasa

MHCTPYKUMM XpaHAaTca B panne Dockerfile. Docker
cunTtbiBaeT 310 Dockerfile BbinonHaeT atH
MHCTPYKLMMN, N BO3BpALLAaeT KOHeYHbI 06pas.




Kak co3patb Docker obpas? (2)

Interactive building Building from a Docker File

Base Image (Disk) Base Image (Disk)

Installation Container (Memory) Dockerfile script
procedure -

New Image (Disk)

|
|
|
|
|
I
|
Runthe ! v Installation
’ |
|
|
|
|
| New Image (Disk)
|
|
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Kak paboTaeT KOHTenHep?

* COCTOUT U3 ONepauMoOHHOU CUCTEMDI,
NONb30BaTENbCKUX PANNOB U METaJaHHbIX.

* Docker obpa3 pocTyneH TonbKo ANA YTEHUA.

* Koraa docker 3anycKkaeT KOHTENHeEp, OH
co3Ja€eT YPOBEHb ANA YTeHUsA/3anncm caepxy
obpasa




KaK 3anycTUTb NPOCTON KOHTEUHEP?

e S sudo docker run -i -t ubuntu /bin/bash




Docker Workflow

CKaymBaeT obpas
CO34aeT KOHTENHEP

MHNUMNaNN3npyetT GannoByto CUCTEMY U
MOHTUpPYET read-only ypoBeHb

MHULMANU3UPYET ceTb/MOCT
YcTtaHoBKa |IP aapeca
3anycKaeT YKa3aHHbIN npouecc

ObpabaTtbiBaeT 1 BblAAET BbIBOA, BALLErO
NPUNOXKEHUSA




KaK oH 3TO aenaet?

* [lpocTpaHCcTBO MMeH (hamespaces)

e Control groups (KOHTpOAbHbIE FPYNMbI)

* Union File System




[MpocTpaHcTBO MMeH(namespaces)

pid: 1A nsonAaumm npouecca;
net: Ana ynpaBneHMA ceTeBbIMU UHTEpHENCAMU;

ipc: anAa ynpasneHua IPC pecypcamu. (ICP:
InterProccess Communication);

mnt: 419 ynpaBaeHMA TOYKAMMU MOHTUPOBAHUSA;

utc: 4nAa n3oaMpoBaHUA A4Pa N KOHTPOASA
reHepauuun sepcnn(UTC: Unix timesharing
system).




BbiBOAbI

Ctentnec

Ynctoin (pure)
JleHnBbIn
[leKnapaTnBHbIU
PYHKUMOHANbHbIN
Ctporum




Docker + Mininet




Conainernet

* Containernet — 3to oTBeTBNEHUE ImynAaTopa ceT Mininet,
NO3BO/IAIOLLEE NCNONb30BaTb KOHTeMHepbl Docker B
KayecTBe XOCTOB B IMY/IMPYEeMbIX CeTeBbIX TONONOIMUAX.

[MpepocTaBaseT UHTepecHble GYHKUMM ANA CO34aHUA
ceTeBbiXx/061a4YHbIX IMYNATOPOB U UCTbITATE/IbHbIX
cTeHaoB. O4HUM N3 NPUMEPOB 3TOro ABNAGTCA IMY/IATOP
nHopacTpyKTypbl multi-PoP NFV, KoTopbin 6bia cO3aaH B
pamKax npoekta SONATA-NFV 1 Tenepb ABNAETCA YacCTblo
npoekta OpenSource MANO (OSM).

Containernet akTUBHO MCNONb3YETCA NCCNEA0BaATE/IbCKUM
coobulectBom, yaenaa ocoboe BHUMAHME SKCMEPUMEHTaM
B 06/1aCTN 001a4HbIX BbIMUCNEHUIN, TYMAHHbIX BbIYUC/IEHUN,
BUpTYyanunsaumm ceteBbix GyHKUMM (NFV) 1 mobunbHbIX
rPaHM4YHbIX BbluncneHnin (MEC).




[loumep co3aaHMA TONONOTUN

= (@)=
| |

(d1) - (s1) - (s2) - (d2)

from mininet.net import Containernet

from mininet.node import Controller

from mininet.cli import CLI

from mininet.link import TCLink

from mininet.log import info, setlLoglevel

setLoglLevel('info")

net = Containernet(controller=Controller)

info('*** Adding controller\n')

net.addController('co")

info('*** Adding docker containers using ubuntu:trusty images\n')
dl = net.addDocker('dl', ip='10.0.0.251', dimage="ubuntu:trusty")
d2 = net.addDocker('d2', ip='10.0.0.252', dimage="ubuntu:trusty")
info('*** Adding switches\n')

sl = net.addSwitch('s1l")

s2 = net.addSwitch('s2")

info('*** Creating links\n")

net.addLink(d1, s1)

net.addLink(s1l, s2, cls=TCLink, delay='1@00ms', bw=1)
net.addLink(s2, d2)

info('*** Starting network\n'")

net.start()

info('*** Testing connectivity\n')

net.ping([dl, d2])

info('*** Running CLI\n")

CLI(net)

info('*** Stopping network')

net.stop()
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3anycK 1 B3anmoaeunuctesme

e Containernet Tpebyet npas sudo AnA HACTPONKN IMYSIUPYEMOW
CeTWn, ONMNUCAHHOM cLueHapmnem TonoJIormu:

sudo python containernet_example.py

[Mocne 3anycKka amynmpyemon ceTu Bbl MOXeTe B3aMMOAENCTBOBATL
C 3a4eNCTBOBAHHbIMM KOHTEMHEPAMM YepPE3 MHTEPAKTUBHDLIN
nHTepdenc KomaHaHOM cTPpokM Mininet, Kak NOKa3aHoO Ha
npumepe:

containernet> dl1 ping -c3 d2

PING 10.0.0.252 (10.0.0.252) 56(84) bytes of data.

64 bytes from 10.0.0.252: icmp_seqg=1l ttl=64 time=200 ms

64 bytes from 10.0.0.252: icmp seqg=2 ttl=64 time=200 ms
64 bytes from 10.0.0.252: icmp_seq=3 ttl=64 time=200 ms

--- 10.0.0.252 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2002ms
rtt min/avg/max/mdev = 200.162/200.316/200.621/0.424 ms

O71120containernet>




O630p Swarm mode

Internal Distributed State Store G

Manager Manager Manager
(follower) (leader) (follower)
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O630p Swarm mode

Cluster management integrated with Docker Engine: Use the Docker
Engine CLI to create a swarm of Docker Engines where you can deploy
application services. You don’t need additional orchestration software to
create or manage a swarm.

Decentralized design: Instead of handling differentiation between node
roles at deployment time, the Docker Engine handles any specialization at
runtime. You can deploy both kinds of nodes, managers and workers,
using the Docker Engine. This means you can build an entire swarm from a
single disk image.

Declarative service model: Docker Engine uses a declarative approach to
let you define the desired state of the various services in your application
stack. For example, you might describe an application comprised of a web

front end service with message queueing services and a database
backend.

Scaling: For each service, you can declare the number of tasks you want to
run. When you scale up or down, the swarm manager automatically
adapts by adding or removing tasks to maintain the desired state.




Desired state reconciliation: The swarm manager node constantly
monitors the cluster state and reconciles any differences between
the actual state and your expressed desired state. For example, if
you set up a service to run 10 replicas of a container, and a worker
machine hosting two of those replicas crashes, the manager creates
two new replicas to replace the replicas that crashed. The swarm
manager assigns the new replicas to workers that are running and

available.

Multi-host networking: You can specify an overlay network for your
services. The swarm manager automatically assigns addresses to
the containers on the overlay network when it initializes or updates
the application.

Service discovery: Swarm manager nodes assign each service in the
swarm a unique DNS name and load balances running containers.
You can query every container running in the swarm through a DNS
server embedded in the swarm.




* Load balancing: You can expose the ports for services to an
external load balancer. Internally, the swarm lets you
specify how to distribute service containers between
nodes.

Secure by default: Each node in the swarm enforces TLS
mutual authentication and encryption to secure

communications between itself and all other nodes. You
have the option to use self-signed root certificates or
certificates from a custom root CA.

Rolling updates: At rollout time you can apply service
updates to nodes incrementally. The swarm manager lets
you control the delay between service deployment to
different sets of nodes. If anything goes wrong, you can roll
back to a previous version of the service.




* Open aterminal and ssh into the machine where you
want to run your manager node. If you use Docker
Machine, you can connect to it via SSH using the
following command:

docker—-machine ssh managerl

* Run the following command to create a new swarm:

docker swarm init —-advertise—-addr <MANAGER-IP>




docker swarm init —-—-advertise-addr 192.168.99.100
Swarm initialized: current node (dxnlzf616lqsbljosjja83ngz) is now a

To add a worker to this swarm, run the following
docker swarm join
——token SWMTKN-1-49nj1cmql@jkz5s954yi3oex3nedyz0fbOxx14ie39trtidwx
192.168.99.100:2377

To add a manager to this swarm, run

the --advertise-addr flag configures the manager node to publish its
address as 192.168.99.100. The other nodes in the swarm must be
able to access the manager at the IP address.

The output includes the commands to join new nodes to the
swarm. Nodes will join as managers or workers depending on the
value for the --token flag.




e Run docker info to view the current state of
the swarm:

docker info

Containers: 2
Running: 0
Paused: 0
Stopped: 2
o oo Sl DG 5
Swarm: active
NodeID: dxnlzf6l6lgsbljosjja83ngz
Is Manager:
Managers: 1
Nodes: 1
o oo Sl DG 5




* https://habr.com/ru/company/redmadrobot/
blog/318866/

e https://docs.docker.com/swarm/overview/

* https://docs.docker.com/engine/swarm/swar
m-tutorial/create-swarm/
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https://habr.com/ru/company/redmadrobot/blog/318866/
https://docs.docker.com/swarm/overview/
https://docs.docker.com/engine/swarm/swarm-tutorial/create-swarm/

Cnacunbo 3a BHUMaHue!




