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* [lpon3BoaAUTENbHOCTb
— [MponycKHasa cnocobHOCTb
* events per second
— 3a4epKKa
® us

* HageHOCTb M 6e30nNacHOCTb
— 24/7
* [IporpammmnpyemocTb

— OYHKUMOHANIbHOCTb: NPUIOXKEHUA U CEPBUCHI
— NHTepdenc nporpammmpoBaHms
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 UOO tpebyeTt 06paboTKy
>10M cobbiTni1 B cekyHAay
PeaKTunBHble
KOHTponnepbl bonee
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NOX-Classic Helios Cisco ONE controller

NOX FlowER Nicira NVP Controller

Beacon MUL Big Network
Floodlight McNettle Controller

IBM Programmable
Network Controller

Onix
A HP SDN Controller

SOX
9 NEC Programmable
Maestro Kandoo Flow
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JdKCNnepumeHTaZibHOe uccneposaHue

[lpon3BOANTENBHOCTb

— MaKCMMaNbHOE KOIMYEeCTBO 3anpocoB Ha 06paboTky
— BpemA 06paboTKKM 3anpoca Npu 3a4aHHON HArpy3Ke
MacwTtabunpyemocTtb

— M3MeHeHUWe NoKasaTenen NPom3BoAUTENIbHOCTU MPU
yBe/IMYEHMM YNCNa COeAUHEHUN C KOMMYTATOPaMU U
NpW yBEIMYEHUN YMCNA SAep NpoLeccopa

HapeXHOCTb

— KOJINYEeCTBO OTKA30B 33 BPemMsA TECTUPOBAHMA NPU
3a4aHHOM npoduae Harpysok

be3onacHOCTb

— YCTOMYMBOCTb K HEKOPPEKTHO CHPOPMUPOBAHHbBIM
coobuweHnam npotokona OpenFlow
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Threads
* MakcumanbHaa npoussogmtenbHocTb 7 000 000 NnOTOKOB B CEKYyHAY.
* MuHumanbHoe Bpema 3aaep*Kkn ot 50 ao 75 mKc.

* HepocTtaTKu:
— HapeHOCTb KOHTPO/1/1ePOB Bbi3bliBasa BONPOCHI
— [pousBoauTenbHOCTb bblNa He goctaTo4yHa (DC >10M fps)
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lNoBbileHUe npomn3soanNTeNIbHOCTU

Camble pecypcoemKue 3a4a4u:

* B3ammopgenctesume c OpenFlow KommytaTopamu:
— UNCMNOoJZiIb30BaHNE MHOTOMOTOYHOCTMN,

— YYeT 3arpysku HuTen u nepebanaHcMpoBKa.

* [onyyeHune OpenFlow naketoB 13 KaHana:

— YTeHWe NaKeToB U3 NAaMATU CETEBOM KapTbl, MUHYS
ceteBoM ctekK OS Linux;

— NepeKNtoYeHNEe KOHTEKCTa;
— BMPTYya/ibHble agpeca.
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LEAD THE TRANSFORMATION

* [lpounsBoamTenbHOCTb paBHa 30M fps OPEN
e e NETWORKING
TIVIN T2
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[MporpammupyemocTtb

* Ha A3blke KoHTponnepa [bbicTpo]

* Ha ntobom A3bike yepe3 REST nHrepdemnc
[MeaneHHo]

* CneunanbHble A3bIKK npPorpaMmmMmmnpoBaHnNA C

apyron abctpakumen (Hanpumep, Pyretic, Maple)
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NorthBound API — nHtepdenc mexay KOHTPOANEPOM U
NPUNOKEHNAMMU
MporpammmnposanHme ¢ OpenFlow He npocTas 3agayal

— CNoXKHO BbINO/IHATb HE3aBMCMMbIN 3a4a4u (routing, access
control)

— Hu3KoypoBHeBas abcTpakyumsa
— Hy»XHO MOMHUTb O NpPaBMAAX Ha KOMMYTaTOPaX
— [MopAaaoK YyCTaHOBKM NMPaBMA Ha KOMMYTAaTOpPax HEU3BECTEH

[lepeHOCMMOCTb MPUNOKEHNIN MeK Yy KOHTpOANepaMm

Monitor Route FW LB
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A.3.4.1 Modify Flow Entry Message
Modifications to a flow table from the controller are done with the OFPT_FLOW_MOD message:

#/* Flow setup and teardown {(controller -> datapath}). =/
struct ofp_flow_mod {
struct ofp_header headar;
uint&4_t coockie; f# Opague controller-issued identifier. */
unintfé4d_t cookie_mask; /#* Mask used to restrict the cookie bits
that must match when the command is
OFFFC_MODIFY# or OFFFC_DELETE+#. A walua
of 0 indicates no restriction. =/

f* Flow actions. */

nintB_t table_id; ID of the table to put the flow im.
For OFFFC_DELETE_* commands, OFPTT_ALL
can also be used to delete matching
flows from all tables. *=/

uint8_t command; One of OFPFC_*. =/

wintl§_t idle_timeout; Idle time before discarding (seconds). =/

wintl16_t hard_timeout; Max time before discarding (seconds). #/

uintlé_t priority; Priority level of flow entry. */

uint32_t buffer_id; Buffered packet to apply to, or
OFF_NO_BUFFER.
Not meaningful for OFFFC_DELETE*. =/

uint3Z2_t out_port; For OFFFC_DELETE# commands, reguire
matching entries to include this a=z an
output port. A wvalue of OFFP_ANY
indicates no restriction. */

uint32_t out_group; For OFFFC_DELETE=* commands, require
matching entries to imclude this as an
output group. A wvalue of OFPG_ANY
indicates no restriction. */

uinti6_t flags; /* One of OFFFF_*x. =/

uint8_t pad[2];

struct ofp_match match; #* Fields to match. Variable size. */

ffetruct ofp_instruction instructioms[0]; /* Instruction set =/

L
OFF_ASSERT(sizeof (struct ofp_flow_mod) == 56);
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root@pc=l:~# curl http://127.0.0.1:8080/wvm/staticflowentrypusher/1ist/00:00:00:24:€8:79:29:1a/js0on | json_pp ~t dus
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 670 0 670 0 0 69791 0 ==fomie= cojecjec ccjeap-= T4444
SVARL = |
'00:00:00:24:28:79:29:1a"' => |
'drop-flow' => |
‘priority' => 32767,
‘actions' «> undef,
'flags' => 0,
'version' => 1,
'bufferld’ => =1,
‘match' => |
'datalayerVirtualLanPriorityCodePoint' => 0,
'wildcards' => 3145983,
'networkDestinationMasklen' «> 32,
'networkProtocol' => 0,
'transportSource' => 0,
'‘networkSourceMasklen' «> 32,
'datalayerSource' => '00:00:00:00:00:00°',
‘datalayerType' => '0x0000°',
'networkTypeOfService' => 0,
'datalayerDestination' => '00:00:00:00:00:00°",
finputPort' => 0,
"networkDestination' => '10.10.2.2°,
'transportDestination' => 0,
'networkSource' => '10,10.1.2°',
'datalayerVirtualLan' «> <1
),
‘cookie' => '45035997289868789°,
‘lengthU' «> 72,
'length' => 72,
‘outPort' => -1,
'xid' => 0,
‘type' => 'FLOW_MOD',
"hardTimeout' => 0,
'idleTimeout' => 0,
‘command' => 0
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0fl3::FlowMod fm2;

fm2.table id(FORWARDING TABLE);

fm2.priority(lee);

fmz.cookie(cookie);

fm2.xid{mgr-=impl->xid);

fm2.buffer id(0OFP_NO BUFFER);

fm2.add oxm field( ofl3::InPort(main_route[@].port));

fmz.add oxm field( ofl3::VLANVid(end switch list[@].ep list[@].stag | of13::0FPVID PRESENT));
ofl3::ApplyActions acts2;

acts2.add action( ofl3::0utputAction(end switch list[@].ep list[@].port, @));
fmz.add instruction{acts2);

mgr-=get connection(swl dpid)-=send(fm2);

0fl3::FlowMod fm3;

fm3.table id{FORWARDIMG_TABLE];

fm3.priority(lee);

fm3.cookie(cookie);

fm3.xid{mgr-=impl-=xid);

fm3.buffer id(OFP_NO BUFFER);

fm3.add oxm field( of13::VLANVid(end switch list[@].ep list[@].stag | ofl3::0FPVID PRESENT));
fm3.add instruction( ofl3::WriteMetadata(domain_id, OxFFFF));

fm3.add instruction( of13::GoToTable(LEARNING TABLE));

mgr->get connection(sw2 dpid)->send(fm3);

(auto ep : end switch list[1].ep list) {

ofl3::FlowMod fm4;

Tm4.table id(LEARNING TABLE);

fmd.priority(1ee);

fm4.cookie(cookie);

fmd.xid{mgr-=impl-=xid);

fm4.buffer id(0OFP_NO BUFFER);

fm4.add oxm field( 0f13::Metadata(domain_id, @xFFFF));
fm4.add oxm field( ofl3::InPort(ep.port));

ofl3::ApplyActions acts4;
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xample of the problem with running several apps independently:
Forwarding and Span apps. First app sends a flow over port 1, while second ones
sends the same flow over port 5. Rules intersect with each other.
Final rules order in the flow table is unknown.
Packets will go using only the first rule. Thus, only one app will work. Conflict!
We may to resolve such conflicts and some others. Just ip_src:10.0.0.1 -> output:1,5!

Rule 1: ip_src:10.0.0.1 -> output:1

Forwardin
s Rule 2: ip_src:10.0.0.1 -> output:5

Flow table
Op. Flow

Rult‘ J.

Rule 2

never used
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