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OCHOBHbIe NOHATUA
OpenFlow KommyTtaTop

— ApXuTeKTypa KommyTaTopa

— Bwuabl Tabnny 1 nx HasHayeHue

— Tunbl OpenFlow KommyTaTopos

Mpotokon OpenFlow

— Tunbl coobweHnmn

— WcTopus pa3BuTMsa NpoTOKOAA

OpenFlow KoHTpoAnep

— PeXnMbl YCTaHOBKM NPaBUI U MapLUpyTU3aums
— Bwuabl opraHn3saumnm ynpaBneHums

MporpammHo-KOHPUTypUpyemble cetTu
Bacunui Nawkos
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OcCHOBHble NPUHLUMUNDI:
Bueapenus *  dusmnyeckoe pasgeneHue ypoBHA nepeaavm AaHHbIX OT

o le YPOBHA YNPaBAeHUA CeTeBbIX YCTPOMCTB
(; \/g
JIorMyeckm LeHTpaan30BaHHOE yrpaBaeHue

. NporpammmnpyemocTb
. OTKpbITbIM €AUHbIN nHTepdenc ynpaBaeHus

NMpeumyllecrtBa

7 P  [loBblWeHUe TMOBKOCTU U
'T'T Communications

- CKOPOCTU yrpaB/ieHUs
CoKpalleHuMe pacxoaoB Ha

e
\v/ obcnyxuBaHue cetn (OPEX)
&—//

YnewesneHune
obopyaosBaHua (CAPEX)

Pa3spaboTka paHee

HE /10 [IHDbIX CEDBUNCOB
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3. Consistent, well-defined global view

\L 1

| Network OS

1. Open interface to packet forwarding

Packet
Forwarding

Packet
Forwarding

Packet
Forwarding

2. At least one
Network OS

Q : probably many
OpenFlow . Open-and

closed-source

Packet
Forwarding

Packet
Forwarding
4. But is it really
this simple?
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OpenFlow KommyTaTop
@Mﬂow

YnpaBrne OpenFlow

Software e (AP)

Hardware Tabnuua
NOTOKOB
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e lobaBneHne/yganeHne
MOTOKOB

* lHKancynnpoBaHHble
naKeTbl
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Flow Table

Action Stats

. H |
AcCtion |Cuetunku nakeTos n 6anTos
: |

1.lMepecbinka naketoB Ha NopT(bl) C Nepes3anncbto

3aronoBka
2.MpuHyauTenbHas oTnpaBka NakeTa Ha KOHTponnep

3.Cbpoc naketa
4.CBoM pacLunpeHmnd

+ MacCKa no nongam
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Switching

Switch MAC [MAC [Eth LAN |IP P IP
Port rc dst ype |ID Src Dst Prot

* *  00:1f.. * * * * *

Flow Switching

Action

Switch L\/IAC MAC Ifth I\/LAN P P P
|

Port rc dst D Src Dst Prot

ype
port3 00:20.. 00:1f. 0800 vlanl 1.2.3.4 5.6.7.8 4 port6

Firewall

Switch MAC [MAC [Eth IP IP IP
Port rc dst ype Src Dst Prot

* *
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* Table space explosion

A, B, C, Y could be MAC or IP addresses, VLAN
tags, MPLS labels etc.

OF 1.0 Single Table

Single-table abstraction may use table space
inefficiently compared to multiple tables
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OpenFlow KommyTatop
Mpynnosas Tabnnua

(Group table)

F— Naner + [ |
mxonHa# nopT sl Mamer | BeinonHeHue |

+ METaQaHHBIE | |

:: | H?_ﬁupau |

' L | OEWCTBMA :
Hafiop HaBop Hafiop | (Action Set) |
AERCTEWA = {] QERCTEWA LEACTEHE | J'

Kowuseiep (Pipeline)
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Uaentudurarop rpynnsi Tun rpynnm CUHETYUMKM Konrennepn agencraeni

Onpeagenexbl cneaylowme TUnbl rpynn:

All - BBINOAHAKTCA BCE KOHTEMHEpPbl AeMCTBUM B rpynne.

Select - BbINONHAGTCA TONBKO OAUH KOHTEMHEep AeMCTBMM B rpynne.

Indirect - BbINONHAETCA OAMH ONPEAENEHHbIM KOHTEMHEp AeMCTBMM B rpynne.

Fast failover - BbinoNHAETCA nNepBbiiM CYWECTBYIOWMM (KMBOM) KOHTEMHED AeMCTBUM.
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3. OpenFlow npoToKon
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Tunbl coobLeHnn s OpenFlow

CoobuieHnA KOHTpoAep-KOMMYTaTOP
— KoHdurypmpoBaHme kKommyTaTopa
— YnpaBneHWe U KOHTPO/Ib COCTOAHMA
— YnpasneHue Tabanuamm NOTOKOB
— Features, Configuration, Modify-State (flow-mod), Read-State (multipart
request), Packet-out, Barrier, Role-Request
CummeTpuUHble coobweHusn
— OTnpaBKa B 060Mx HanpaBAeHUAX

— O6HapyrKeHune npobaem coeanHEHUNA KOHTPONIEPA C KOMMYTAaTOPOM
— Hello, Echo

AccumeTpuuHble coobueHunn

— OTnpaBKa OT KOMMYTATOpa K KOHTpoAepy
— 061baBnAoT 06 USMEHEHUN COCTOAHUA CETU, COCTOAHMUSA KOMMYTAaTOPOB
— Packet-in, flow-removed, port-status, error
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Hontpoanep 1 Hontpoanep 2

* [lpotokon OpenFlow 1.2:
— MHOXeCTBO KOHTPO1/1epoB
— MexaHn3m ponewu

— Ponun: Master, Slave, Equal

— Mo ymonuyaHumio:
KOHTPOA1ep HaxoauTcA B
ponu Equal ana Koutpoanep 1 Houtponnep 2 Kontpoaep 3
KOMMYTATOPOB.

— CmeHa ponu:
OFPT_ROLE_REQUEST

— PacnpepeneHune ponen:
BO3/10XKEHO Ha
KOHTPO/IEPDI.
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4. OpenFlow KoHTpoOAnep

MporpammHo-KOHGUTYpUpyemble ceTu
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OpenFlow KoHTpONNep

porpamma, TCP/IP cepBep, oxkmaatoLimim

NOAKNHHYEHNA KOMMYTATOPOB

OTBevaeT 3a obecneyeHne B3auMmoaencrame
MPUNOMKEHUA-KOMMYTATOP.

[

penocTaBAAET BarKHble cepBuchl (Hanpumenp,

NOCTPOEHUE TOMOJIOTUN, MOHUTOPUHT XOCTOB)

A
M
M

P| ceteBont OC naun KoHTpoAnnep
0eJOCTaBAAET BO3MOXHOCTb CO3/aBaTb

DNNTO0OKEHNA HAa OCHOBE u,el-rrpanu303a|-||-|oﬁ

Mmoaenum nporpammnposaHuA.
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PeaKkTnBHbIN peXxXum paboTbl

Cxema pabotbl OpenFlow

C

OpenFlow agent

Pl

/ Flow table

Src

P
Dst

TCP
sport

Action

12:34

56:78.

5.5.5.5 47

port 4
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Controller

Tonbko gnA
nepBoOro nakera

AnAa Bcex oCTaNbHbIX

NnakeTos
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[TpOaKTUBHbLIN PEXNM PaboThbl

[ OpenFlow agent }-

Flow table
IP TCP . Controller
Dst | sport ction

port 4

AnAa KaXxporo nakera

12/14/2019




Skol MapLwipytusayuma c
SDN/OpenFlow

Skolkovo Institute of Science and Technology

HeunsBecTHbIM nakeT oTnpasaseTtca Ha KoHTponnep (OF _PACKET _IN).

KoHTponnep BblMMCAAET NYYLLMN MAPLUPYT Yepes BCHO CeTb (C HAMMEHbLLEN
CTOMMOCTbIO U YAOBAETBOPAIOWMMN NOINTUKAM MapLUPYTU3ALUN).
CooTtBeTcTtByloWwMme npasuna OpenFlow yctaHaBAMBalOTCA HA KOMMYTATOPbI + Cpa3y

n 0bpaTtHbIM mapwpyT (OF _PACKET_OUT/FLOW_MOD).
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>

<€
HeunsBecTHbIM nakeT oTnpasaseTtca Ha KoHTponnep (OF _PACKET _IN).
KoHTponnep BblMMCAAET NYYLLMN MAPLUPYT Yepes BCHO CeTb (C HAMMEHbLLEN
CTOMMOCTbIO U YAOBAETBOPAIOWMMN NOINTUKAM MapLUPYTU3ALUN).
CooTtBeTcTtByloWwMme npasuna OpenFlow yctaHaBAMBalOTCA HA KOMMYTATOPbI + Cpa3y

7 O6paTHbIVI MapLpyT (OF PACKET OUT/FLOW I\/IOD)
AMHa NC 7 - y v O y » veia€ ULl
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OpenfFlow koxTponnep
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Anroputmbl Ha rpadax, pacnpegeneHHble

cuctembl U 6a3bl AaHHbIX, Web




Cnacunbo 3a BHMUMaHue!

Bacuauu MNawikos




