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SNMP

SNMP = Simple Network Management
Protocol

YnpaBaeHue ceTeBbIMM YCTPOUCTBAMM
MpuknagHow yposeHb no mogenun OSI/1SO

TpaHcnopT: UDP, nopTtbl: 161, 162
1988 — 1991 r. —SNMPv1
SNMPv2

SNMPv3 ¢ KpunTorpadpunyeckomn 3aLUTou
(mopTtbl 10161, 10162)
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Hepocratku SNMP

TpaHcnopTHbIM NpoToKoa UDP => BO3MOHbI
notepu (1 gake NnogMeHbl)

MO>KHO 3anncbiBaTb/cUMTbIBaTb TOJIBKO OAHO
onpeaeneHHoe 3HavyeHme 3a ogunH pas. Henb3A
NOCNaTb HECKOJ/IbKO 3HAa4YE€eHUN B O4HOWU
TPaH3aKunmn

HeT BO3MOXHOCTM OTKaTOB/63Kanos
KOHdUrypaumm

OrpaHunyeHuna B SMI (Hanpumep, ANNHDbI
HEKOTOPbIX NMoei)

3oonapk MIB pake y oagHoro seHaopa, Aake B
OAHOM TUME YCTPOUCTB
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NETCONF

NETCONF — Network Configuration Protocol

[TpOTOKOAN yNpaBAEHUA KOHPUrypaumen
CeTeBbIX YCTPOUCTB

IETF NETCONF Working Group

2006 r— RFC4741
— http://tools.ietf.org/html/rfc4741

2011 r— RFC6241
— http://tools.ietf.org/html/rfc6241

Juniper (Ha ocHoBe Junos XML API)



http://tools.ietf.org/html/rfc4741
http://tools.ietf.org/html/rfc4741
http://tools.ietf.org/html/rfc4741
http://tools.ietf.org/html/rfc6241
http://tools.ietf.org/html/rfc6241
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MNony4dyeHWwe rpynnel N3paMeTpoE O COCTOAHMM Na. Nopazno
BeicTpee, 4em SHNMP

MameHeHWe rpynnel NapaMeTpoBE Na, ao 64kB
TpPaHzaKUNMOHHOE MIMEHEHWE NAaPaMaETpROE HeTt

TpaHzaKkUKA Yapes rpynny CeTesbix yCTPoOHCTE Het

BelZ0B 3AMHMHHUCTPaTHEHEIX dyHKLMA TeopeTHY2CKH
OTCeINKA yESAOMMNSHWE Oa

PezepeHOoS KONWPOBAHME M BOCCTIHOBNEHME DBnivHo HaT
23 WHWEHHLIR NPOTOKON Va3

TecTHpoBaHWe KOHPUrypauMKi Nepen NpUMeHeHHaM HeT

Habop noaaeprkmBaembix cueHapues aenatot NETCONF 6onee npusnekatenbHbiM!
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* KAneHT-cepBepHaa moaensb

(cepBepom BbICTYNaeT ceTeBoe YCTPOMCTBO)

* [MoaaeprKa coeAnHEHUA - YCTaHOBNEHHYHO CECCUIO
MOXHO A€ep*KaTb CKONbKO YroAHO A0Aro
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s |ETF craHaapTbl NETCONF

RFC 6939 RFC 6241 RFC 5277

Background and 1.1 Base NETCONF Protocol Notifications
Requirements

RFC 4741 RFC 6242 RFC 5717
1.0 Base NETCONF Protocol NETCONF over SSH Partial Locking

RFC 4742 RFC 6243
NETCONF over SSH With defaults

RFC 6244
NETCONF + YANG
Architectural Overview

MporpammHo-KOHGUTYpUpyemble ceTu
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Client

Reason:
+ Connection-oriented (TCP)
+  Authenticated
+ Reliable
Secure
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NETCONF npoTtoKon (2)

Server

Client

NETCONF Messages:
Remote Procedure Call (RPC)

RPC Client's Request Methods:
« Controller

NMS

Script

Manual

MporpammHo-KoHUrypupyemble cetu
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OPERATION DESCRIPTION

<get-config> Retrieve data from the running
configuration

<get> Retrieve running configuration or
Content device statistic

<edit-config> Modify a configuration database

Operations - operation = merge (default),
delete, create, replace, remove
‘ - test-option (:validate), error-

option
Messages | -
<copy-config> Copy a configuration database

<delete-config> Delete a configuration database

Transport <commit> Commit candidate configuration to
the running db

<lock>/<unlock> Lock or unlock a configuration
datastore system

<close-session> Terminate this session

\ <kill-session> Force Termination of session
|

MporpammHo-KOHGUTYpUpyemble ceTu
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<?xml version="1.0" encoding="UTF-8"7>
<hello xmins="urn:ietf:params:xml:ns:netconf:base:1.0">
<capabilities=>
<capability>
urn:ietf:params:netconf:base:1.0
Operations </capability>
<capability>
urn:ietf:params:netconf:.capability:candidate: 1.0

</capability>
Transport </capabilities>

<session-id>=285212672</session-id>
</hello=

I=11>

</capability>
Messages <capability>
urn:ietf:params:netconf.capability:notification: 1.0

MporpammHo-KOHUrypmupyemblie cetu
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BoamoxHoctu NETCONF

OTKpblBaTb HECKO/IbKO CECCUM

PaboTaTb C pa3HbIMM KOHPUrypauuamu (Hanpumep:
running nam startup)

3anpalmnBaTtb KOHOUTYPALMIO N COCTOAHUE OAHUM
3aMNpPOCOM C MOMCKOM

[Mpon3BoanTb KOHPUTYPALMIO HECKO/IbKUX NapPaMETPOB
O HMM 3arnpPocom

[MonyyaTb pe3ynbraTbl onepauunin B BUAe oTBETOB (rpc-
reply)

Nenatb commit u rollback (npumeHeHune n otkat
KOHPUrypauum)

MporpammHoO-KOHPUTypUpyemble cetTu
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YANG

Yet Another Next Generation

MporpammHo-KOHUrypmupyemblie cetu
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* A3bIKk moaenmpoBaHmna AaHHbIX YANG 6bin
pa3paboTaH ANAa onncaHmnAa moaenen AaHHbIX U
onepaunn npotokona NETCONF.

* Uenu:

— OnpepeneHne KOHPUTrypaUMOHHbIX AaHHbIX ANA
NETCONF

— M3HavyanbHO GOKycnpyeTca Ha KOHPUrypaunoHHOMU
MHPOpPMaLUN, HO HE OrPaHUYEHA elo

— MoxeT ncnonbsoBatbca otaesibHo oT NETCONF (He uenb
cneunduKaLmmM, HO BaXKHbIN acrnekT)

MporpammHoO-KOHPUTypUpyemble cetTu
Bacunwuii Mawkos




CraHpapTtbl YANG ga

Cnocob onucaTtb, YTO YMEET CETEBOE YCTPOMCTBO U B
Kakom popmaTte emy HaZo NOCbINATb 3aNpPOCh!

RFC7950, RFC6020
— https://tools.ietf.org/html/rfc6020
— https://tools.ietf.org/html/rfc7950

CuHTaKcuUc n cemaHTuKa Aa3bika YANG

OTobparkeHmne YANG Ha npoTOKON ynpaBneHus
KoHourypaumen cett NETCONF

YANG ncnonssyetr XML ana koguposaHMA AAHHbIX

MporpammHoO-KOHPUTypUpyemble cetTu
Bacunwuii Mawkos
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YANG Data Models

“ts
o>y

Device Data Models Service Data Models
- Interface - L3 MPLS VPN
- VLAN - MP-BGP
- Device ACL - VRF
- Tunnel - Network ACL
- OSPF - System Management
- etc - Network Faults
- etc

MporpammHo-KoHpuUrypupyembie cetu
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“CTpykTypa”

“‘CogepxaHune”

“‘KoguposaHue”

YANG vs SNMP

Mepapxua obvekToB (kak B MIB:
3HayeHus + Tabnuubl)
YcnoBuA, NnpoBepKa 3HaYeHun
AaHHbIX

WudchopmalmoHHan Moaens.

Moaynu YANG MIBs = YANG

YuTaemocTb TekcTa
KogupoBaHwe

XML B2B, cpegctea Web

Bo3aMOXHOCTE UHKPEMEHTanNbHbIX
n3MeHeHuin (Hanpumep, edit-config)
MNoooepkka TpaH3akuuin
®PoKyc Ha HacTPONUKY B
BO3MOXHOCTAMMU MOHUTOPUHra

TpaHcnopT:

Netconf
Unu gpyron

MporpammHo-KoHpuUrypupyembie cetu
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A3bIK:
SMiv2

I

MucpopmaumonHan Moaens.

Moaoynu MIB

!

KogupoBaHue:

ASN.1 BER

|
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OnpeneneHue

KooupoBaHue

Yenyrm

YaaneHHble
onepauun

TpaHcnopTt

YANG B KOHTeKkcTe NETCONF

Mooynu YANG

[laHHble B kogupoBke XML

Onepauun Netconf
<edit-config>, <get-config>, <get>

Netconf RPC
<rpc>, <rpc-reply>

TLS, SSH

MporpammHoO-KOHOUTYpUpPyemble ceTu
Bacununia MNawkKos

MeHeoxep
(KNUEHT)

AreHT
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* A3bIK MoZeriMpoBaHNA

AdaHHbIX

= JlaHHble O
KOHUrypaumm
= JlaHHble O COCTOAHUN

- [lpeBoBugHagda

CTPYKTYypa
« [laHHble U TUNbI

._O name: string, config
() oper-state: enum, config

MporpammHo-KoHpuUrypupyembie cetu
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module acme-module {
namespace "http://acme.example.com/module”;
prefix acme;

import "ietf-yang-types" {
prefix yang;
}

include "acme-system";

organization "ACME Inc.";
contact joe@acme.example.com;
description "Module describing the ACME products”;
revision 2007-06-09 {
description "Initial revision.";

}
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BonbwmnHcTBo anemeHToB YANG
NMEIT onpeaeneHHbln TUN AaHHbIX

Tun QaHHbIX MOXeT ObITb Ba30BbIM
U1 HacneaoBaHHbIM

=  CyuwecTtByeT Oonee 20 6a30BbIX
TUMOB

Tvn gaHHbIX

3HaveHue

int8/16/32/64

Integer

uint8/16/32/64

Unsigned integer

decimaléd

Non-integer

string

Unicode string

enumeration

Set of alternatives

boolean

True or false

bits

Boolean array

binary

Binary BLOB

leafref

Reference “pointer”

identityref

Unique identity

empty

No value, void
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OnepaTtopbl YANG

Import/Include

Typedef
Union
Grouping
Choice
List
Leaf-list
Key
Unique

MporpammHoO-KOHPUTypUpyemble cetTu
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RPC
Notification
|dentity
Must
Augments
Extension
Feature
Deviation
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Mgmt info
(definition)

Mgmt info XML-encoded
(instantiated/ payload) content JSON

YANG modules

Mgmt
Services Netconf ops
R —
Remote XML
Operations RPC I2RS
R —
TLS,
Transport ssy
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[10CTOUHCTBA moaenu

NetConf/YANG

TpebyeTcs TONbKO NporpammHasn
nepenpoLwmnska 0bopyaoBaHUA

Bce-Takn XOTb KaKasa-ToO YHUDUKALMA
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