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Cisco ONE controller
Nicira NVP Controller

Big Network
Controller

IBM Programmable
Network Controller

HP SDN Controller

NEC Programmable
Flow
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HasBaHue m Llenb co3paHua
J J

MepBbI KOHTPOANEP ANA ONbITHOM annpobaunu noaxoaa MNKC. B
HacToAllee BpeMa AaHHaa Bepcua He pa3suBaeTca. [TpoekT NOX-Classic
6bl/1 pa3geneH Ha ABa CAaMOCTOATENbHbIX NpoeKkTa POX — KOHTpoanep Ha
Python n NOX — KoHTponnep Ha C++ c € Lenbto NoBbILWEHUA
NpPoOn3BOAUTENBHOCTU NOCNeaHero.

NOX- C++,
Classic Python

NOX 6b1/1 CO34aH C LeNbto NOBbILWEHUA NPOU3BOAUTENBHOCTH
KOoHTponnepa anAa NMKC ceTn 3a cyeT ero HanMUcaHUA Ha A3blke C++ 1
Mcnonb3oBaHMA MHoronoToyHocTu. Moasuacsa n3 NOX-Classic.

POX co3paBanca ans unccaegoBaHuUm  o0byyeHmMs ¢ BOSMOXKHOCTbIO
HbIcTpOM pa3paboTKM U NPOTOTUNNPOBAHUA NPUIOKEHNI ANA
ynpaBaeHUA ceTAMM Ha ocHoBe TexHonorum OpenFlow. Mosasnaca n3 NOX-
Classic.

SNAC - Simple Network Access Control — OpenFlow KoHTponnep,
pa3paboTaHHbIM Ana obecnevyeHna rmMbKoro Nnpoctoro cnocoba
onpeaeneHna NOANTUK (KOHTPOASA AOCTyNa) B KOPNOPATUBHbIX CETAX.
SNAC no3BonAeT HacTpamBaTb CETb C MOMOLLbI0 GOPMANbHOIO A3blKa
moaenunposanus - formal modelling language (FML).
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Ha3sBaHue E Llenb co3paHus

[epBbli KOHTPOANEP, HANUCAHHbIW Ha Java. OCHOBHbIE LEn
NpoekKTa:

® [OBbIWEHME NPOU3BOANTENBHOCTU Pa3pPabOTUMKa,

obecneyeHne BO3MOXKHOCTM 3aMyCcKa N OCTaHOBKM
CYLLECTBYHOLLNX UIN HOBbIX CETEBbIX MPUNOXKEHWI B
npouecce paboTbl KOHTPOAIEPA,

Beacon

[OCTUMKEHWE BbICOKOW MPOU3BOAUTENbHOCTH
KOHTpo/epa

mjava Maestro — kpocc-nnaTPpopPMeEHHbIN MHOTOMNOTOYHbIN
KOHTpOA/1ep Ha A3blKe Java.
KoHTpoanep ¢ OTKPbITbIMU UCXO4HBIMW KOA4AMM,
NoAAEPHKUBAEMDIN OTKPbITbIM COObLLECTBOM
FloodLight pa3paboTtumkoB. HanmncaH Ha ocHOBe KOHTpPO//iIepa Beacon
A3blKe Java. PaspabatbiBaeTcsa no amuyeHsum Apache, T.e.

MOXET MCNOJIb30BaTbCA A1A N0ObIX Lenen.
[epBbI KOHTPOANEP, UHTETPUPOBAHHbLIN ¢ OpenStack.
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Ha3BaHue ASBIK Llenb co3paHun
Mporp. A

Trema pa3pabaTtbiBasacb Kak nnatpopma ansa pa3paboTku
OpenFlow KoHTponnepos Ha sa3blkax C/Ruby. Trema

Trema C, Rybu pa3pabartbiBanacb AnAa nccnenoBaTeNbCKUX U YH4EOHbIX yYpeXaeHUn,
NO3TOMY BK/IFOYAEeT B cebs1 HTErpUPOBAHHYO Cpeay TeCTUPOBAHUA
N OTNIAafKU NPUOKEHUN.

KoHTponnep MUL pa3spabatbiBanca ana obecneyeHms
NPOU3BOAUTENBHOCTU U HAZIEXKHOCTU, KOTOpPble HEOOXOANMbI ANS
pa3BepTbIBaHMSA CETEM, BbIMONHAOWMX KPUTUYECKUN-BAXKHbIE 334a4U
(c noBbIWEHHbIMM TPEOOBAHUAMM K HAZLEIKHOCTH).

JavaScript
NodeFlow Pilf
Node.JS

Mepsbih OpenFlow KOHTpoAnep, HanMCcaHHbIN Ha YncTtom JavaScript
ansa Node.JS.

MNepsbin OpenFlow KOHTpOANEP, HAaNMCAHHbLIN HA GYHKLMUOHAIbHOM
A3blKe NporpammmpoBaHua Erlang. Llenb - obecneuynTb NpocTenLlyto
nnatdopmy ANA HaNMCAHUA CETEBbIX YMPABAAOLWUX NPUNOKEHUN HA
Erlang.

Erlang
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Xapakrepuctuka| NOX-Classic “ SNAC
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Openflow controllers

AppJ J J J J J J J J J J e Network elements has
two components:
OpenFlow client,

forwarding hardware
SDN with flow tables.

controller

The SDN controller must
implement the network
OS functionality

— Provide abstraction to
the upper layer

— Provide control to the
underlying hardware

— Managing the resources

— Northbound Interface -

OpenFlow




SDN controllers (NOS) .vs. OS

Resources managed

— CPU, memory, disk, 10 devices,
etc

Applications:
— User programs that use the

resources

OS functionality (abstraction):
CPU virtualization
Memory virtualization
|0 virtualization
File systems

Network OS

e Resources managed

— Connected
switches/routers/NICs

Applications

— Firewall, migration, network
virtualization, NAT, TE, etc

NOS functionality?

— Network abstraction — this is
a new thing that is not well
understood.




NOS functionality

* From: “NOX: towards an Operating System
to Networks”

— NOS should present application programs with
a centralized programming model

— Programs should be written in terms of high
level abstractions, not low-level parameters




Skoltech
s SDN/OpenFlow Controller Performance

MNOX,
—l— POX
—§— FloodLight

Beacon
—— MLUL

——i—a— i
> 6 7 8 9 10 11

Threads

Software-Defined Networks
Vasily Pashkov




GIE
Openflow controller: NOX/POX

Originally developed by Nirica
NOX: C++ version; POX: python version
— Nox for performance; Pox for rapid prototyping.

POX comes with Mininet — the simulation
infrastructure

OpenFlow v.1.0

Programming model:

— Controller registers for events (Packetln,
ConnectionUP, etc).

— Programmer write event handler




NOX/POX Events

FlowRemoved e User write event handlers

: * E.g. ConnectionUp:
ConnectionUP record in the database,
Packetln PacketIn: compute the

route, setup flow table
etc along the path, etc

Abstraction? Global view build from control program, fairly low level.
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"Openflow SDN current state
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— Open Interface ——

Net
Windows [Kels <«
Llnux

— Open Interface —

% N

4. Firewall, virtual network, TE, IDS, etc

Northbound API, not standardized yet

3. SDN controllers (floodlight, nox, etc)

1. OpenFlow: standardized for
Ethernet/IP/TCP

2. OpenFlow enabled switches/routers
simple hardware doing forwarding only
forwarding table can be set by other
entity through OpenFlow
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Module Applications
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Reconciliation

Forwa rdlng

R

Learning
Switch

Floodlight Architecture

REST Applications

Circuit Pusher

(python)

Java API

OpenStack
Quantum Plugin

(python)

REST API

Floodlight Controller

Module Thread Packet
Manager Pool Streamer
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* Follows standard SDN architecture

operator openstack User app

| Well defined API
(REST, RPC...)

Application layer

L
Control layer

Open protocols
4 (OpenFlow, OF-config,
NETConfig, OVSDB...)
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