
196
IEICE TRANS. INF. & SYST., VOL.E103–D, NO.2 FEBRUARY 2020

INVITED PAPER Special Section on Security, Privacy, Anonymity and Trust in Cyberspace Computing and Communications

Towards Blockchain-Based Software-Defined Networking: Security
Challenges and Solutions

Wenjuan LI†,††, Weizhi MENG††a), Zhiqiang LIU†††, and Man-Ho AU††††, Nonmembers

SUMMARY Software-Defined Networking (SDN) enables flexible de-
ployment and innovation of new networking applications by decoupling
and abstracting the control and data planes. It has radically changed the
concept and way of building and managing networked systems, and re-
duced the barriers to entry for new players in the service markets. It is
considered to be a promising solution providing the scale and versatility
necessary for IoT. However, SDN may also face many challenges, i.e., the
centralized control plane would be a single point of failure. With the advent
of blockchain technology, blockchain-based SDN has become an emerging
architecture for securing a distributed network environment. Motivated by
this, in this work, we summarize the generic framework of blockchain-
based SDN, discuss security challenges and relevant solutions, and provide
insights on the future development in this field.
key words: software defined networking, blockchain technology, security
challenges, attack and defence, Internet-of-Things

1. Introduction

Due to the rapid development, computer networks are cur-
rently becoming more speedy, intelligent, resource-rich as
well as complicated. For example, Internet-of-Things (IoT)
has been gradually adopted by many organizations and busi-
ness networks, the Gartner report made a prediction that
there will be over 20 billion of connected devices worldwide
by the end of 2020 [11]. The IoT architecture often contains
a large amount of devices, servers and middleboxes, making
the network management and configuration much difficult
and error-prone, i.e., it is very laborious to add new devices
and modify services as traditionally both control and data
plane are integrated inside the network devices [38]. In ad-
dition, it is usually a difficult task to deploy new services
without halting the ongoing services. This issue could be-
come even worse with the increasing size of a network [17].

To address this issue, Software-Defined Networking
(SDN) is a promising solution, which separates the network
control from the data plane [33]. In such network, IT ad-
ministrators can configure network policies from a software-
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based controller without the need of changing settings in
each switch. In other words, the centralized SDN controller
can direct the switches to deliver network services accord-
ing to the requirements, regardless of the specific connec-
tions between a server and devices. This centralized con-
trol can help simplify network management and reduce the
workload of configuration [38]. However, SDN is still con-
fronted with many security challenges in practice, i.e., the
SDN controller itself could become a single point of fail-
ure under adversarial scenarios [20], while distributed con-
trollers may also face reliability and reputation issues [43].

Motivation. With the big success of Bitcoin cryptocur-
rency, blockchain technology has received tremendous at-
tention from both academia and industry [49]. A blockchain
holds a record of all data exchanges, in which the record
is also known as ‘ledger’ and the data exchange is known
as ‘transaction’. It can use a peer-to-peer network to verify
each new transaction, which can be added to the blockchain
only after a successful verification. In this case, blockchain
is believed to allow mutually unknown parties to exchange
information or data without the need of a trusted third
party [28]. Currently, some studies have tried to combine
SDN with blockchain technology. For example, Sharma et
al. [43] introduced DistBlockNet, a distributed model by in-
tegrating SDN and blockchains to improve the system per-
formance and capability. Steichen et al. [46] presented a
security mechanism named ChainGuard, which takes ad-
vantage of SDN functionalities to refine traffic and protect
blockchain applications against flooding attacks from ille-
gitimate sources.

Comparison and Contributions. In the litera-
ture, there are already many surveys on either SDN or
blockchains. In the aspect of blockchain, Alsmadi and
Xu [4] provided a survey to analyze the security issues in
SDN, especially the robustness against several attacks like
tampering, repudiation, data disclosure, etc. Meanwhile,
Ahmad et al. [3] focused on the same topic and introduced
some security threats that may compromise the control, ap-
plication or data layer of SDN. For blockchain technology,
Neudecker and Hartenstein [32] summarized several attacks
on the permissionless blockchains, and discussed the de-
mand for cost, anonymity and DoS resistance. Salman et
al. [41] introduced some security issues on blockchains re-
lating to confidentiality, authentication, privacy protection,
data provenance, access control and so on. Some other re-
cent reviews and surveys on either SDN or blockchains can
be referred but not limited to [2], [5], [7], [9], [15], [22],
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[24], [34], [40].
The application of blockchain has been discussed in

several domains like intrusion detection [28], Artificial In-
telligence [39], IoT [25] and healthcare industry [35]. How-
ever, there are few surveys discussing the combination of
SDN and blockchain technology. In this work, we try to
complement this gap and review the existing security is-
sues & solutions for blockchain-based SDN. In particu-
lar, we summarize the generic framework of blockchain-
based SDN and discuss the recent research studies in this
field. We also provide some insights on the development
of blockchain-based SDN. Our work attempts to stimu-
late more research on designing a practical and secure
blockchain-based SDN.

Organization. The remaining parts of this article are
structured as follows. Section 2 introduces the basic infor-
mation of both SDN and blockchain technology. Section 3
presents the generic framework of blockchain-based SDN
and Sect. 4 discusses relevant security challenges and solu-
tions. Section 5 describes some future directions and con-
cludes our work.

2. Background on SDN and Blockchain Technology

In this part, we introduce the background on SDN like the
basic architecture and major components, and describe how
a blockchain works.

2.1 SDN

Software-Defined Networking (SDN) is an emerging net-
working architecture, in which the network control is in-
dependent of the data plane [33]. It can make the network
directly programmable, more flexible and agile to support
the virtualized server and storage in a modern data center.
In a typical SDN environment, network management is log-
ically centralized in a software-based controller, while net-
work devices like switches can be considered as forwarding
device, which can process traffic based on the defined flow
tables [38]. These forwarding devices can be configured by
the controller with the help of predefined standards.

In particular, OpenFlow (OF) is the first standardized
communication protocol in an SDN environment between
the control layer and the infrastructure layer. It enables the
centralized controller handling switches without the need of
disclosing any source code of their devices [20]. In other
words, it allows network operators to directly access and
modify both physical or virtual switches and routers. Fig-
ure 1 shows the three-layer architecture of SDN: the appli-
cation layer, the control plane and the data plane.

• The application layer. This layer provides an open
platform for various SDN applications and devices to
leverage network recourses like topology and statis-
tics. Different applications can communicate with each
other as well as with the SDN controller via the north-
bound APIs. These applications can also offer end-to-
end solutions for practical organizations.

Fig. 1 The typical SDN architecture with three layers.

• The control plane. This layer is responsible for man-
aging the whole network infrastructure via the central-
ized SDN controller, i.e., collecting network informa-
tion, topology details, etc. It can configure the net-
work devices in the data plane layer via the southbound
APIs.
• The data plane. This layer contains many network

equipment and devices that can help forward network
traffic, e.g., network switches and routers. This also
includes forwarding and processing of the data path.

The Northbound interface is defined as the connection
between the controller and applications, whereas the South-
bound interface is the connection between the controller and
the physical networking hardware. Such SDN architecture
is believed to provide many advantages and merits [4], [33].

• As the controllers are decoupled from the forwarding
plane, the network control can become directly pro-
grammable.
• IT administrators or network operators can configure

network traffic easily and dynamically according to dif-
ferent requirements.
• Network management is logically centralized in the

SDN controllers with a global vision of the whole net-
work environment.
• It helps simplify the process of design and operation

in a network, as instructions are provided by the cen-
tralized controllers rather than various single devices or
separate protocol.
• It can provide an open platform for various organiza-

tions to collaborate in many applications with the sup-
port of open APIs.

To summarize, SDN provides network administrators
with the capability of writing programs via open APIs and
configuring a network according to different requirements in
an easy and flexible way.

2.2 Blockchain Technology

With the popularity of Bitcoin and other cryptocurren-
cies, blockchain technology has received much attention.
It is an ingenious combination of multiple technologies
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Fig. 2 Merkle tree of four hashes.

such as peer-to-peer network, consensus protocol over
a distributed network, cryptographic schemes, distributed
database, smart contract and game theory. It provides a de-
centralized way to build trust in social and economic activ-
ities, and thus holds a huge promise to change the future of
financial transactions, and even the way of computation and
collaboration.

For the block structure, the Merkle tree is a basis for the
blockchain form and was used to create a ‘secured chain of
blocks’ in around 1991. The chain is a series of data records,
in which each of them connects to the foremost one [27].
The most recent (or newest) record in the chain would con-
tain the history of the entire chain. Figure 2 presents an
example structure of four hashes in a Merkle tree. The top
hash serves as a combined representation of all data blocks
before. This structure is very helpful to verify and manage
records in a peer-to-peer network, ensuring that no modified
or false data is transferred.

Then Satoshi Nakamato tuned the concept of dis-
tributed blockchain in 2008 [31]. It can include a secure
chain of historical exchanged data by verifying each data
exchange via a time-stamp in a peer-to-peer network. Thus,
the data exchange can be handled without a central author-
ity. More specifically, a blockchain saves a record of all
data exchanges, where the record is known as ‘ledger’, and
each data exchange is known as ‘transaction’. Each verified
transaction can be added to the ledger as a ‘block’. In a real
scenario, an entity should firstly obtain a pair of public and
private key, in which the public key is used to represent the
wallet address while the private key can help digitally sign
and authorize different operations.

A consensus mechanism is applied in blockchain-based
systems to make the necessary agreement on how to validate
or add a data block. Some known consensus mechanisms
are listed as follows.

• Proof of Work (PoW). This is the most widely known
consensus mechanism that is being used by Bitcoin. In
short, it secures the blockchain and creates a new block
according to the level of computational power. Miners
(or mining devices) have to compute the hash value of

the next block containing both header data and transac-
tions. The first miner that figures out the correct solu-
tion (target hash) can obtain reward with a block added.
In Bitcoin cryptocurrenry, a new block is generated in
every 10 minutes.
• Proof of Stake (PoS). This is a well-known alternative

mechanism to PoW, which is featured with low cost
and low energy consumption. It allocates the responsi-
bility of refreshing the public ledger to a node in pro-
portion to the number of virtual currency tokens. It
means that more coins a node carries, the more possi-
bilities it could be selected to maintain the ledger. This
also means that the more participating nodes, the more
decentralized the system becomes. As compared with
PoW, one limitation of this mechanism is to encourage
more on coin saving rather than spending.
• Proof of Importance (PoI). This mechanism is very

similar to PoS, but can help prevent the issue of ‘noth-
ing at stake’ through using an ‘importance score’,
which can consider both the balance and the transaction
frequency in deciding the final possibility of harvesting
a new block. It thus can make a balance of saving and
spending coins.
• Proof of Capacity (PoC). This mechanism enables

miners (or mining devices) to mine and commit new
blocks by taking advantage of free available hard-drive
space. A list of potential solutions can be saved on
minor’s side to improve the mining possibility. In this
case, the more solutions saved, the higher possibility
of mining a new block. Rewards would be granted pro-
portionally according to the free hard-drive space.
• Proof of Elapsed Time (PoET). This mechanism was

introduced by the Intel, which tries to reach the dis-
tributed consensus without the need of consuming too
much energy. In a peer-to-peer network, a number of
participating nodes randomly create a value of waiting
time, whereas only the node with the smallest value can
have the chance to commit a new block. In each round,
a new block is added, and it works similarly to PoW
except that no mining activity occurs.

3. Framework of Blockchain-Based SDN

As described above, SDN can provide much global visibil-
ity and flexibility of network configuration by decoupling
the network control from the data plane. However, SDN still
suffers many limitations, i.e., the centralized controller may
become a single point of failure [20], whereas distributed
controllers might be vulnerable to insider attacks [29], [30].
As blockchain technology can encourage unknown enti-
ties to communicate with each other without a trusted third
party, research community has already started investigating
the performance of combining SDN with blockchains. Fig-
ure 3 depicts a generic framework of blockchain-based SDN
by applying blockchains to the SDN architecture.

The SDN environment is similar to Fig. 1, but employs
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Fig. 3 The generic framework of blockchain-based SDN.

distributed controllers with the purpose of enhancing the
robustness against the problem of single point of failure.
Based on the requirements, the control plane and the appli-
cation layer can be simplified as two large components (de-
note as application and controller component), where par-
ticular security mechanisms can be implemented to provide
protection. Blockchain technology can be used to help en-
hance the security of distributed controllers and various for-
warding devices in the data plane.

To implement the framework, it is very important to
design the structure among applications, controller, security
mechanisms and the relevant interactions. As an example,
Sharma et al. [43] proposed DistBlockNet, a distributed IoT
architecture that combines both SDN and blockchain tech-
nology. They particularly designed several security mecha-
nisms like OrchApp and Shelter modules to defeat attacks.

• OrchApp. The purpose of this module is to provide pro-
gramming characterized fortifications at the appropri-
ate application layer, and ensure the adaptability to the
new and dynamic network settings. Various security
policies and threat intelligence can be deployed here,
in relation to access control, data protection and many
detection algorithms. For instance, it adopts a security
convention model for access control among various de-
vices in the IoT network. The threat intelligence mon-
itors and examines both external and internal sources.
• Shelter. This module is used to protect the SDN en-

vironments against various attacks like insider attacks.
It contains two major components: a flow control an-
alyzer and a packet migration component. The former
manages the main functionality of the network infras-
tructure including any malicious events, which can be
deployed as a control application in the controller layer.
The latter helps reduce the impact of malicious events.
For example, during saturation attack [6], it can create
new flow rules and migrate the missing table packet in
the data cache. Therefore, it can protect the controller
from being overloaded under adversarial scenarios like
flooding attacks, by migrating all missing packets to

the data cache when generating and updating the flow
rules.

Referred to DistBlockNet [43], the generic framework
of blockchain-based SDN can inherit many benefits from
both SDN and blockchains, including adaptability, availabil-
ity, reliability, scalability, and security.

• Adaptability. Thanks to the SDN characteristics, the
generic framework is adaptive to the changing environ-
ment. This factor is vital to ensure the growth of the
whole network with the increasing amount of underly-
ing devices.
• Availability. The framework is able to provide high

availability (with good fault tolerance), especially for
the SDN controller under some adversarial scenarios.
It allows the use of blockchain technology to safeguard
the controller with mitigation mechanisms, i.e., Shelter
can help protect the controller from being overloaded
under attacks.
• Reliability. For a large-scale distributed network, the

generic framework is able to reach linear performance
with the deployment of appropriate mechanisms. It can
make a balance between the expected performance and
the achieved performance, under different environmen-
tal conditions.
• Scalability. This represents the capability of managing

or accommodating a size-increasing network. Thanks
to the SDN controllers, the generic framework is flexi-
ble and scalable when the network devices and services
increase, i.e., reducing the cost of configuring network
settings.
• Security. This is a very important factor for any type

of network. By deploying appropriate security mech-
anisms and blockchain technology, the generic frame-
work has the capability to secure the environment un-
der attacks, in the aspects of confidentiality, integrity,
and availability.
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4. Security Challenges and Solutions

Though blockchain-based SDN can provide many benefits
and advantages, it may still suffer various security issues and
challenges. This could be caused by the limitations of either
SDN itself or blockchain technology. In this part, we discuss
some potential security challenges with relevant solutions.

4.1 Vulnerabilities and Attacks

By exploiting SDN vulnerabilities, attackers can try to com-
promise the network in the aspects of confidentiality, in-
tegrity and availability [3], [4], [20].

• Scanning. This is usually the first step that is utilized
by cyber-criminals to understand the network status,
such as network topology, host IP, server deployment,
etc. Attackers can passively monitor all layers and their
communication channels to collect the required infor-
mation.
• Spoofing attack. Attackers can try to masquerade as ei-

ther a legitimate external or an internal entity to gain
unauthorized access to the SDN network. Based on the
data obtained by scanning, they can impersonate as a
device, a switch or even the controller through manip-
ulating relevant data. Generally, there are two major
types of spoofing attacks: Address Resolution Protocol
(ARP) spoofing [23] and IP spoofing [8].
• Hijacking attack. With a successful attack, a hacker can

control an element in the SDN environment. For exam-
ple, if an intruder can successfully hijack the main con-
troller, then the entire network could be under control.
For example, Hong et al. [12] introduced a hijacking at-
tack named Host Location Hijacking, which can hijack
the location information of an identity in an OpenFlow
controller. This attack has to first make a successful
spoofing attack on the target.
• DoS attack. The major purpose of a denial-of-service

attack is to render a network resource, SDN applica-
tions or any devices unavailable to the legitimate users.
Shin and Gu [44] presented an early DoS attack, called
data plane resource consumption, which is specific
for SDN networks. Attackers first have to figure out
whether a network employs OpenFlow switches, and
then started generating manipulated flow requests from
the data plane to the control plane. This can overload
the data plane by delivering a large amount of useless
rules.
• MITM attack. Man-in-the-middle attack allows an in-

truder to perform eavesdropping on the communication
between two parties in the SDN network. For instance,
Li et al. [19] introduced an MITM attack on OpenFlow
channels, which allows hackers to collect data, rewrite
flow tables, and poison the global view of controllers.

In addition to the above attacks, there are some other
challenges in an SDN environment. For example, there is no

trust management mechanism among distributed SDN con-
trollers, which could be vulnerable to insider attacks [29].
On the other hand, as an emerging technology, blockchain
also has many limitations that need to improve in prac-
tice, and itself could become an attractive target by cyber-
criminals [22], [28].

• Security issues. As blockchain itself lacks of security
by design, many traditional attacks are still feasible like
DoS [46]. In addition, the shared ledger often has to be
stored in a centralized place, which might be vulnera-
ble as the single point of failure. Further, unauthorized
access may become an issue, with the increase of par-
ticipants and the complexity of trust management [50].
• Privacy issues. The challenges are mainly caused

by that every transaction ever recorded on a public
blockchain would be visible to anyone; however, such
information could be sensitive in many domains like
financial and medical sectors. Identity privacy could
also be compromised if blockchain-based applications
require the transaction to be associate with a known
identity.
• Latency issues. In practice, a blockchain may need a

period of time, or even several hours to complete the
update of all ledgers. This may cause a delay and raise
uncertainty for participating nodes. Attackers can uti-
lize this to launch a DoS attack and compromise the
availability.
• Cost issues. Taking Bitcoin as a concrete example,

miners have to spend much computational power and
energy if PoW is adopted as the consensus mecha-
nism [42]. This would cause a big burden on the or-
ganizations or groups that have an interest in adopting
blockchain technology.

Due to these issues and challenges, there is a great
need to deploy appropriate security mechanisms to protect
blockchain-based SDN against various threats. It is also a
good option to choose private chain to increase the difficulty
for attackers.

4.2 Defence and Solutions

To protect blockchain-based SDN in an adversarial envi-
ronment, it is very important to deploy appropriate security
mechanisms and enforce security policies.

• Traffic and Flow control. Firewalls and intrusion de-
tection systems (IDSs) are two most commonly used
mechanisms to control and refine traffic. For example,
Suh et al. [45] introduced a firewall for an SDN con-
troller, allowing IT staff to add new rules against mali-
cious flows. Meng et al. [29] presented a collaborative
IDS in a healthcare environment that can help fast de-
tect insider attacks.
• Policy enforcement. To enforce security policies in

an automatic way is a very important solution to se-
cure SDN. Lara and Ramamurth [18] introduced an
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OpenFlow-based framework named OpenSec, which
helps maintain pre-defined security policies, i.e., guid-
ing how it responds when malicious events are identi-
fied. Matias et al. [26] designed FlowNAC to authen-
ticate participants and service-level access control ac-
cording to the flow status.
• DoS defend. Such type of attack is indeed one of the

most challenging threats for a centralized system. For
protection, it is important to monitor and analyze the
traffic by using the flexibility and programmability of
SDN. As an example, Fichera et al. [10] introduced
OPERETTA, a mechanism to defeat TCP SYNFLOOD
attacks, through examining incoming TCP TYN pack-
ets and discarding untruthful connection requests.

The protection of blockchain-based SDN is not an easy
task, it is vital to defeat unauthorized access, data leakage,
data modification, DoS attack, malicious applications, as
well as enhance configuration issues and many design is-
sues. More promising solutions can refer to relevant studies
and surveys [2], [5], [7], [9], [15], [22], [24], [34], [40], [48].

5. Future Trend and Conclusion

At this stage, the combination of SDN and blockchain faces
many security challenges and issues, but they can comple-
ment each other in many practical scenarios, either by apply-
ing SDN to blockchain applications or applying blockchain
to SDN applications.

• The application of blockchain to SDN. Blockchain
can be an important factor for securing SDN- or IoT-
related applications [47]. In the literature, Abbasi and
Z.A. Khan [1] provided VeidBlock that could apply
blockchain technique for SDN in order to validate iden-
tities against tampering attack. Sharma et al [43] intro-
duced a scheme that utilized a blockchain to securely
validate the flow rule table for IoT or SDN forward-
ing devices. Kataoka et al. [16] presented a method
called Trust List, which could be used to establish the
trust among various IoT and SDN devices, and pre-
vent attacks & abuses by using both public and pri-
vate blockchains. Qiu et al. [36] designed an approach
of using a permissioned blockchain to help verify data
flows and reach consensus in a distributed software de-
fined vehicular network (SDVN).
• The application of SDN to blockchains. SDN has

been studied as a solution to address many security
issues in blockchain applications. For instance, Ste-
ichen et al. [46] identified that an attacker can halt the
blockchain operation on particular nodes and proposed
ChainGuard, a mechanism that could filter network
traffic for blockchains. Houda et al. [14] introduced an
SDN-based solution called ChainSecure, which could
help defend blockchain nodes from DNS amplification
attacks. Hou et al. [13] described how to use SDN to
transfer flows in a more flexible way for consortium
blockchains.

It is worth noting that we can also use replication tech-
niques to avoid the issue of single point of failure, but it may
cause the Byzantine Failure. Thus the use of blockchains
can bring some more benefits like reasonable incentive mod-
els, smart contract operations, scalability and so on.

Overall, our work summarizes the generic framework
of blockchain-based SDN, discusses potential security is-
sues and relevant solutions. We figure out that the trend
of combining SDN and blockchain seems positive and will
continue. Thanks to many benefits like management flex-
ibility, scalability and data flow verification, blockchain-
based SDN can have a broad application in various do-
mains like intrusion detection [21], [37], healthcare indus-
try [30], [35], vehicular [36], etc. Meanwhile, we advocate
that more future efforts could be made on exploring how to
improve the security and performance of blockchain-based
SDN.
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