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Wcenenopanne MeTo/10B C2KaTHs KOJIOB
pa3perKeHHOoll perpeccun B KaHajle ¢ aJ|JIMTUBHBIM
OCJIBIM TAyCCOBLIM IIYMOM C HCIIOIB30BAHIEM
METO/I0B MaIIMHHOTO 00y IeHH

Borunnes A.K.
Daxynomem BvluuciumensHol mamemamuxy u
KubepHemuku
Mocxkosckuii 2ocydapcmeenHbiil yHusepcumem
umenu M.B.Jlomonocosa
Mocksa, Poccus
alexeyvotintsev@yandex.ru

Annorarus—B craThe mpeiaraeTcs HOBBIA BHJ CHCTEMBI
CBSI3U, WMCIIOJIB3YIONIHIA TEKOJep MPHUO/IMKEHHOM Mepeiadn co-
obmiennii, AMP B kaHajle ¢ aJUTUBHBIM OEJILIM I'ayCCOBBIM
mymom, ABI'IIT ¢ meromamu cxkaTusi. OCHOBHOE BHUMAHUE Ha-
IIEr0 MCCJIeJIOBAHUS Y/IEJIEHO U3YYEHUIO TPOM3BOANTEILHOCTH
nexogepa AMP B codyeraHuy ¢ naTH pa3JMYHBIMU METOIA-
MU CKATHsL: CHHTYJISIPHBIM pasioxenueM (SVD), rayccosbim
MIPOEIMPOBAHUEM, CJIYYaiHBIM MPOEIUPOBAHUEM, CBEPTOYHBIM
7 PEKYPEHTHBIM ABTOKOJAUPOBIIIAKOM.

OKCIIepUMEHTAJIbHBIE WCCJIEIOBAHUST BKJIIOYAIOT IepeIady
cKaThIX n3Mepennit yepes Kanaia ABI'II, rae curnamis! mogsep-
raroTCs BO3JEHCTBHIO yMa. [locpeacTBoM cumysisinuii KaHasa,
7 OIEHOK IPOM3BOJUTENLHOCTH OBLIa WCCAeOBaHA IDdeK-
TUBHOCTH nekomepa AMP mpm pasaudHbIX ypOBHSX IIyMa H
pasIMYHBIX Ko durmenTax cxkaTus. AHATU3UPYIOTCS KOM-
MIPOMECCHI MEXKIy TOYHOCTBIO BOCCTAHOBJIEHUST, CKOPOCTHIO ITe-
pelavun JAHHBIX U BBIYUCIUTEIHHON CJIOXKHOCTHIO JJIsT KAXKI0T0
METOJa CXKATHS.

CxkaTre CUrHAJIOB MTOKA3aJI0 MHOTOOOEIIAIONINE PE3YILTATHI
B YMEHBIIIEHUN KOJNYECTBA U3MEPEHNIT, HEOOXOIUMBIX JIJIsT BOC-
CTAHOBJICHUSI CUTHAJIA.

Index Terms—A nuTHBHBIH GBIt TAyCCOB MTYM, KOJEK IIPH-
6tmsuTeNbHOM Tepenatu coobmenuit, AMP, ckarue gaHHBIX,
KOJTBI UCITPABJIEHHsI OMMUOOK, CIIydaiiHOE TPOEKIINH, PA3PEIKEH-
HOE IPOEKIINH, CUHTY/ISPHOE PA3JI0KEHIe, METOJL TJIABHBIX KOM-
MOHEHT, ABTOKO/IMPOBIINKH.

1. Beenenne

Hecommuenno, 3aia4a TOYHOrO IEKOIUPOBAHKS HHQPOD-
MAIIAN SIBJISIETCST OTHOM 13 BasKHEHX TTPob/IeM B 00/IaCTH
cBsa3u. B dusnueckom kanase, a takxke B WikFi u npyrux
6eCIPOBOIHBIX KaHAJIAX, BO3HUKAIOT MOMEXH IIPH TIepe/iade
nakeroB. OHU TPOSBJISIIOTCS B Pa3/IMYIHBIX (hOpMax, HO
Kaxkjasd u3 HuX Tpedyer 3PpPeKTUBHOIO peIeHuns.

Brictpoe pasBuTme METOJ0B KOAMPOBAHUS C WCIIPAB-
JIEHHeM OmmMOOK TpedyeT OT CHeINaJnuCcTOB B O0JACTH
M POBBIX TEXHOJIOTHH NHTEHCUBHOTO U3y JIeHusI Bce boee
9 DEKTUBHBIX aJrOPUTMOB JEKOANPOBAHNIS, 00eCIIeInBa-

Bouskanos /1.10.
Daxynvmen 6bIYUCTUMETLHOU MAMEMAMUKY U
KubepHemux
Mockosckuii 20cydapcmeenHblll yHusepcumem
umenu M.B.Jlomonocosa
Mocksa, Poccust
volkanov@asvk.cs.msu.ru

TOIUX JIETKOCTD MOCTUKEHUsT BHICOKON HAJIEKHOCTH TEpe-
JIaYX W XpaHEHUs JAHHBIX IIPU BBICOKUX YPOBHSX IIyMA.

B mamHOM mcce10BaHIN OCHOBHOE BHUMAHWE YIEIAETCS
kanayiy ¢ ABI'TII, xoTopblit 9acTo KCIOIB3YeTcss B CIIyT-
HUKOBOII CBSI3M U JOPOTUX KaHaJjaX, rae 3¢ GeKTHBHOE UC-
M0JTb30BAHME BAXKHO JIJTsT MAKCUMU3AITIN TIPOIYCKHOM CIIO-
COOHOCTH KaHaJja. PaccMaTpUBarOTCs KOABI Pa3peXKeHHON
perpeccuu, MosIBUBINUECs B Hadasie 21 BeKa U MOJIOIIe IIITe
JIydine JpyTuX KOJOB IS JAHHOTO KaHAJA K TIPAHUIIE
lennony, 3aave, nocrasienHoii Gosee 70 jer Hazasx [1].
Hens cocrouT B JOCTHXKEHNM "BBLICOKOHAIEIKHOIO OIITH-
MAaJIbHOTO JIEKOJUPOBAHUS C MUHUMAJIBHON CJIOXKHOCTHIO
B HEIOCPEJICTBEHHON OJIM30CTH MTPOILYCKHON CIIOCODHOCTH
KaHajia cBa3u."

I'maBa 2 comepKuT MOCTAHOBKY 33Jiadu. B craTrbe KaHAT
ABI'II omucan B riase 3. B riase 4 npejcrasiiena uadop-
manug o gekozepe AMP, Approximate Message Passing.
B rmaBa 5 0630p moxoxux 3azmad. B raBe 6 mpegcrapien
0030p METOJIOB CKATHsI TAHHBIX. B ryiaBe 7 ommcaHa mpo-
rpaMMHasi peaju3anusi. B riaBe 8 mpeacTaBiIeHBl METO-
JIUKA TPOBEIEHNST IKCIEPUMEHTATBHOTO UCCIEIOBAHUS U
Pe3yIbTATHI NCCIEOBAHNST METOIOB CXKATHUS C UCIIOTH30Ba~
HEEM JIEKOJIepa, U Ha OCHOBE 9TOTO TECTUPOBAHUS CETAHbI
BBIBOJIBL. [71aBa 9 comepKuT 3aK/I0UeHne PaboTHI.

II. ITocramoBka 3amaqun
o Jlano:
1) HaGop cooGuienuii, MCXOHbIE JAHHBIE, MPE/I-

CTaBJIEHHBIE B BUJIE BEKTOPA X
2) Kanan ABI'II. 9710 MOXKHO 3amucarh Kak:

y=Ax+n

re: - A - MaTpuna KaHaja WM MaTpPHUIa mepe-
JIavd, KOTOpasi 0TOOpaXKaeT WMCXOIHbIE JTAHHbIE
B IOJIydeHHBbIe 3alllyMJEHHBIE [aHHBIE. - N -



caydaitaeiit mym, mpencrasistomuit ABTII ¢

HYJIEBBIM CPEJHUM U U3BECTHOW JHCIIepCHe a2
3) BuibpanHblil KOJED, OTHOCAIIMIACST K KOJAM Pa3-

PEeKEeHHOI perpeccuu.

Andasur A = {ai, as..., a, } - ucxomHbIC

Kojupyemble jganuble. Asbasur B = {by, bo...,

by, } - 3akomupoBanHble JaHHbIE. AJasuTHOE

KOJITIPOBAHIUE - TIPEOOPA30BAHIE

A— BVa; CA— f(A) = flar...an) = flag)...

CiioBa B aiibaBuTe B HA3BIBAIOT KOJOBLIMHE, & UX
COBOKYIITHOCTD - KOJIOM
rjie X - Ol[eHKa UCXOHBIX JAHHBIX.
o Tpebyercs:
[TpeaI0KNUTh aJTOPUTM CXKATHUST TAHHBIX, [EpeIaBae-
MBIX B KaHAJIe MCIIOJb3YEMBIM KOJEKOM.
o OrpanmueHns:

1) Ymenbmurh 00bEM NEpeABACMBIX JAHHBIX He
MeHee, YeM B 2 pa3a.

2) Obmas TOrpeITHOCTh KOJIeKa Pa3pesKeHHOil pe-
I'PECCHUU 1 BLIOPAHHOTO METO/IA CXKATHS He JT0JIK-
Ha npesbinarh 10% OTHOCHTEILHO HOrPEITHOCTH
KOJIeKa, Pa3peKEeHHON perpeccuu Ha TeX XKe Ca-
MBIX JTAHHBIX.

3) CJ0XKHOCTH AJITOPUTMA HE JIOZKHA YBETMINTHCS
6osiee yeMm B 1.5 pasa.

III. Kanan ¢ afguTUBHBIM OEJIBIM TAyCCOBCKUM IITYyMOM

B crathe paccmaTpuBaeTcs KaHAI C QIUTHBHBIM Oe-
JpIM rayccoBeiM mymom, gamee ABTII [2] [3] , xoro-
pBIif IIpencTaBIgeT cOOOM THII IMOMEX B KaHaje CBS3W.
OH xapakTepu3yeTcsi paBHOMEPHOI, TO €CTh OJMHAKOBOI
HA BCEX YACTOTAX, CHEKTPAJbHO IMJIOTHOCTHIO MOITHOCTH,
HOPMAJILHO PACIPEIETEHHBIMI 3HAYEHUSIMUA BO BPEMEHH
1 aJTATUBHBIM BO3/EHCTBUEM Ha CHUTHAJ. DBesbrit Imym
— 3TO MIyM, COJEPKAIIUI PABHOMEPHO PACIIPE/IC/ICHHBIE
KOMIIOHEHTHI 1[I0 BCEMY IHMANa30Hy 4acToT. [ayccoB mrym
— 9TO IIyM, IMEIOIIN HOPMAJIbHOE PACIIPEIESICHIE BEPO-
ATHOCTEIA.

Taxoit myM BO3HUKAET, HATPUMED, TIPU Tepeaade JTaH-
HBIX 110 PAINOCBA3M WM KaOeJTbHOMY TesleBHIeHI0. B Ka-
Haje ABT'TII Kaxk bl OTIeIbHBIA OUT MM CUMBOJI MOXKET
OBITh MCKAKEH IITyMOM, YTO MOYKET MPUBECTH K ONTHOKAM
JIEKOTMPOBAHUSI.

Kanan ABI'I wacro ucmonb3yercs B NCCIEIOBAHAIX 1
pu pa3paboTKe AJrOPUTMOB IMQPOBOiT 00pabOTKM CHT-
HAJIOB U TEJIEKOMMYHUKAITHIA.

Kamnan remepupyer BbIXOIHON curHas i € R u3 BXOIHOTO
curnajiia x € R corracuo

y=x+w

IJle W M3BJIEKAECTCS W3 TAYCCOBCKOTO PACIIPEIENCHUS C
HYJIEBBIM CPEJHUM U JIACIepCHeil o2, 0603HAYaeMOro Kak
w ~ N(0,0?). Kanan ABTTII He uMeeT maMsTH, TO €CTh
BBIXOJIHOM CHIHAJI i KaHaJla 3aBUCAT TOJBKO OT TEKYIIe-
r0 BXOJHOIO CHI'HAJA T, & HE OT IPEIbLIYIIUX BXOJIOB.

BxosH0it curHas B KaHAJ MMEeT OTpaHnIeHre Ha CPeTHIO
MOIIHOCTD P: ecnt o1, T, . . . , Ly, TEPETATOTCS U€PE3 KAHA
3a N UCTIOIB30BaHUIL, TO TPeOYETCs, ITOORI

i = (1)

m ey In l Yooy Un
(+)
Source Encoder )

sent transmitted received
message symbaols symbals

estimated
message

Pucynok 1 - Obmias cxema nepeadu COODIIEHHsT

Il OlEHKM KadecTBa Iepejiadn JIAHHBIX 110 KAHAJLY
ABTTI wucnomnb3yercst orHommenune curas/myM (SNR),
KOTODPO€ OIpeJIeJIsieT COOTHOIIEHNE MOIHOCTH CUTHAJA K
morHocTH TryMa. dem Boimte 3Hadenne SNR, tem sy«rme
Ka4ecTBO Iepejiadn JaHHbIX. TakuM o6pa3oM, OTHOIIEHHe
curnan /urym jyist kanama ABLI pasno P/o?.

IV. Anropurm [Ipubmmxennoit [lepemgatun Coobrennit,
AMP

Anropurm AMP [4] [5] obmagaer psgoM mpenMymiecTs
TiepeJt ApYyrUME MeTOIAMH JIEKOMPOBaHHs [6], TakmMu Kak
BBICOKAsT BBIYUC/IUTEIbHAST CKOPOCTh ¥ 3P heKTHBHOCTD
mpu pabore ¢ pa3pe:KeHHBIMH CHUTHAJaMH. Ero Takxke
MOYKHO WCIOJIB30BATD [IJisl JIEKOJUPOBAHUSI CHIHAJIOB C
HEM3BECTHOI CTPYKTYPOIl, UTO JEJTAET €ro MOJIe3HbIM JIJIst
MIIPOKOTO CIIEKTPa 33739 Hepe/ladn JAHHBIX B KaHAJTAX

ABI'II.

A. Paspexennnie Komp

Kogpr paspexkennoit perpeccun — 310 HaOOp aJrOpUT-
MOB U METOJIOB, KOTOPBIE TIO3BOJIAIOT PEIIATh 33189l pe-
IPECCHH, UCIONBb3Ysl paspexkenHbie Mojean [7] [8] . Dror
THUI KOJIOB OTHOCUTCS K KATErOPHU MSTKOTO JEKOTUPOBa-
HUs. Pa3pekeHHble MOJIENN XapaKTePU3yIOTCA UCIOTb30-
BaHIEM TOJIbKO HEOOJIBINOrO YUC/Ia MIPU3HAKOB JIJIs TIPei-
CKa3aHUs TIeJIEBOIT IEPEMEHHON, B TO BPeMsI KaK OOJIHIITIH-
CTBO IPU3HAKOB He BHOCAT BKJIAJI B IIPE/ICKA3aHUE.

1) Tlpeumymecrsa u Henocrarkn: Paspexenubie pe-
I'DECCHOHHBIE KOJIBI SBJISIOTCS MOITHBIM HHCTPYMEHTOM
JUTs Tepefiadyi NAHHBIX B KAHAIAX CBI3M, OCOOEHHO B
kanagax ABIII, rme onm Moryr obecnednts BBICOKYIO
CKODPOCTD TIePe/Iavi 1 HU3KYIO0 BEPOSTHOCTD OIMUOOK.

IIpeumymiecrna:

1) Bsicokasi CKOPOCTb TIEPeIavl JAHHBIX: KOIBI MOTYT
JIOCTUTATh BBICOKMX CKOPOCTEll Iepeiadu JaHHBIX
LIPU OITUMAJLHOM BBIOOPE HapaMeTPOB M MATPHII.

2) Huskas BeposiTHOCTH OIMIMOKH: KOJIBI CIOCOOHBI 06-
HApPY>KUBATh U UCHPABJIATH OMKOKY IIPH IIEepeade
naHbx gepes kapaanl ABTTIIL

3) DddekruBHOE HCIONB30BAHEE KaHAJA: KOJIBI (-
(PEKTUBHO HCHOJIB3YIOT KAHAJ CBS3H 10 CPABHEHUIO
C JIPYTUMHI METOJIaMH KOJIMPOBAHUS.

Henocrarku:



1) YyBCTBHUTENBHOCTD K IIyMY: KOJBI MOTYT OBITH TyB-
CTBHUTEJBHBI K IIYMy B KaHAJE CBS3M, YTO MOXKET
TMPUBECTH K HEKOPPEKTHOMY JIEKOJNPOBAHUIO JIaH-
HBIX.

2) Bousbmioii 06beM mepesaBacMbIX JTAHHBIX U HU3Kast
CKOPOCTB KoJta (cKopocTh R = %, XapaKTePH3YIOIIAst
U30BITOYHOCTD, BBEJIEHHYIO [TPH KOJMPOBAHNN ).

3) Bsicokne TpefoBamust K BBIYHCINTENBHOI MOIIHO-
cru: DPGEeKTUBHOE HCIOJIb30BAHUE KOJOB Tpedyer
MOIITHBIX BBIYUCUTETBHBIX PECYPCOB JIIsi BHITOJIHE-
HUS CJIOKHBIX BBIYUC/ICHHUN HA KaXKJIOM ITAIIE.

B. Komuposmuk

Coobmenne (3 mpeacrapisieT coboii ocIeI0BaTeILHOCTE
HepeiaBaeMbIX CHMBOJIOB, 00Iee KOJMYIECTBO KOTOPBIX
pasuo L. Torma 5 menurest va L cexrmit mymmaoit M, toe M
— 3T0 pa3Mep ucroJb3yemoro ajdasuta. g mepenadn
OJTHOT'O CHUMBOJIa KOHCTPYHUPYETCS BEKTOP [3;, COMEPKAIImii
M — 1 HyJIeBBIX 2JIEMEHTOB U TOJILKO 1 ocTaBIIuUiics HEHY-
JIEBOI SJIEMEHT. DTOT HEHYJIEBOH 3JIeMEHT WIeHTU(DUIH-
pyer coorBercTByfoImii cumBoji. Hampumep, paccmarpu-
Basgt ASCII-andasur u 6yksy "C"B jarunckoM ajihaBure,
KoTOpasi uMmeeT Koju 67, T.e. 3aHumaer 67-0 MO3UIUIO B
andasure. Torma ayist 1eKOINPOBAHUS MBI TIEPEIAEM BEK-
TOp U3 257 9J1IeMEeHTOB, Tjie 67-if SJIEMEHT UMEeT HeHYJIeBOe
3HAYEHNE, & OCTAJbHBIE HYJIEBHIE:

ecm x ="C"7

ﬂi:(ao--~(165...(1256):(O...aeg...O)
nPZ-:

a1 =/nPy,a0 =v/nPs,...,ap = NPy

910 3HAYECHUE a; OIpeaesideTcsa Kak

Coct : P
Section 1 aection 2 Section L
M columns olumns

M columns M
i —————

Pucynok 2

y:
\/nplAil—l—\/nPQAiz—l—...—l— TLPLAiL-I-w:

Z nPiA; +w(2)

3ajaua TeKOANPOBAHUS 3aK/II0UAETCI B BOCCTAHOBIE-
HWN HEHYJIEBBIX MO3UIMN i1, ...,1r. Ves pacupenerenus
MOIITHOCTH COCTOUT B TOM, YTOOBI OOJIETIUTH WTEPATUB-
HBI J7IeKO7Iep, KOTOPBIN CHAYAJA JEKOJUPYeT (TOYHO MK

IpUOJINIKEHHO) CEKIMH ¢ HAHOOJIbIIEH MOIHOCTHIO, 3aTeM
CEKIMU CO CJIeIyIomell HamOOJbINel MOIHOCTHIO W TaK
Jasee.

Torna

L
P=Pi+Py+...+P,=) P, (3)
j=1
C. [dekomupoBIuK

JlexoaupoBarne ¢ mucmoab3oBaHmeM ajroputvMa AMP
OCHOBAHO Ha OIEHKE BEPOSITHOCTH TOTO, YUTO KAasKIbIif
6ur gaHHBIX ObLT Mepenan 6e3 ommbok. Ajroputm AMP
HAYMHAETCSI C OIEHKU BEPOSITHOCTEN BCeX OMTOB JaHHBIX
HA OCHOBE M3BECTHBIX BXOJHBIX JAHHBIX W OIEHKHU IIyMa
Kanaja. 3areMm ajaroputM AMP oGHOBIsIeT 9TH OIEHKH
BEPOSITHOCTEN € MCIOIBb30BAHUEM DPEKYPCUBHBIX (DOPMYII,
KOTOPbI€ YUIUTHLIBAIOT OIMUOKN TEpeIadn JAHHBIX U IIyM
KaHaJIA.

Hpyrumu cioBamu, asroput™m gekoauposanus AMP
COCTOUT W3 HECKOJBKWX UTeparyii, KaxKaas W3 KOTOPHIX
BKJTIOYAET CJIEJYIONIHE TIArH:

1) CxkaTwe NPUHATOrO CUTHAJA: TPUHATHIA CUTHAT

CKUMAETCS C UCIIOIb30BAHAEM CJIYIAtHON MATPHITBL.

2) OrneHKa CHUTHAJTA: HA OCHOBE CXKATOTO CHI'HAJA BbI-
MOJTHSETCS OIEHKA UCTUHHOTO CUTHAJIA C HUCIIOJIB30-
BaHMEM MATPUYHBIX Oreparuii u GopMysr. DTa OleH-
Ka He sIBJISIeTCS TOYHOMN, HO COAEPKUT MH(MOPMAIHIO
0 mpubIM3UTETHHOM 3HAYEHUN UCTHHHOTO CUTHAJIA.

3) Bebrunciienne onmmoOKu: ¢ MCHOJIb30BAHAEM TOJIYYEH-
HOIl OIIEHKM CHTHAJIA BBIYUC/ISAETCS OIMHOKa JEKO-
nupoBanug. Oumbka mpeacTasiger coboit pasHuIly
MEXKJIy MPUHATHIM CHTHAJOM W €ro OIEHKOH. JTa
ommbKa SIBJISIETCS BaXKHON WH(OpMAImeii, UCIoIb-
3yeMOii B MOCJIEIYIONINX UTEPAIHSIX.

4) OOHOBIICHHE OIEHKH CHTHAJIA: CHCIOJIb30BAHHEM
OMMOKY JTEKOJANPOBAHUS W MATPUYHBIX OTlepaImii
KOPPEKTUPYETCsT 1 OOHOBIISIETCST TIPEIbIIYIIAS OIEeH-

nTows Ka, CHTHAJA. JTO TO3BOJISIET YTOUHSITH OIEHKY CHUT-
HaJIa Ha KaXKJOW UTepalyu.

5) Bapeplienne ajJropuTMa: aaropuTM IPOI0JIKAET Pa-
60TaTh JI0 TOCTHKEHMUST OTPEIEIEHHOTO INCJIa NTePa-
Uit WK JI0 TeX TIOp, TOKa ONTHOKA JTEeKOINPOBAHMUST
HE CTAHeT JIOCTATOYHO MAJIEHBKOIL.

D. BeposgrmocTs ommbKu

DPPEKTUBHOCTL IEKOIEPA HU3MEPSIETC UYEepe3 00
CHMBOJIOB, JIEKOJMPOBAaHHBIX ¢ ommOKamu (Symbol Error
Rate, SER), koropas ompejessiercss Kak JoJis CeKIwuii,
JIEKOIMPOBAHHBIX C OMMOKAMUH ¥ JI0Jeit OUTOB, JIeKo-
JuposanHbix ¢ omuOkamu (Bit Error Rate, BER). SER
OTIPEJIeJISIeTCST CJIEYIONUM 00Pa30M:

1 <& .
_ () ()
SER = - [221%{/33% # et} (4)

rye W{-} aBnsercsa unmukaropHoii GyHKImeii, Bs(ﬁ(): € RM
HpeJcTaBiIsgeT (-0 CEeKIMI0 BEKTOpa COODINEHHs, a ﬁs(fi



ABJIAETCA OICHKON 3TON CEKIWW, CJIEJIAHHON JEKOIEpPOM

AMP.

E. IIpobmemer ¢ gekomepom AMP

Hecmorpst Ha cBOI0 3bdEKTUBHOCTL B KaHAIaX C
ABI'IIIL, nexonep AMP [8] [9] umeer cBoM orpanmueHus
1 TIPODJIEMBL:

1) OrpanuveHHast IPOM3BOUTEILHOCT [IPU BBICOKHX
YPOBHSIX miyMa. B cuTyanmsx, Korja MIyM KaHaJa
OYeHb BBICOK, Jekoiaep AMP Moxker HCHBITHIBATH
TPYAHOCTA C BOCCTAHOBJIEHHEM HCXOJHOTO COODIIE-
HUsI, YTO TPUBOJUT K OMIMOKAM JIEKOJIUPOBAHUSI.

2) Cozmanne 3HAYATETHLHON W30BITOYHOCTH JIAHHBIX.
Hexonep AMP MoxKeT BBOAUTH 3HAUUTENHHYIO U3-
OBITOYHOCTD B IIepeJIaBaeMble JIAHHDIE.

3) HeobxoauMoCTh TIPABUIBHOIO BBIOOPA MAPAMETPOB.
Hexonep AMP TpefyeT onTuMaabHOrO BHIOOpPa IIa-
PaMeTpoB JUId KaXKJI0i KOHKPETHO! 38149 JTeKO/IM-
poBanus. HermrpaBuibHbIH BEIOOD TAPAMETPOB MOXKET
IPUBECTH K HU3KOU TPOU3BOJUTENILHOCTH U CHUZKE-
HUIO TOYHOCTHU JIEKOJIIPOBAHMS.

4) Bolcokast BBIMHCIHTENbHAS CIOKHOCTb. B HEKOTO-
pbIx ciayuasx gekogep AMP moxer TpeboBaTh 3Ha-
YUTEBHBIX BBIYUCIUTETHHBIX PECYPCOB, ITO MOXKET
OBITH TPOOIEMATHYHO /IS PEATN3AIN Ha MOOHIIb-
HBIX YCTPOMCTBAX WM APYTUX YCTPOUCTBAaX C Orpa-
HUYEHHBIME BBITUCINTETEHBIME BO3ZMOXKHOCTSIMI.

[Ipobiiema, KoTopyto MbI Oyj1eM paccMaTpPUBATh B JAH-
HOM WCCJIEJI0OBAHNN, 3aK/II0YALTCI B CO3IAHNY 3HATUTE b
HOI M30BLITOYHOCTH B TIEPeIaBaeMbIX JTaHHBIX.

V. O630p HOX0KUX 38184
A. U3mepenus cxKUMAIOMIEro KOAMPOBaHUs ¢ 1 6urom

OpnoburHoe cxxumatoree  koguposarue (1-bit  CS)
npeJcTaisieT coboii BADUAHT 3a1a49u OOHAPYIKEHUS CXKa-
TOrO CHUTHAJIA, KOTOpas 3aK/II0YaeTcs B BOCCTAHOBJICHUH
Pa3peKEHHOr0 CUTHAJIA U3 ero OMHAPHBIX (OJHOOUTHBIX )
u3Mepenuii. B TpaJuIuoHHBIX 33/a4aX CXKAaToro oOHApY-
JKEHUS CUTHAJIBI U3MEPAIOTCA B HEIPEPBIBHLIX 3HAYCHUSX
(anasiorosbx), HO B ciydae 1-bit CS kaxoe usmepenue
sIBJIsIeTCs OUHAPHBIM 3HaueHneM — 6o 0, smbo 1 [10].

Omaum 3 KmoueBbix acnekTos 1-bit CS asnsgercsa Bol-
6Op OITUMAJILHOIO IIOPOTOBOI0 3HAYCHMUS [l PEIIeHHs] 3a-
JIaYM BOCCTAHOBJIEHWsI. JTO CBSI3AHO C T€M, UTO OMHAPHBIE
U3MepEHHsT MOT'YT TOJbKO YKa3bIBaTh HA TO, YTO 3HAYEHHE
CHUTHAJIA, BBLIIIE WM HUAXKE OIPEIEJICHHOrO IOPOra.

1) Mogenb usmepenuii: B kiaccuaeckoM 0JHOGHTOBOM
C2KaTOM OOHAPY KeHNH KasKJj0e U3MepeHHe y; [IPeCTaBIIs-
eT coboif 3HaK CKAJSPHOIO MPOU3BEIEHNS PA3PEKEHHOTO
BEKTOpa T Ha BEKTOP U3MEPEHUii a;:

y; = sen((ai, ;). (5)

B srcrepnMeHTATBHOM HACTPOIKE TPUEMHUK TTOJTYYIAET
U3MepeHne y;, KOTOPOe COOTBETCTBYET OJHOOMTOBOMY H3-
MEPEHHIO Y, NICKaXKEHHOMY J100aB/IeHIEM HYJIEBOT'O 6€JI0ro

rayCcCOBCKOIO IyMa w; C AUCIepcueii fu, Te., w; ~ N (0,121, ).
OTO MOXKHO 3aIICATh KaK

Yi = y; +w;. (6)

Bekrop m3mepennit y pazmepunoctu M X 1 KOMIIAKTHO
BBIpazkaeTcd Kak

y = sgn(Az) + w, (7)
e i-s1 crpoka Apry v - 910 a;]5).

B. VuusepcasbHoe ynajienue mryma

Yuusepcaibupie cetn yuatdenus myma  (Universal
Denoising Networks, UDN) [11] sBisiorest Tumom riry-
OOKUX HENPOHHBIX ceTell, Pa3pabOTAHHBIX JIJIS PeIleHus
3a/1a4 yIAJEeHUs IIyMa U3 CUTHAJIOB, U300paKeHUil M
npyrux maHabix. OCHOBHOW OCOOEHHOCTHIO YHUBEPCAJIb-
HBIX ceTell yJajeHus IMyMa sBJISeTCs BO3MOXKHOCTH Pa-
0OTBl C PA3JUIHLIMU THUIAMH IIyMa I CUTHAJIOB 0€3
HEODXOIMMOCTH [IPEIBAPUTEIHFHON HACTPONKY MJTH 3HAHMUS
XapaKTePUCTUK KOHKPETHOTO IIyMa.

Tpagunuonubie aJIropuTMbl yAAJEHHS INIYMa OOBITHO
Pa3pabaTLIBAIOTCS M OUTHMU3UPYIOTCS [T KOHKDETHBIX
THUIIOB IIIyMa, YTO OTPAHIYINBAET UX UCIOIL30BAHIE B Pe-
AJILHBIX YCJIOBHSIX, [JIe IIYM MOXKET OBITH PA3HOOOPA3HBIM.

UDN wucciegyior BO3MOXKHOCTH TJIyOOKOrO 0OydeHust
JUIS CO3/IAHUS YHUBEPCAJIBLHON MOJIEHN YJIAJIeHus IIyMa,
c1rocobHOl 06pabaThIBATL PA3JINYHBIE THIBI IyMa U CHUI-
HAJIOB 0e3 HeOoOXOAMMOCTH CIIEIUAIN3AIMN I KaXKIO0TO
tuma. OHn o6ydatorcst Ha 60JBIITIOM Habope pasHoobpas-
HBIX NIYMHBIX JIAHHBIX, YTOOBI HAyIUThCA SPPEKTUBHO
YAAIATE IIyM U3 HOBBIX, HEM3BECTHBIX JAHHDIX.

VI. Cxatue

CiKaTue JAHHBIX — 9TO IPOIECC yMEHBIIEHHS pa3Mepa
JIAHHBIX IyTeM yiaJeHus] H30bITOIHOH nHbOpMAIII Win
KOJIMPOBaHHsl ee TakKuM 00pa3oM, 4ToObI OHA 3aHUMAJIA
MEHBIIIE MeCTa Ha JKeCTKOM JIUCKE HJIM B IAMATH U yCKO-
psisia. nepejiady JaHHbIX 1o cern [12] [13] .

A. Ckarne paspeKeHHONH MATPHUIBI ¢ COXPAHEHHEM pa3-
pexkeHHOro gopmara,

CxkaTue pa3pexKeHHON MATPHIIBI ¢ COXPAHEHHEM paspe-
JKEHHOTO (DOpMATa IIPEIIOIAraeT YMEHDIIEHHe Pa3MePHO-
CTH MATPUIBI IIPU COXPAHEHHU €€ DPa3PEKEHHOH CTPYyK-
Typhl. Takoil HOAXO MO3BOJISET COKPATUTH 3aTPATHI HA
XpaHeHne u 00pabOTKy pa3peKeHHbIX MATPHIL.

CymiecTByerT HECKOJIBKO BO3MOXKHBIX PA3JIOXKEHUI MaT-
purpl  Ha cocTaBHble Marpuipl. Ho Toimpko SVD-
PAa3JI0KEHNe TIO3BOJITET YMEHBIIUTh PA3MEPHOCTD XPAHHU-
MbIx jgamubix [14] [15] . SVD — sro meron pasioxerust
MATPHUIBL Ha TPU 00Jiee MAJEHbKIE MATPUILI U SABJISIETCS
OJIHUM U3 KJIIOYEBLIX MHCTPYMEHTOB JIMHEHHON airedphl 1
HAYKHU O JAHHBIX.

Hng marpunpst M X N A SVD upezcraiisier ee B Bujie
HPOU3BEICHNST TPEX MATPHII:

A=U-S-VT (8)



I'me U — oproronanpaas marpuria pasmepom M x M,
S — nmaroHajbHasg MaTpuia pasmepoM M X N ¢ Heorpu-
IATETBHBIME /IeMEHTAMH, & V! — TpPaHCIOHHPOBAHHAS
OpTOTOHATbHAsT MaTpuiia pasmepoM N X N. DjeMeHTHI
HA JUArOHAJIA MATPHIEI S HA3BIBAIOTCS CHHTYISIPHBIME
3HaueHusMu Marpuibl A, a crosbuer marpun, U u V
HA3bIBAIOTCST COOTBETCTBEHHO JIEBHIMU U TPABBIMHU CHHIY-
JISPHBIME BEKTOPAMI.

Cunry/sgpHoe pasjioXKeHHe I03BOJISET IIPEJICTABUTE
MmaTpuiy A B Buje JuHeHON KOMOUHAIMN OA3NCHBIX BEK-
TOpPOB, KOTOpBIE HAmOOJIee CYIIECTBEHHO BJIMASIOT Ha ee
crpykTypy. B wacrnoctu, SVD BeisBiger nanbosiee 3Ha-
YIMble HAPABJIEHUS B JAHHBIX, KOTOPBIE MOXKHO MCIOJIb-
30BaTh JJI YMEHbBIEHUS Pa3MEPHOCTH WM JJIs MOUCKA
HamboJIee BaXKHBIX KOMIIOHEHTOB B JAHHBIX.

B. Cxarue usmepenuit

Cxkaroe Bocipustue (Compressive Sensing, CS) — sto
MeToJ] 00PaDOTK! CUTHAJIOB M CXKATHS JAHHBIX, OCHOBAH-
HBIl Ha Ujee TMOJIYIeHUs OOJIBIIOr0 KOMMIeCTBAa MHMOP-
MAIIUK O CHTHAJIE C TIOMOIIBI0 OTHOCUTEIHHO HEOOJIBIIOrO
uncsia u3mepenuii [16] [17] . Dot meros ucnosb3yercst, Ko-
[/1a, KOJIMIECTBO M3MEPEHNI OrPAHITIEHO, & CUTHAJ pa3pe-
JKEH WM UMEET PA3PEeKEHHOe MPECTABICHIE B HEKOTOPOM
Hasuce.

Wpnesi, mexxamasi B OCHOBE CKATOIO BOCIPHUSATHUSI, 3a-
KJIIOYAeTCs B HOJIYyYeHNH HHMOPMAIUN O CHIHAJIE C IIOMO-
MIBIO TOJIBKO HEOOJIBINIOTO YUCJIa BHIOPAHHBIX M3MEPEHUI,
a 3aTeM BOCCTAHOBJIEHMH HUCXOJHOTO CHUTHAJIA U3 TUX U3~
MEpPEHHIT ¢ UCIIOIL30BAHIEM AJITOPUTMOB BOCCTAHOBJICHUS
CUTHAJIa, TAKNX Kak MuHmMumsaiust L1 wim meron Ham-
MEHBIINX KBAIPATOB C OrPAHMYEHUSIMI.

a) Ciyvaitnbie mpoekmun: Meros crygaiiHbIX TpoeK-
it [18] siBisieTcst oxHIM 13 HaubosIee PACIPOCTPAHEHHBIX
METOJIOB C2KATOI'0 BOCIPUATHS Ha OCHOBE UJIEN CIIy4aiiHOro
IPOEIMPOBAHUS MATPUIIBI U3MEPEHHI.

OcHoBHAs wesd CAYIANHBIX TPOEKIU 3aKJII0YAeTCI B
caeyiomeM. VIMeioTcss MHOTOMEpPHBIE BXOZHBIE JTAHHBIE, 1
HEOOXOIMMO YMEHBITHTh UX PA3MEPHOCTb, ITOOBI YIPO-
CTUTH BBIYUC/ICHUS UJIN U3BJICUb BAXKHDIE TIPU3HAKH. BMe-
CTO UCIIOJIb30BAHUS CJIOKHBIX AJITOPUTMOB CHIZKEHUS Pa3-
MEPHOCTH, METOJI CJIyIalHbIX MPOEKITHH MPEeJIAraeT Ipo-
€IMPOBATH BXOJHBIE [AHHBIE HA CJIYIANHO CreHepHPOBAH-
Hble 60Jiee HU3KOPA3MEPHDIE HOIIIPOCTPAHCTBA.

o Ilpunrun paboTel: MPOEIUPYET UCXOHBIE TaHHbIE HA
CJIy4aiiHO CreHepUpPOBAHHBIE HU3KOPA3MEPHBIE IOJI-
[POCTPAHCTBA.

o IlpenmymiecTBa: mpocrast peajqu3anusi, HA3Kas BbI-
YHUC/IUTEIbHAS CJIOKHOCTD, COXPAHEHNE CTPYKTYPHBIX
CBOWCTB JJAHHBIX.

e OrpaHuveHns: MOXKeT MPUBECTH K TOTEpe WHQOP-
MAIUM W WCKAYKEHUIO CTPYKTYPBI JAHHBIX, €C/IH
cJlyvaiiHas MATPUIA He BLIOPAHA MPABUJILHO.

b) Paspexenmsie rayccosckue npoeknum: Meror 7]
reHepUpyeT IIPOEKIINH, HMEIOIIe Pa3PeKeHHyI0 CTPYKTY-
Py WIHN CMelleHne K Hymo. B 3ToM ciydae O0IbIIMHCTBO

5JIEMEHTOB TIPOEKITN PABHBI HYJIIO, U TOJBKO HEOOJIBINOE
KOJIMIECTBO 3JIEMEHTOB NMEIOT HEHYJIeBble 3HAUEHMUsI. DTOT
TIOJTXO/T TI03BOJISIET TPE/ICTABATH JAHHBIE C UCIIOTH30BAHNU-
€M 3HAIUTEIbHO MEHBINEro 00bemMa nHGOPMAIINHT, CHUKAST
pPa3sMepHOCTb U 00bEM JTAHHBIX.

Pacripenienienie BeposdTHOCTEll I TeHepalun pas3pe-
JKeHHBIX ITIPOEKNNII OCHOBAHO HA TayCCOBCKOM pacIIpe/ie-
JIEHUH, HO ¢ J0OABI€HHBIMU OTPAHNIEHUSIMA PA3PEsKEHHO-
CTH. DTU OTPAHUYEHUs TAPAHTUPYIOT, UTO OOJBIIMHCTBO
3JIEMEHTOB MTPOEKITIH PABHBI HYJTIO, B TO BpeMs KaK TOTHKO
HeOOJTBITIOE KOJMIECTBO 3JIEMEHTOB C/IyIaifHO BHIOMPAIOTCST
13 TayCCOBCKOTO PaCIpeIeeHNs.

C. ABToKOAMPOBIUKI

AsTokomupoBnmKy, autoencoders - 3TO0 KJIacc Moje-
Jieit TiyOboKoro o0ydeHus, KOTOPbIe UCIOJB3YIOTCH s
obyueHnst 3 PEKTUBHOTO TPEICTaBIeHNs JaHHbIX. OHH
paboTaIoT myTeM CXKaThsl, KOAUPOBAHNS BXOHBIX JTAHHBIX
B 00Jlee HM3KOpPA3MEPHOE IMPOCTPAHCTBO U 3aTE€M BOCCTA-
HOBJICHU, JEKOANPOBAHUS WMCXOJHBIX JAHHBIX U3 ITOTO
cxxaToro npexcrasienus [19] [20].

OcHoBHAsT UJiesT aBTOKOMPOBIIUKOB COCTOUT B TOM, YTO-
OBl 00y YIUTH MOJIENIb PEKOHCTPYUPOBATH BXOJHBIE JIAHHBIE
HA BBIXOJ€ C MUHUMAJIBHOU moTepeit mudopmanmu. s
5TOr0 MOJEJIb CHAYAJa Mpeodpa3yeT BXOIHBIE NAHHBIE B
C2KATOE TPEJICTABJIEHNE - KOJI, & 3aTeM BOCCTAHAB/IMBAET
HCXOJHDBIE JAHHBIE U3 9TOTO CKATOTO TIPEJICTABICHUS.

ABTOKOIMPOBIMKY MOI'YT CXKHMATh JAHHBIE ITyTEM U3-
BJIeUeHNs Hambojiee MH(POPMATHBHBIX IIPU3HAKOB U3 HC-
XOJIHBIX JIAHHBIX U [IPEJICTABICHAS UX B O0/Iee KOMITAKTHOI
dopme. DTO IPOUCXOIUT 33 CIET JBYX OCHOBHBIX MEXAHU3-
MOB: KOIUPOBAHUS U JEKOIUPOBAHHUS.

a) Convolutional Autoencoders: Cseprodmbie aBTO-
KOJIMPOBIIUKN - 3TO KJIACC MOJeJiell riiybOKoro o0y vIeHus,
KOTODBIE WCIIOJIb3YIOT KOMOMHAIMIO CBEPTOYHBIX CJIOEB
U CJI0EB CyOIMCKDPETU3AINU IS W3BJCUCHUS IIPOCTPAH-
CTBEHHBIX NIPU3HAKOB U3 BXOHBLIX JAHHBIX U UX MOCJEIY-
forero cxkarust [21].

OcHoBHbIE OJTOKM:

1) Ceeprounsiit cioit, Convolutional Layer. Cseprou-
HBIE CJION SIBJISTIOTCST OCHOBHBIM CTPOHUTEIBHBIM 0JI0-
koM CNN. KaxKaplii HefpoH B CBEPTOYHOM CJIOE
COOTBETCTBYeT HEDOJIBINON 00JIACTH BXOJHBIX JIAH-
HBIX, U BBIYUCJISIET CBEPTKY ITOH 00/1aCTH ¢ HADOPOM
JIOKaJIbHBIX (PUIIBTPOB, sijiep. Pe3yibraToM aBJsiercst
KapTa MPU3HAKOB, KOTOPAasl CONEPXKUT AKTHBAIUI
[IPU3HAKOB Ha PA3JIMYHBIX YPOBHSIX abCTPAKITHUN.
Bxonubre gannbie X pasmepom Wi, X Hyy, X Dy, re
Wiy, - mupuna, Hj, - BeicoTa, Dj, - KOJIM4IecTBO KaHa~
JoB. Takxke gnpo cBeprku K pazmepom F' X F' X Dy,
rae F' - pasmep smpa ceeprku. CBeprovnas omepa-
IHsI IPUMEHSIETCS K BXOJHBIM JTAHHBIM CJIEYIOIIAM
obpazom:

’11

—1F-1Dj,—-1

(X*K)(i,j,d

T
[e=}
(o=}

m=0 n=

X (i+1, j+m,n)-K(l,m,n)



2) Cuoit nomesiGopku, Pooling Layer. Cooit mogsel-
OOPKM UCIOMB3YETCs ISl YMEHbBIIEHHsT PA3MEPHOCTH
UPU3HAKOBBIX KAPT ¥ CO3JAHUS WHBAPMAHTHOCTU K
HEeOOJIBINM TTPOCTPAHCTBEHHBIM TPAHCHOPMAITHSIM
BXOJHBIX JaHHBIX. OOBIYHO MCIIOIB3YETCsT OIepAaIst
HOABBIOOPKH, KOTOpash O0bEINHSACT 3HAYECHUS IMIPH-
3HAKOB B HEOONBINX OOJACTSIX M yMEHbIAeT pas-
MEPHOCTb KapT MPU3HAKOB.

Bxommpre manmpie X pasmepom Wi, X Hy, X Dy,.
Omneparnust MakCHMAaJIbHO# TI0IBHIOOPKH pa3Mepa, S X
S Ha KaxKJOM KaHaje d [PUMEHSIETCsI CJIEYIOMUM

obpazom:
(Xpoor) (i, ) = maxax X (i - S + 1, - § +m,d)

b) Recurrent Autoencoders: PexyppenrHbie aBToKO-
JIUPOBILIUKY - 9TO MOJEJHU IJIyOOKOro 00y4YeHusi, KOTOPbIE
KOMOMHUMPYIOT B cebe IPHHIUIILI ABTOKOJAUPOBIIUKOB 1
pekyppeHTHbIX HeiipouHbix cereit, RNN. Onu npumens-
I0TCs JIJIsE pabOThI C MOCJIEI0BATE/IbHBIMA JIAHHBIX, TAKU-
MH KaK ayjuo, BUJEO, BPEMEHHbIe Psjibl U TeKcThl |20]
[zou2021channel| [22].

KiroueBbIM  KOMITOHEHTOM — SIBJISIETCSI  PEKYPPEHTHBII
6JIOK,, TTO3BOJISTFOIIAIT MOJIETH YUIATHIBAT MPEIBIIYIIHIE CO-
CTOsTHHSI TIpu 00paboTKe Tekyiero Bxofa. Ha kaxkmom
BPEMEHHOM Tare ¢ BXOJHON 3JIEMEHT Ty TIOJAETCS Ha, BXOJ,
PEKYPPEHTHOMY CJIOI0. DTOT BXOJ MCIIOJB3YETCS] BMECTE C
[PEJIBULYIIIM CKPBITBHIM COCTOSTHHEM ip—1 (KOTOPOE SIBJIsI-
€TCsl BLIXOJOM PEKYPPEHTHOIO CJI0sI Ha MPEIbILYINEM Bpe-
MEHHOM TII1are) Jyisi BBIYUC/IEHUS] HOBOTO CKPBITOIO COCTO-
saHug hy. MaremMaTndecku 310 MOKET OBITD [IPEICTABIEHO
Kak:

hy = f(xta ht71)
rie f - QyHKIMS aKTUBAIMH PEKYPPEHTHOIO CJIOsI.

VII. IlporpaMmuast pean3aiust

a) @Oynknus norepb: DyHKIWMS 10TEPH - 3TO DYHK-
11751, KOTOPAst U3MEPSIET PA3HUIY MEXK/TY IPEICKA3AHHBIMI
3HAYEHUAME MOJIEJN U UX UCTUHHBIMU 3HATCHUSIM.

B pabore paccmarpuBaiace MSE, ona u3mepsier cpej-
Hee KBaJPATHIHOE OTKJIOHEHWE MEXKIY BOCCTAHOBJIEHHBI-
MU JIJAHHBIMY U UX UCXOJHBIMU BEPCUIMU.

@opmyma MSE BeirgauT cremyionmm 006pa3om:

1 n
MSE = = “(y; — )°
s
JIe: 1 - KOJIMIECTBO IIPUMEPOB B BHIOOPKE, ¥f; - ICTUHHOE
3HAUEHUe, {J; - PEJICKA3AHHOe 3HAYCHHE.

b) Onrumuzarop: B pabore paccmarpusascs Adam
(Adaptive Moment Estimation). 91o komGuHamus MeToa
CTOXACTUIECKOTO TPAJIMEHTHOrO CITYCKA U METOJa aJall-
THBHOI OrleHKH MOMeHTOB. PopMyJ/IbI OOHOBJIEHUST BECOB:

my = P1-me_1+(1—=P1) - g¢

v = Ba-vim1 + (1 Ba) - g7

N my
my = —
1-5;
N Ut
Vt 7
1-5
a ~
0t+1*9t_ = m
U + €

Ime m; m vy - OIEHKW TEPBOrO W BTOPOTO MOMEHTOB
rpajiieHTa Ha mare t, ¢g; - TpajneHT QyHKIUH IOTEPh HA
mare t, 81 u 5 - mapaMeTpPhI CIVIAXKUBAHUS, € - HEOOIBIIOE
YHCJIO JIJIsT IUCJACHHON CTaOMIHLHOCTH.

VIII. DxcrnepuMeHTATBHBIE HCCIEI0BAHNS
A. Meromuka uccrenopanus

Ucnonszymoe  yerpoiictBo - MacBook Pro 2023r na
nporieccope M2 ¢ omnepanmnonnoit cucremoit Ventura 13.
Best pabora npoussoamiack B Google Colaboratory.

Symbol Error Rate - ompemensiercss xax oTHOIIEHHE
YHCJIa HEIPABUIBHO PACIIO3HAHHBIX CHMBOJIOB K OOIIEMY
THCITY TIepeaHHbIX cuMBOJIOB. Bit Error Rate - ompenens-
ercsi KaK OTHOIIEHNE YNCIa HEIPABUIIBHO PACIIO3HAHHBIX
O6uTOB K ODIIEMY YUC/IY MEPEeIAHHBIX OUTOB.

Bpems 3amepsiioch ¢ momornpio time.perf counter(), a
time MMIIOPTUPOBAJICS B MPOTPaMMy C HOMOIIBIO import
time.

B. PegynbraTsl 9KCIIEpUMEHTOB

BuiOpanubie MeTOBI CKATHSI JAHHBIX CPABHUBAJUCH C
ucnoJib3oBanueM smysaTopa kKanaia ABIIII ¢ gekomepom
npubsuKeHHoro nepeiadn coobmenuii (AMP) [4].
Hacrpoiiku nexojepa:
1) M: kommdecTBo cuMBOsIOB B aidasure = 1024.
2) L: Koam4ecTBO IepeiaBaeMbIX CUMBOJIOB B 1 coobriie-
Hnu (Bapbupyercs or 1024 no 1000 B 3aBucumocTn
OT 3a/1a4H).

3) P: orpanmueHne Ha CpeJHIOI0 MOIIHOCTH CHMBOJIA
KOJIOBOTO CJIoBa = 15.

4) R: ckopocTb, TecTUpOBATACh Ha GA30BOM 3HAYCHUM
1.3.

5) Wreparmuu: 30.

6) Symbol Error Rate, SER.

7) Bit Error Rate, BER.

TecToBble JaHHbIE OBLIA CJIyYaiiHBIM 00Pa30M CO37aBa-
JINCh KOJEPOM KaXKIbIii pa3 Jyisl MOCJEIyIONiell paboThL.
PesynbraTsr 6a30Boro jekojepa 6e3 Kakux-Jm60 Moiudu-
KAITUi TIPEJICTABICHBI HIZKE:

AWGN channel noise variance | SER | BER | Time

1 0.112 | 0.02 1.2

1.2 0.135 | 0.128 | 0.6

1.5 0.173 | 0.1095 | 0.8

2 0.313 | 0.2123 | 2.4

4 0.8 0.4084 | 0.782
Tabmuna 1 - TToxkazaresn SER u BER B kanase ¢

PA3IMYHBIM pacIpe/ie/ieHIneM yMa 6e3 CyKaTus
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C. Pesymbrarnl MeToa CIIyIaiiHbIX TPOEKIHIT

Time | Array width size | Compress
52 10 51.9

42 20 19.9

32 50 6.1

35 100 3.4

40 200 1.12

Tabmuma 2 - 3aBUCHMOCTD BPEMEHN CXKATHUS 1
K03 PUIIEHTa, CXKATUST METOIa PA3PEsKEHHOIN 1
CJIy4aiHol MpOoeKIun

Noise variance | SER BER

1 0.1415 — 0.1576 | 0.0234 — 0.0292
1.2 0.3045 - 0.425 0.2342 - 0.2814
1.5 0.501 - 0.864 0.1846 - 0.3234
2.0 0.5170 - 0.6302 | 0.2073 - 0.2919

Tabmuma 3 - 3asucumocts BER u SER 1pn
ACIIOJIb30BAHUN CJIyYaiiHON IPOEKIMH HA JUCIEPCUIO

myma kanana ABI'I mpu pasimmanerx xkoaddurmentax

CXKaTHuA

Kak BuIHO U3 TIpEmOCTABIEHHBIX JAHHBIX, AJTOPUTM
MOXKET CXKATh IiepejiaBaeMble 3HaueHus moutu B H0 pas,
npeoOpa3oBaB BekTOp (3 B MaTpumy pasmepom 10 *
(B.size/10). OnHaxo B 9TOM CiIydae CKOPOCTH 00pabOTKH
COODTIEHNST 3HATUTETHHO 3aME/[JTUTCS.

HemoctaTok 3100 MeTOa 3aKI0IAETCST B THTENBHOI
00paboTKe CHrHAJIA U IEKOMIPECCUH.

D. Pegynbrarsl MeTOa pa3peKEHHON MTPOEKITUH

Noise variance | SER BER

1.0 0.13-0.182 0.02 - 0.42

1.2 0.158 - 0.258 0.158 - 0.84

1.5 0.393 - 0.714 0.1938 - 0.2991

2.0 0.6947 - 0.8582 | 0.3835 - 0.5284
Tabsmma 6 - 3asucumocts BER u SER mpu

ucmoab30oBaHnn SVD Ha THCIepCHio TIyMa KaHaJa
ABT'II npu paznudubx Ko3DOUIHEHTAX CKATHS

SVD-1eKoMITO3HITHS TPOIEMOHCTPIPOBAJIA, XOPOIIIHe Pe-
BYJIBTATHI, MOKA3aB OTHOCHTEJHLHO HU3KHWE YPOBHU OIIU-
00K [0 CpaBHEHHIO ¢ 0A30BBIM AJTOPUTMOM, IMIPU ITOM
JIEMOHCTPUPYSI XOPOIITHE XAPAKTEPUCTUKH CKATUS U CKO-
pocTh 00pabOTKM, KOTOpasi He CYIIECTBEHHO IMPeBBINaeT
CKOPOCTH 6a30BOT0 aJITOPUTMA.

F. Pesynprarsl peKypeHTHOTO aBTOKOINPOBIIHKA

Noise variance | SER Compress | Time
1.3 0.2542 | 2 2.023
1.3 0.3136 | 5 2.016
1.3 0.3724 | 10 2.038
1.3 0.4245 | 20 2.043

Tabsuria 7 - 3aBUCUMOCTD BPEMEHH CXKATH,
BOCCTAHOBJICHUsT HHPOPMAINE OT KOIPMUIMEHTa CoKATHSI
PexypeHTHOr0 aBTOKOIUPOBIIIKA

PexypeHTHBIIT aBTOKOIMPOBINUK TOKA3aJl XOPOIINE Pe-
3YJILTATHI IPU 00PabOTKE TEKCTa, SIBJISETCS CAMBIM ObICT-
PBIM U3 PACCMATPUBAEMBIX METOJIOB BOCCTAHOBJIEHWS WH-
dopmanuu. Ho kadecTBo BoccTaHOBJIEHHS WH(MOPMAIINH,
IPU YepeIOBAHNY JAHHBIX PA3IMIHOro hopMaTa, B CpeJi-
HeM xyxe, ueM y SVD pasioxenus. Taxxke umeer 3aBucu-
MOCTH OT JHCIepcHud ImyMa. IIoMrMo 9Toro, HeBO3MOKHO
U3MEHeHne mapamMerpa KodDOUINeHTa CKATHS, [T ITOTO

Noise variance | SER BER

1 0.1205 - 0.1880 | 0.0209 — 0.0363
1.2 0.2914 — 0.4544 | 0.1305 — 0.2435
1.5 0.5213 - 0.734 | 0.2846 — 0.3734
2 0.5790 — 0.6510 | 0.2852 — 0.3294

HY2KHO 33HOBO 00Yy9aTh MOJIENb ABTOKOANPOBIIIKA.

G. PesyabpraThl CBEPTOTHOTO ABTOKOIMPOBIIIKA

Tabmuma 4 - 3asucumocts BER n SER mpn
MCIIOTb30BAHUN METO/Ia PA3PEXKEHHOH MPOEKIINN Ha,
mucriepento myma Kaxajaa ABTTI npu pazindsbix

K03 PUIIEHTAX CIKATHSI

Kak u METO/], Cﬂy‘laﬁHbIX HpOeKHI/IfI, 9TOT METO/ IIOKa-
3bIBaeT I\'IHOI‘OO6€H.L&IOH.H/IG pe3yJIbTaThbl B C2KaTUU MaTPUIIL,
HO KaK CKaTue, TaK U IIOCJIeIYIOIIHE IIPOIECCHI JIEKOMIIPEC-
CUH ABJIAIOTCA BPEMA3ATPATHBIMU OIlI€PpAUAMU.

E. Pe3yanaTI>1 C2KaTHn4d C UCIIOJIb30BaHUEM JJECKOMIIO3UITIL

SVD

Time Number of singular numbers | Compress
28-4.2 |10 51.1
3.3-392 | 20 25.5
3.5-42 |50 10.2
3.87-4.1 | 100 5.1
3.9-41 | 200 2.05

Tabmuna 5 - 3aBUCUMOCTD BPEMEHH C3KATUSA U
ko3 dunuenta cxarus SVD

Noise variance | SER Compress | Time
1.3 0.1358 | 2 5.041
1.3 0.1479 | 5 5.263
1.3 0.1767 | 10 5.248
1.3 0.1962 | 20 5.284

Tabauna 8 - 3aBUCHMOCTH BPEMEHU C2KaTH,
BOCCTAHOBJIEHUS MHMDOPMAITIK OT KOIDDUIMEHT CKATHSA
CBepToYHOrO aBTOKOIAMPOBIIIKA,

CBepTouHbIil ABTOKOAMPBOIIK MOKA3aJ XOPOIIHE Pe-
3yJIBTATHI IpH 00paboTKe GoTo U Bueo u3obpaxkuuit. Ho
Ka4eCTBO BOCCTAHOBJIEHUS WHMOPMAINMH, TPU YepeIoBa-
HUHU JAHHBIX PA3IHIHOrO popMaTa, B CPEIHEM XYyIKe, TeM
y SVD paznoxkennst. imeeT 3aBHCHMOTH OT JAUCIEPCCHH
nryma 1 KodbhuImenTa cxxaTus.

H. Brisox

Kak BujiHO m3 1pOBEJIEHHBIX BBIIIE IKCIIEPUMEHTOB, 3
n3 4 MeTOZOB CXKAThsl 00ECIeUnBAIOT CUJIBHOE CIKATHE
C MHUHUMAJIBHOW TOTEPEell IIepe/laBAeMbIX JIAHHBIX, 2 W3
KOTOPBIX TPEOYIOT 3HAYUTEIbHBIX OTPAHUICHNUIT Ha, 337147y
u. OcraBummxcst 2 MeToJa IJIOXO HOKa3aau cebsl, KaK II0
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Ka4ecTBy, TaK M II0 CKOPOCTHb JIEKOAUpOBHUsA. Jlekomio-
sunus SVD mposBuia cebst HCKITIOIUTETBHO XOPOIIO TIPH
PpeIeHnn TOCTABIEHHON 3.

OnHAKO CTOMT OTMETHTH, UTO y JeKoMmosurmu SVD
€CThb CBOM HENOCTATKH, OJWH M3 KOTOPBIX 3aKJIOUAETCS B
pabore ¢ OOTBITIMI MATPUIIAME. B TaknxX Ciaydasx mpej-
MOYTHTETbHEE TPEJICTABUTD MEPeTaBaeMbIil WHMOPMAITH-
OHHBIN BEKTOD HE KaK €IUHUIHYIO MATPHILY U IPUMEHUTD
JIEKOMIIO3UINIO, 8 KaK HabOp MaTpHIl, IS KaXKIO# u3
KOTOPBIX puMeHsieTcst gekomuosutust SVD.

Ecmu ke w3BecTeH THI MepeaBaeMbIX JAHHBIX U Ta-
PAHTUPOBAHO, YTO JUCIEPCHs IIyMa OyIeT H3MEHATHCSI
He CHJIbHO CO BPEMEHEM, a TaKKe MOXKHO IIOJCYUTAThH
3apaHee TpUeMJIEMbIil KOIDOUIHEHT CKATHUS, TO JIYHUIIe
HCII0JIb30BATD HOIXOISIIN aBTOKOIUPOBIIHK.

IX. 3akmodenne

B nmammoit pabore paccMarpuBasiach mpodeMa CHEKe-
HUS Pa3MEPHOCTH IEPETaBAEMbIX JAHHBIX IOCPEICTBOM
paspexkeHHbIX KouoB B Kanaje ABIIL.

SVD-paszmoxkenne 09eHb XOPOIIO TMOKA3aI0 cebs mpu
peIeHnn TTOCTABIEHHONW 33a9i [PU HEW3BECTHOM THIIE
nepenaBaeMbix manHbx. Ho, SVD-pazmoxkenne nmeet cBon
MUHYCBI, OTHIM M3 KOTOPBIX SIBJISIETCS 3aTPATHOE IO BBI-
YUCUTENHHON MONTHOCTH PA3JIOKeHNe OOTBITIX MATPHIIL.

Taxske 0bOa aBTOKOIMPOBIIUKA MOKA3AJN XOPOIIHi pe-
3y/MbTAT, HO OHM B OCHOBHOM 3(h(eKTHBHBI mpu paboTe
C TIOIXOAIINM cebe 10 apXUTEKType THUIY JAHHBIX, JIJIs
CBEPTOYHOTO ABTOKOJMPOBIIMKA 3TO H300PAXKEHUs, JIJIst
PEKYPEHTHOTO - TEKCT U BPEMEHHBIE DsiJIBI.
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MeTton 0alaHCUPOBKU 3arpy3Ku odepeaci
MapIIpyTH3aTopa Ha OCHOBE MAIIMHHOTO O0yYeHUSI

MBan ["apbkaBblii
Kagpedpa agmomamuzayuu cucmem GblYUCTUMETbHbIX
KOMNJIEKCO8, (haKyIbmemgblyuciumenbHOU MamemMamuxky u
KubepHemuxu
Mockosckuii 2ocy0apcmeentblil yHusepcument
um.M.B.Jlomonocosa
Mocksa, Poccus
garx@asvk.cs.msu.ru

Annomayus: B ceTix HOBOro mNOKOJeHHs1 TMpodJjeMa
MHMHHUMM3ALHH 33/IePKKH NepeAadyd JaHHBIX fABJsieTCS OJHOI
M3 KJIOYeBbIX M3-32 NOBBILICHUS TPeOOBaHMii NpHIOKeHHI.
OaHUM U3 NOAX0A0B K MUHMMH3ALUHU 3a/ieP:KKH SIBJsSIETCS
ofecrnieyeHHe CcOAIAHCHPOBAHHOW 3arpy3kH ouepejaeil Ha
MOPTaX CeTeBBIX MAPUIPYTH3ATOPOB. ITOr0 MOKHO JOCTHYb
MPH NOMOLIH 0AJTAHCHPOBKH BXOJAHOr0 TpaduKa mo BHIXOAHBIM
MOpPTaM MapuIpyTH3aTopa. 3ajadya Takoi 0alaHCHPOBKH
NMAKETOB N0 04YepesiM BOCTPeOOBaHA B MATHCTPAIBHBIX CETHAX,
cerax SD-WAN. Uro0bl He BO3HUKAJIO NepeyNnopsiio4HBaHUs
NMAKETOB Ha IoJiydyaTeje, BMECTO MONAKETHOI 0alaHCHUPOBKH
HCNOb3yeTcsd  0AaTaHCHPOBKA  CHEHHAJBHBIX  CerMEHTOB
NMOTOKOB, Ha3biBaeMbIX d¢uioyneramu. Ilpensoken Mmeron
O0anaHcHMpoBKH  (IOYy/1eTOB MO  BBIXOAHBIM  IOPTaM
MapLIpyTH3aTOpa Ha OCHOBe O0Y4YeHHsI ¢ MOJAKpeNJeHueM,
KOTOPbIi MMHUMHM3MPYET BapHALMIO 3arpy3KH ouepenei.
PesyabTaThl cpaBHeHHsl ¢ MeTOJAaMH 0aJaHCHPOBKH HATPYy3KH
ECMP, Let It Flow noka3bIBalT, YTO NpeJioKeHHbIi MeTO
odecrneunBaeT 3arpy3Ky ouepeeil 6Jimae K paBHOMEPHO, YeM
CpaBHHBaeMble C HUM MeTO/bl.

Knrouesvie cnosa: 3adauu ynpasienus, KOMHbIOMEPHblE
cemu, OaNAHCUPOBKA  HAZPY3KU, YRpAGIeHUE MPAPuKom,
Kauecmeo cepsuca, odyuenue c NOOKpenieHuem.

1. BBEJIEHUE

B cersax HOBOro noxojeHus1, Takux kak Network Powered
by Computing, mpobiieMa MUHUMH3AITUH 33ICPKKHU TIepeIavn
JAHHBIX SBJIIETCSl OJHOM M3 KITIOYEBBIX H3-3a TOBBIIICHUS
TpeOoBaHMii puioxeHui [ 1]. 3agepikka B ouepe/six CeTeBhIX
YCTPOHCTB 3HAUNUTEIHHO BEJIMKA H CIIOKHO MpeicKazyeMa, HO
Ha HeE MOXXHO BIUATh NYTEM BIMSHUS Ha MOPAJOK
3amoJHeHus ouepeaeit. OMHUM U3 ITOIX0I0B K MUHUMH3ALINT
3aJiepKKH  sIBIIsieTCsL  o0ecriedeHue — cOaaHCHPOBAHHOM
3arpy3Kd Odepeneil Ha MOPTax CETEeBBIX MapIIPyTH3aTOPOB.
DTOro MOXHO TOCTUYB TPU IMTOMOIIN OaTaHCHPOBKH TAKETOB
OJTHOTO W TOTO JK€ IMOTOKA MO Pa3HBIM BBIXOAHBIM IOPTaM
MapIIpyTu3aTopa. 3ajava Takod OaaHCHPOBKH MAKETOB IO
ouepemsM TakkKe BOCTpeOOBaHA B MAarumCTPaJbHBIX CETSIX,
cetsix SD-WAN.

B craree mpenctaBneHa Maremarhdeckas MOAETb
(GYHKIIMOHUpOBaHMsL ~ MapuipyTuzatopa. s Kaxkmoro
MOCTYMAIOILETO B MAPIIPYTH3aTOP MAKETa 33JaHO MHOKECTBO
JIOIYyCTUMBIX BBIXOJHBIX IIOPTOB JUIsl €ro nepeaaun. yHkuus
yIpaBJiIeHUs 0TOOpakaeT KOJIMIECTBO MMOCTYNHBIINX [TAKETOB
Ha MaTpULy paclpeieIeHUs IaKETOB I10 BBIXOIHBIM IIOPTaM.
JlnnHa odepeny B KaXKAbI MOMEHT BPEMEHU OIpPENeNseTcs
IIpY IOMOUIY HEMHENHBIX PA3HOCTHBIX YPaBHEHUM.

B pamkax mpencraBieHHOM MoJienM MOCTaBlI€HA 3a/adya
ONTHMAJILHOTO yIPaBJICHUs 3arpy3Koit ouepenaeid. Tpedyercs
HAaliTH ~ QYHKOWIO  yOpaBICHWS,  MHHUMH3HPYIOIIYIO
BapHaIHIO JJIMH OYepe/el Ha pa3sHbIX BBIXOIHBIX ITOPTax Ha

EBrenmii CtenanoB
Kagpedpaagmomamuzayuy CUCMeM GbIYUCTUMETbHBIX
KOMNIEKC08, (haxyibmen GbluUCIUMenbHOU MaAmeMamuKy u
KubepHemuxu
Mockosckuii 2ocydapcmeenublil ynusepcumem
um.M.B .Jlomonocosa
MockBa, Poccus
estepanov@lvk.cs.msu.ru

paccMaTpMBaeMOM  BPEMEHHOM HHTepBaine. To ecTh,
NOCTYNAIOIINe B  MAapIIPyTH3aTOp IAKeThl  JOJDKHBI
pacClpeieNaThCs MO JOMYCTHMBIM  BBIXOAHBIM MOPTaM
MapuipyTu3aTopa,  pPaBHOMEPHO  3aloNHIA  O4Yepeau
BBIXO/IHBIX TIOPTOB.

YroObl MPEeAOTBPATHTH MEPEYHOPSAOUYUBAHIE ITAKETOB
MOTOKAa HAa CTOPOHE TMOJydaTelis H3-3a Iepefadyd HX [0
MapIIpyTaM ¢ Pa3HOU 3a/IePIKKOM, B 3a/1a4€ pacCMaTPUBACTCS
OanancupoBka (uioyneToB [4, 5] — CErMEHTOB IOTOKOB,
mepeada KOTOPBIX MO pa3HBIM MapIIpyTaMm HE MPHUBEICT K
MepeyrnopsI0YMBaHHI0 MAKETOB Ha Tmoiydartene. Dioyners
OMPENICIIAIOTCS KaK CErMEHTHI MOTOKA, PACCTOSHHE MEXITY
KOTOpPBHIMH 0OJIbIIIe 3aJIAHHOTO TOPOra, KOTOPbIil, B CBOIO
ouepe/ib, OOJBIIE PA3HUIBI MAKCUMAITBHON W MHHUMATBHOMN
CKBO3HBIX 3aJIp)KEK Ha MapuipyTax, [0 KOTOPHIM
MIPOUCXOANUT OATaHCHPOBKA.

[Ipennoxen MeTon peleHus MOCTABIEHHON 3aJaul MIpU
nomomy o0y4eHHs C TOJAKpeIuieHneM. MeToJ] y4uThIBaeT
HCTOPUIO BXOJHOM Harpy3kd U 3alOJHEHHOCTb Ouepelei,
paccUMTHIBAEMYIO B KayKAbII MOMEHT BpeMEHH NPU NOMOILHU
MpEACTaBICHHON  MoAend  paboTBl  MapIIpyTH3aTopa.
[IpoBeneHo cpaBHEHHE MPEATIOKEHHOTO METO/Ia C METOIaMH
GamancupoBku Harpy3ku ECMP [2], Let It Flow [4] mo
KpUTEpUIO Bapualuu 3arpy3ku odepenei. Pesynbrarbl
CpPaBHEHHUS TMOKa3bIBAIOT, YTO NPEUIOKEHHBIM METox
obecrieunBaeT 3arpy3Ky ouepeneil Oamke K paBHOMEPHOM,
YeM CpaBHUBAEMbIE C HUM METObI.

II. MOJEIb ®YHKIIMOHUPOBAHNS MAPIIIPYTU3ATOPA 1
I[TIOCTAHOBKA 3AJAYN BAJITAHCHPOBKH 3ATPY3KU OUEPEJIEN

A. Moodenv ¢ynxkyuonuposanus mapupymuzamopa

IIaH MapmpyTu3aTop ¢ n BXOOAHBIMH H N BbIXOIHBIMU
nopramu.

MapupyTu3atop pOBEpSET HOBbIE  IIOCTYIHBIINE
MAKeThl HA BXOJHBIE MOPTHI C MEPUOJIOM Ly, CeKyHI. Bynem
U3MEPATH BPEMS B MOJIENH B TAKTaX JJIUHBI L.

{t} = {0, ...,T} — uHTEpBAN OHCKPETHOTO BPEMEHH, Ha
KOTOPOM paccMarpuBaeTcsi pabora MapupyTtu3aropa. B
KaXK/IbIA U3 9TUX MOMEHTOB ¢ MapIIPYTH3aTOP U3BJICKACT BCE
[AKeThl, MOCTYNHBIIAC B MAapIIPYTH3aTOp B TEUYCHHC
untepBana (t — 1,t], u pacmpenenseT WX IO BBIXOJHBIM
nopraM. BpemeHeMm mepemaud Makera C BXOJHONO Ha
BBIXOJTHOH MOPT MpeHeOperaercsl.

Ha kaxnpoM BeIXOJHOM MOpTy ecTh eauHcTBeHHast FIFO-
ouepenb MaKeTOB Ha BblIady B KaHai. [/[nuHa ouepenu He
orpaHuucHa. B HauanbHBI MOMEHT BpEMEHH OYepPEIN ITYCTHI.
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Kaxnpli mnocrynmaromuii B MapLIpyTH3aTOp MaKeT
MIPUHAJIEKUT HEKOTOPOMY MOTOKY M3 MHOXKECTBA IIOTOKOB

{c}=1{1,..,m}.

B manHOl Momenm paboTHl MapmipyTH3aTopa Oyaem
UCIIOJIb30BaTh YaCTHBIN CIydail IMornakeTHON OalaHCUPOBKU
Harpy3KH 110 BBIXOJHBIM IIOPTaM — OaJIaHCHPOBKa (JIOYIICTOB.
®drnoyseTsl — 3TO TaKUEe CErMEHTHI MOTOKA, YTO HWHTEpBAI
MEXIy IOCTYIUIGHHS HMX Ha MaplIpyTH3aTOp HE MEHbIIE
3agaHHoro mnopora ¢uoynero (flowlet gap), xortopsiid
ompernensercs, BooOme TroBops, AuHamuuecku. [lopor
(I10yN1eTOB 10IKEH OBITH OOJIbIIE Pa3HUIBI MAKCUMAJIBHON 1
MHUHHMAaJIBHON TEKYIINX 3aJIepiKeK Iepeladd JaHHBIX OT
MapuipyTu3aTopa [0 Yy37la Ha3Ha4deHHs [IOTOKa 4Yepe3
JOITyCTHMBbIE BBIXOJHBIC TIOPTHI MepeIavn I STOrO HOTOKa

[4].

Beenem BepositHocTHOe mpoctpaHcTBo {0, 2, P}: Q —
MHO)KECTBO 3JIEMEHTAapHbIX HCX0oB, U — curma-anredpa
MOAMHOXECTB {1, P — Mepa BEpOATHOCTU. DJIeMEHTAPHBIHI
uCcXoA @ € () — pacmucaHWe TIaKeTOB, IOCTYIAMONIUX B
MaplIpyTU3aTop Ha HWHTepBale {t} , a TakkKe HCTOpHs
3HAQUCHWH CKBO3HBIX 33JCpKeK HA  MapuipyTax oT
MapIIpyTU3aTopa JI0 y3JI0B-M0Jy4aTeaei TTOTOKOB B CETH Ha
3TOM MHTEpBaJe.

a(t) =at)(w) ERYL, weQ - BEKTOPHBIH
CITydaifHBI TIpoliecc, 0003HAYAIONINA CyMMAapHBI pa3Mep
[AKETOB, TIOCTYMBILIMX Ha BCE BXOIHBIE [IOPTHI B MHTEPBAIIE
(t — 1, t], nns kaxxmoro noroka (¢ = 1,m), t € {t}. Dinement
a.(t) Bextopa a(t) COOTBETCTBEHHO paBEH CYMMapHOMY
pasMepy IIaKkeTOB MOTOKA €, MOCTYIMBIIMX B HMHTEpBAje
(t — 1,t]. Pacnpenenenve a(t) oTpaxkaer XapakKTEPHCTUKU
II0TOKOB B MCCJIElyEMOM CETH.

Js Kaxxaoro moToKa JaHO MHOXKECTBO JIOMYCTHUMBIX
BBIXOHBIX TTOPTOB JUIA TIEpPeJadl MaKeTOB MOTOKA. 3aJaiuM
BCE ATH MHOKECTBA B BHUJIE OJTHOM MAaTPHUIIbL:

w e {0,1}m™*n MaTpulla JOMYCTUMBIX BBIXOJHBIX
mopToB (1,n) mist motokoB (1, m). W, j = 1Torma u TosbKO
TOI/1a, KOIJIa Ha BBIXOAHOW MOPT j MOXHO IepeaaBaTh
MMaKeThI ITOTOKA C.

Tak:xe naH cienyrouii BEKTOPHBIN CITydaiHbIH Mpoliecc:

h(t) = h(t)(w) € RZG" — BexTOp MOpOrOB (iIOyIETOB
TIOTOKOB € = 1,7 B MOMEHT t.

Onpenemum St = ({a() Yoo, W, {h(t)}: 2o} — ucTopus
BXOJIHBIX JIAaHHBIX Ha unHTepBae [0, t].

OnpeneanM BCIOMOTaTeIbHBIE 0003HAYCHHS:

q(t) e R™1 BEKTOpP  IOCIEHHX  MOMEHTOB

HOCTYIUICHHS TIAKETOB [IOTOKOB HAa MOMEHT t. OnpejiernsieTcst
gepes3 a(0), ..., a(t) ciaemyromum o6pasom:

max T, 3T < t: a.(t)>0

qc(t) =1 acm>o0
—o00, MHaye

3ametnm, uTo q(t) MOKHO TaKKe BBIPa3nTh uepe3 a(t) u
qt—1),t=>1.

v(t) € {0,1}™*! — exTop, 0603HAYAIOIIHIA, IPOLLIO U K
MOMEHTY t BpeMsi, paBHOE TEKYyIIEMY TOPOTY (IIOYIIETOB, C
MOMEHTA MOCTYIJICHHS [IOCJIEHETO rakera
cooTBeTCTBYIOIIEro motoka (0, eciw ma, u 1, ecu HeT):

v(©) = {v1(0), ..., v (D)},

(0, t—q.(t—1) = h.(t)
TIe Vc(t) = {1’ t — qc(t — 1) < hc(t)’

Ecnu B MOMEHT ¢ TOCTYNMII MAKET MOTOKA C, TO TPH
v.(t) =0 ou OymerT NPUHALIEKATE HOBOMY (IOYIETY
noroka, a npu V.(t) =1 — nociexnemy u3 QIoOyJeToB
MOTOKA HA JTAHHBIA MOMEHT.

=1,m.

3a Oppn (Jmpn) 00O3HAUMM MaTpully m X 1 W3 Hylel
(cootBercTBeHHO eauHMI). 3a () 0003HAYMM OIMEPAIHIO
MOAJIEMEHTHOT'O YMHOKEHHSI MATPHII.

Beenem crenyronyto GyHKIHUIO:

U(t,a(t),St) € {0,1}™" — (yHkuus ynpaBieHus —
oToOpaskeHHe KommuecTBa @(t) IOCTYNHMBIIMX IIAKETOB B
MOMEHT ¢ Ha MaTpully paclpelesieHusl TOTOKOB 10
BBIXOJHBEIM IOPTaM, C YYETOM BXONHBIX JaHHBEIX S¢ oT
HavyanmpHOro MoMeHTa 0 70 Tekymiero mMomeHta t. Ecim
ac(t)>0 , 1o osmement Ug(t,a(t),S') obosmauaer,
HepenaBaTh JII IAKeThl IIOTOKA € HAa BBIXOAHOH mopT j (1,
€CII IepeIaBaTh, 1 0, €CIIU HET).

OrpaHuyeHust Ha (GYHKIMIO YIIPaBICHHS:

1) B pamkax oHOTO TaKTa, JJIs KaXKIOTO IIOTOKA JOJKEH
OBITH ONpEICNCH eIMHCTBCHHBIN BBIXOJAHOW MOPT LIS

nepeaayn:
9:(U,t,5) = U, a(t),S")  Jn1 —Jm1 = Oma (1
2) IlakeTbl ~ HOMKHBI ~ OBITH  PACHOpPEACICHBI IO

}IOHyCTI/IMLIM BBIXOHBIM HOpTaMI
G,(U,t,5) =U(t,a(t),S) © (Jmn —W) = Opp (2)

3) Bce makeThl MOTOKA B Tpejeiax TEKymero ¢uoysera
MepeatoTcs Ha OJIMH U TOT K€ BBIXOJAHOHN MOPT:
G3 (U’ ¢, St) = U(T: a(T)! Sr)l‘i:t—l O (V(t) : jl,n) = Om,n'
t>1 A3)

Omnpenenum {U} — MHOXKeCTBO (DYHKIMH yIIpaBIeHUs,
ynosieTBopsomux orpanndeHusiM  (1)—(3) mpu  mro0bIX
BXOJHBIX JIQHHBIX:

)= )
( vt € {t}, va°, ..., at, h°, ..., ht € R, )
| VW € (0,1)mm, 5t = (@ w, () )I
ut,a,s) 91(U,£,5) = 0y
G,(U,£,5) = O
N G3(U,t,5) = Oy =1
Taxxe gaHo: 1 € RESY —  BekTop  MpOIMYCKHBIX

criocoOHOCTeH (pa3sMep HaHHBIX, MepeaBacMblii 3a OIUH
TaKT) BBIXOJIHBIX KaHaJI0B, CMEKHBIX C BBIXOJHBIMHU HOpTaMI/I
1,n.

b(t) € RYY — criyuaiiublii  BekTOpPHBI  mpomecc,
0603Haqa10nmn JUIMHBL  odepeseil  (CyMMapHBIid  pasMep
MAaKeTOB) Ha BBIXOAHBIX TMOpPTax 1,m K MOMEHTy t .
Onpenensiercs COOTHOMEHUSIMM:

b(t+1)=[b(t)+UT(t a(t),S") -alt)—r]*
tef0,..,T—1}
b(o) = 01’1,17

e [x]* = max(0, x).
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BBGZ[CM BCIIOMOTaTeIbHEIC 0003HAYCHUS:

1
u(t) == 1 b;(t) — cpemsisi MO BBIXOJHBIM IIOPTaM
JUTHHA OYEPETH.

1 2 .

6(t) = - izl(bi(t) - u(t)) — cpemuuii (O mopTam)

KBAIpaT OTKIOHEHHWS IMHBI OdYepenr OT cpemHed (1o
HopTaMm) JUIMHBI O4ePEI B MOMEHT t.

B. Ilocmanoska 3a0auu 6anancuposku 3a2py3ku ouepeoel
Hano:

e  Moenb BXOIAHBIX MOTOKOB (ciydaiinbiii npouecc a(t),
MaTpUIla JOMYCTHMBIX BBIXOMHBIX TOpToB W |
ciyuaiinsiit pouecc h(t));

e Mogjesp paboThl MapIIPYTH3aTOPA.
Haiitu: pynkuuro ynpasnenns U(t, a(t), S6):
®  YIOBIETBOPSIONILYFO orpaHmueHusM (1)—(3);

® MUHHUMH3HUPYIOLIYIO
ouepenen:

Cpe€aHue OTKJIOHCHUA JUIAH

U* = argmin F(U), F(U) = E (L {zoa(t)).

ve(u} T+1

III. OB30P CYLIECTBYIOIUX METOJIOB BAJJAHCHPOBKHU
HAT'PY3KHU

CymecTByeT psAl METOJOB, KOTOpBIE OalaHCHPYIOT
BXOJIHYIO HAarpy3Ky B MapIIpyTHU3aTop 10 MapLipyTaMm Juis eé
nepenaun. Jst paBHOMEpPHOU 3arpy3KH ouepeiel BBIXOJHBIX
mopToB  TpeOyeTcs BBICOKas aJanTHPYEeMOCTh METOAa
0aJaHCUPOBKHM HArpy3kH K H3MEHSIOIEeMYycs HpoduIIo
BXOJIHOTO TpaduKa.

Bbibop eanHMIBI OanaHCUPOBKM TakKe BIMSCT Ha
ananTHpyeMocTb. MeToapl OaJaHCHPOBKH IIOTOKOB HE
00J1a/1a10T JIOCTATOYHO BBICOKOH aJalTHPYEMOCTbIO, T.K. JUIs
MIOTOKOB HEJb3s1 ANHAMUYECKU U3MEHATH BBIOOP BBIXOJHOTO
mopra Uil Iepegadd, B TOM 4YHCIE Uil 3HAYUTEIBHO
JUIITENIBHBIX ¥ WHTCHCHBHBIX IOTOKOB. JIg perueHus
TOCTABJICHHOW  3aJayd  IOIXOJAT  TOJNBKO  METOJIbI
0aaHCUPOBKH (PIOYIETOB.

Jlyisi MCIoJIb30BaHMs B TJI00ATBHBIX BBIYMCIUTEIBHBIX
cetsix (WAN) Taxoke HeoOX0iMO, 9TOOBI METOT He TpeOoBa
MOJU(DHUINPOBATH 3aT0JIOBKH MAKETOB.

JU1e MpUMEHMMOCTH K IIOCTaBJIEHHOM 3ajaue METOH
JOJDKEH MMEThb aHAJOTMYHBIM KPUTEPUM ONTHMHU3aLMUU,
HampsIMyl0  CBSI3aHHBIA € BapualMed 3arpyKeHHOCTH
ouepesei.

A. Memoovl, ocHosanHble HA 38PUCMUKAX

B cerax TpamunuonHo wucnons3yercs meroq ECMP
(Equal-cost multi-path) [2], KOTOpBEIf paBHOMEpPHO
pacnpenenisieT  MOTOKM O MaplipyTaM  OJMHaKOBOM
cronmoctH. Taxxke wucnonsdyercss UCMP  (Unequal-cost
multi-path) [3], B koTOpoM 0ajgaHCHPOBKA OCYLICCTBIISICTCS
1o Mapuipyram HepaBHOH crommoctu. B Bepcum Cisco
merona UCMP  GamaHcupoBKa  OCYIIECTBISIETCSI B
COOTBETCTBHHM C BECaMH, 3aBUCAIINE OT BXOJHOH Harpysku
[3]. CymecrByer wmeron Let It Flow [4], xoTopsiii
paBHOMEpHO pacrpenensieT (GIoyiaeTsl o MapumpyTtaM. Bee
9TU METO/IbI HE UIMEIOT KPUTEPHsI ONTUMU3ALNH, T0ITOMY OHU
HE TMOJXOAT JUIA PEIICHHs TOCTaBICHHOHN 3amaun. Meton
CONGA [5] 6anancupyeT (GpaoyaeThl ¢ HeNbi0 MUHUMH3ALUT

Meperpy3oK B CeTH, HO OH TpeOyeT MOIU(UIMPOBATh
3ar0JIOBKM MIAKETOB IS y4eTa CTATHCTHKH Ieperpy3ok. M3-3a
9TOTO OH MOYKET OBITh TPUMEHUM B CETSAX LIEHTPOB 00pabOTKN
JaHHBIX, HO HE TOIXOIWT Ul OalaHCHPOBKH HATPy3KH B
FﬂO6aJ'II)H])IX BBIYHCIIUTCIBHBIX CCTAX.

B. Obyuenue c nookpennenuem

J1st 1ocTrKeHMsT MaKCHMajabHOM aJalTUPYEeMOCTH K
U3MEHSIOmEeMycsl Moo Tpaduka  Iernecoo0pa3Ho
paccMOTpeTh METO/Ibl HA OCHOBE MalIMHHOTO 00yueHus. J{is
penieHus 3a1ad yIpaBJIeHAs B 9TOM CIydae HCIOJIB3YIOTCS
METO/Ibl O0YUYEHUSI C MOJAKPETIICHHEM.

B xonme oOy4eHHs ¢ MOJKPEIUICHHEM areHT oOydaercs,
B3aUMOZCHUCTBYs CO cpeloil. B kakaplii MOMEHT JUCKPETHOIO
BPEMEHHU areHT HAOIIOMAeT cocmosHue CPenbl, BBIONpaeT n
COBEpIAET OHO U3 JOCTYMHBIX Oeticmauti. [1o BEIOpaHHOMY
areHTOM JIEHCTBHIO Cpefa MEepexoauT B HOBOE COCTOSIHHE U
BO3BpAI[ACT AarcHTy BEIIECTBEHHOE YHCIO — Hazpaody.
Pacnipenenenne  BeposiTHOCTE  MEpexoJOoB B HOBBIE
COCTOSIHUE M HArpaja MOJHOCTBIO OMPEEISIOTCS TEKYIHM
COCTOSIHUEM ¥ BBIOPaHHBIM B TEKYLIMH MOMEHT JICHCTBHEM.
AreHT 00yuaercst BBIOMpaTh ACHCTBHUS B 3aBUCHMOCTH OT
COCTOSIHUSL CpeJibl, MaKCUMM3UPYS IOJIy4yaeMyl0 Harpasuy.
Cpema 0OBMHO ommCBIBacTCI B (OopMEe MapKOBCKOTO
npouecca npunsatusa pemennid (MIIIIP), B Tom umcne —
gactuuHO HaOmomaemoro MIIIIP, mpu KoTOpOoM areHT
HaOJIOAAeT JIMIIb YacTh COCTOSHHSI CPEAbl, HA3bIBACMYIO
Hab.0OeHueM.

CymiecTByeT psiJi METOJJOB OataHCUPOBKH (DII0YIIETOB PH
mmoMoIy 00yUeHHs ¢ IOJKpeIUIeHueM [6, 7, 8], omHaKo B HUX
HE paccMmarpuBacTcs meieBas  (YHKIUSA, HAMPIMYHO
CBsI3aHHAS C 3arpy’KEHHOCTBIO OYepe/Iei MapIIpyTU3aTOPOB,
[MOTOMY OHHM HE TMOAXOAAT Ul PEUICHUS ITOCTaBJICHHOMN
3aJIauH.

C. Bwisoowl

Ha ocHoBe 0030pa perieHo pa3paboTaTe METO PEUICHUS
MTOCTAaBIICHHON 3a7a4n O6aTaHCHPOBKH (IIOYJIETOB Ha OCHOBE
o0y4eHHs C MOAKPEIUIEHHEM, T.K. B 3TOM CIyd4ae MOXKHO
JIOCTUYb MAKCUM@JIbHOM  aJalTUPYEMOCTH K BXOAHOH
HarpysKe.

IV. TIPEIJIATAEMBIA METO/]

[Ipennaraercst npUMEHUTH K NOCTABJICHHOM 3aJaue OJUH
U3 METOJOB OOydeHMsl C TOAKPEIUICHHEM, MIOITyCKAaIOIIUX
HETPEePBIBHBIC MMPOCTPAHCTBA HAOMIOACHUH U AeicTBuid. J{ist
3TOTO HY)KHO OIIPEAENUTb MPOCTPAHCTBO HAOIIOJCHUM,
MPOCTPAHCTBO JICHCTBUI M Harpajxy, Ha OCHOBE KOTOPBIX
anroput™M OOy4YeHHs C TMOIKPeIIeHHeM OyneT o0ydaThCs
OayaHcHpoBaTh (HIIOYIIETHI MO BHIXOJHBIM ITOPTaM.

YTo4HNM, 9TO MTPH KOHPHUTYPALUH aITOpUTMa 00ydeHHUS
C TMOJKPEIICHHEM 3apaHee M3BECTHO M 33JaHO CTaTHYECKU
KOJIMYECTBO  MAapUIIPyTOB  JO  KaXIOro  ys3ma  oOT
paccMaTpuBaeMOro MapuIpyTu3aTopa. ¥ 3i1bl ceTH 0003HauuM
1, ..., V, MapupyThl OT paccMaTprBaeMOro MapIIpyTH3aTopa

J10 y371a v 0003HauMM e,,;, [ = 1, E,,. JInsg mo060ro noToka ¢ ¢

y3JIOM Ha3HAuYeHWs ¥V MapIIpyThl e,;, i = 1, E, B3auMHO-
OTHO3HAYHO  COOTBETCTBYIOT  JONYCTHMMBIM  IOpTam
{jIW,; = 1} ana nepenadu 310ro MOTOKA.

B kaxnmeli MOMEHT BpeMeHH t alTOpuUTM OaJaHCHPOBKH
Harpy3ku XpaHUT HaOOp 3HAYCHUI BECOB pacIpeieieHHs

BXOZHOro Tpaduka mo mapmpyram: w,;(t) =0, v=1,V,



i=1E, , Takux d9ro VUV Zf;’l w,(t) =1 (ycnosue
HOPMHUPOBKH). [Ipy MOCTYIIICHHH HOBBIX (DJIOYJIETOB JIH0OOT0
MOTOKA C y3JI0M Ha3HAYCHHSI U, TIOPT JJIsl HETO BEIOMPAETCs U3
MHOXKECTBa MOIYCTUMBIX MOPTOB MOTOKA C BCPOATHOCTIAMU

Wv,i(t);i = 11 EV'

Jleticmeue B MOMEHT t B TMIpeIlaracMOM METOJIC
0alaHCHPOBKH — BEKTOP M3 HOBBIX 3HAYEHHil BECOB W,

v=1,V,i=1,E,. B pesymsrare eiicTBUs B CIeIyIONHii
MOMEHT BpEMCHHM BecaM pachpeneneHus wi;(t + 1)
NIPUCBANBAKOTCS 3HAYCHUS W, ;, NPOLIEININE HOPMHPOBKY.
JleiicTBHE BBIMOIHAETCS KAXKIbIC P, TAKTOB JHUCKPETHOTO
BpeMeHH, P, — mapamerp airoputma. ONpemenuM YHcio
MapIupyToB Ng = |{(v, Dv=1V, i=1, Ev}|.

Habniooenue B MOMEHT t COCTaBJISICTCS CIETYIOIIUM
o0pazom:

1) Jna xaxmoro mapmpyra [ 10 KaKIOrO ys3na v
(v=1V , i=1,E, ) Bbuucaiercs o0beM JIaHHBIX,
[EpPEeNaHHbll N0 MAapUIPyTy 3a MOCIEAHUM TAKT BPEMEHH,
pa3zenéHHbINd Ha IIPOITYCKHYO CIOCOOHOCTh
COOTBETCTBYIOIIETO BHIXOJHOTO KaHaa.

2) Ins KaXIOro BBIXOJHOTO TIIOPTa BBIYHCISCTCS
TeKylIas JUINHA ero O4epey, pasaeaéHHast Ha MPOITYCKHYIO
CHOCOOHOCTh COOTBETCTBYIOIIIETO KaHaJa. U3
MOJTYYMBIIETOCsS BEKTOpa BBIYMTAETCS 3HAUEHHE €0
MHUHHMAJILHOTO 3JIEMEHTA.

3) IlomyunBmmmecss 1Ba BEKTOpa KOHKATEHHPYIOTCS,
MOJTy4aeTCsl BEKTOP JUIMHBI Ny + M.

4) Omnpenennm Q, g —mapameTpsl anroputMma (Q geauTcs
Hallelo Ha ¢). ¢ OIpPEAETsIeT BPEMEHHYI0 pa3MEpHOCTb
HabmoneHus, O ompenersieT, CKOJBKO IMOCICTIHUX TaKTOB
BPEMEHH yUHUThIBaeTCs B HaOmoaeHnn. Habupaercst uctopus
3HaYCHWH BEKTOpa, IIONy4aeMoro Ha Immmarax 1—3, 3a
mocnenuaue O TakToB BpeMeHu t — Q + 1, ..., t. 3HaueHNs Ha
KOKIBIX (/g WIymuX TMOApsAN TakTaX YCpPeIHSIOTCH,
MIOJTY4aeTCs ¢ BEKTOPOB JUTMHBI N + M.

5) KonkareHaiysi MOJNyYEHHBIX ¢ BEKTOPOB SIBIISIETCS
HAOIIOICHUEM.

Takum o0pa3oM, pa3MepHOCTh HaONIOJCHHS paBHA
(ng + n)q. Ecnu uncno E,, MapmpyToB 0 KaXIOro y3ia v
He mpeBblmaeT Kp , TO pa3MEpHOCTb MNPOCTPAHCTBA
HaOmozennii ve npesimaet (Kgx|V| 4+ n)q, a pasmeprocts
[POCTPAHCTBA JeiicTBHM He mpeBbimaet Ky |V|.

Haepaoa B ™MoMeHT t ompenmensercs Kak pa3HHIA
BapHalK 3arpy30K ouepencii (aHAJOrMYHO (opMmylie B
meneBod  (DYHKIMH 3a7a4d) JO M TOCTe JeHCTBUS:

§(t —pa) —6(0).
V. DKCIEPUMEHTAJILHOE HCCITEJJOBAHUE

A. Memoouka 3KcnepumMeHmanbHO20 UCCIe008AHUS

W3 anroputmMoB 0oOy4eHHs C IOJKpEIIeHHEeM BBIOpaHbBI
PPO (Proximal Policy Optimization) [9], SAC (Soft Actor-
Critic) [10], TD3 (Twin Delayed Deep Deterministic Policy
Gradient) [11], A2C (Advantage Actor-Critic) [12]
(mocnemHMi — B CHHXPOHHOM peanu3anuu). Pe3ynpTarsl
CpaBHEHMs OyyT NPEJICTABICHBI JIMIIb ISl OJHOTO M3 3THX
aJrOPUTMOB, KOTOPBII IMOKAKET HAWIyYIlIUi pe3yJIbTarT.

[lpoBeneHO cpaBHEHHE NPEUIOKESHHOTO MeToma ¢
Metogamu ECMP [2] (paBHOMepHas 6amaHCHPOBKA TIOTOKOB

no wmapmpyram) wu Let It Flow [4] (paBHOMepHas
GamaHcupoBKa (IIOYIETOB IO MapuIpyTaM) IO KPUTEPHIO
BapuallMM 3arpy3kd odepenei (T.e. nesneBod (QyHKIMH
3a/1a4H).

CpaBHEeHHE METOJOB IIPOBEIEHO Ha MMUTALMOHHOU
MOJIEM MapUIpyTH3aTOpa B COOTBETCTBUH C OIMCAHHOW

MareMaTH4eckol  Mojesblo.  BxomHoit  Tpaguk B
MapIIpyTH3aTop TEHEPHPYETCS HCKYCCTBEHHO,
MOJIETHUPYETCsI HOIAKETHO.

[Toctymienne  makeToB KaXJIOro  IOTOKa B

Mapupyrusatop — npouecc Ilyaccona. s kaxxnoro ysna
CETH MHUIMALUS HOBBIX ITOTOKOB C IOJTy4aTelIeM B 3TOM Y3IIe
Mozenupyercs npoueccom Ilyaccona, a mpoJO/KUTENBHOCTD
OTHX IIOTOKOB MMEET TE€OMETPUYECKOE pacIlpeelICHHE.
3Ha4yeHUS CKBO3HBIX 3aJepPKeK HA  MapuIpyTax oOT
MapuipyTu3aTopa A0 Y3JI0B CETH MOJEIUPYIOTCA Kak
KOHCTaHTBI, B3AThle U3 OJHOTO U TOTO K€ PaBHOMEPHOIO
pacnpenenenus. [Topor ¢oynera Jyist MOTOKa BHIYUCISIETCS
KAaK pPa3HHULA MAaKCHUMajabHOM U MUHUMAJIBHOM CKBO3HBIX
3aJiep>KeK Ha MaplIpyTax AJs IepeJad IOTOKa, YMHOXKEHHAast
Ha 2. 3Ha4eHUsI OCTATIBHBIX TapaMETPOB I'eHEPAIH BXOJHOTO
Tpaduka 6epyTcst U3 pABHOMEPHBIX paclpeie/ICHAI.

B oskcnepuMeHTax HCHONB3YyeTCs MapIIpyTH3aTop C
n = 8 BBIXOHBIMU NTOPTAMH ¥ OJMHAKOBBIMH HPOITYCKHBIMU
CHOCOOHOCTAMHM KaHajJoB. B MapmipyTusatop mOCTymaeT
tpaduk g0 |V| = 20 y3moB-momywatenei, U 10 KaxkIOTO
y3na-nonydaTtenss 3agaHo or 1 go Kp = 3 MapmipyTos.
Bxonnoit Tpaduk reHepupyeTcs TaK, 9YTO MATOKHAAHUE €To
CyMMapHOW Harpy3ku coctaBisier 60% OT TpOomyCKHOM
CMOCOOHOCTH MapUIpyTH3aTOpa. 3HAUCHMS MAaTOXXHIAHWSA
JJIMHBI TOTOKA I pa3HbIX y3n013—nony‘1aTenel71 IIOTOKa — OT
2 1020c.

[TapameTpbl MPEIIOKCHHOTO METOJa OaJaHCHPOBKU
cienyroluye: JeicTBUEe NpUHUMAaeTcsl Kaxable 2.4 ¢, B
HAOJIFOICHUM YYHUTHIBACTCS HMCTOpHs 3a mocieanue 7,2 c,
BpPEMEHHAs Pa3MEPHOCTh HAOIIOACHNS ¢ = 3.

[TpoBeneHo 12 skcriepuMEHTOB Ha 3 pasHBIX MPOPHIIX
BXo#mHOTrO Tpaduka (Habopax 3HA4YCHHH ITapaMeTpPOB
BEPOSTHOCTHBIX paclpeleleHlid sl ero reHepaiuu). B
paMKax  KaXA0ro  OJKCHEpHUMEHTa  MOJENb  KaKAoro
BBIODAHHOTO ~ AITOPUTMA OOYYEHUs] C TOJKPEIUICHUEM
obywaercss Ha 30 osnmM30max (COOTBETCTBYIOT —TpaccaM
BXOJIHOTO Tpa(huKa) JUTUTEIbHOCTBIO 4 MUHYTBI MOJIEIIBHOTO
BpeMeHH (3a KoTopble mpuanMaetcst 100 meiictBuit), u paborta
BCEX CpPaBHMBaeMbIX METOJIOB IpoBepsiercst Ha 10 anm3omax
TOM ke JuMTeNnbHOCTH. [IpoBepka 3akimodaeTcs: B U3MEPEHUH
3HaYeHMs 1ieJIeBol (QyHKIMHU Ha smu3ozae. [locie kaxmoro
9MM30/1a O0YUCHHUST MOJEIN 3aMEPSIETCST CPEHSS CyMMapHast
Harpaja 3a TOCJIeHHE HECKOJIBKO 3IH30/I0B, U HAMIydIIas
M0 3TOMY KPHUTEPHIO BEpCHsl MOJIENIM OYAET HCIIOJIb30BaHa
JUISL TIPOBEPKH METOa. 3a KaXIIbIi 3MM30]1 MapLIPyTH3aTOP
oOpabateiBaeTr B cpemHem Mo 1400 motoxkoB u 6000
(hmoymneTos.

JlaHHass METOQMKA TaKKe MPUMEHHMA JUI  JAPYTUX
KJIACCOB PACHpe/e/ICHUiI U X MapaMeTpoB Ul TeHepaluu
Tpaduka (HampaBicHUE MATBHEUIIEr0 WCCICIOBAHUS — HX
YTOYHEHHE Ha OCHOBE aHAIIM3a PeaJbHBIX TPACC CETEBOTO
Tpaduka).

B. Pesynomamul

U3 BEIOpaHHBIX QJITOPUTMOB O0YUYEHUSI C TTOJKPETIIEHHEM
HAWTy4IIUA Pe3ysIbTaT Ha BXOMHBIX JAHHBIX JAJ alrOpUTM
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SAC (Soft Actor-Critic), ero pe3ynpTat n3obpaxeH Ha Puc. 1.
JUI1 Ka>KI0T0 alnropuT™Ma JOCTUTHYThIC MM 3HAUCHUSI LIETIeBOM
¢ynkmmu Ha 120 TPOBEpOUYHBIX SMM301aX HM300paKEHBI B
BUle rpaduka «iUK C ycaMu», KOTOPbIH OTOOpakaer
MeIuaHy 3HaueHMH 110 31n30/1aM (e€ 3HaueHue TTOIIMCaHo Ha
rpaduke), HIDKHUH ¥ BEpXHMH KBapTHIM WU Jp. 3HAYCHHE
LeNneBo  (YHKIMM YMHOXXGHO Ha KOHCTAHTy, 4YTOOBI
pe3yabTaT ObLI paBeH BapHalMU 3aJepkKeK B odepeasx

(CpeIlHI/Iﬁ KBaJpaT OTKJIOHCHUA OT CPEAHETO I10 HOpTaM).
Proposed (SAC) 7.034 "

ECMP 12.896

method

LetitFlow 8.706

0 10 20 30 40 50 60

ports queuing delay variance, sec”™2
(objective function * const)

Puc. 1. CpaBHeHHE METOIOB OaaHCHPOBKH HArpy3KH.

Ha ommcaHHBIX BXOIHBIX TAHHBIX TPEII0KCHHBIA METO
0aaHCUPOBKH (DIOYIICTOB HA OCHOBE aITOPUTMa O0YUCHHS C
mogkperuienueM  SAC  (Soft  Actor-Critic)  gocturaet
3HA4YeHUs IIeleBoi QpyHKIHMK 1o Meauane Ha 20% MeHbIIe,
yeMm MetoJ OanancupoBku Quoyieros LetltFlow, n na 45%
MeHbIIIe, 9eM MeTo]] bamancupoBku motokoB ECMP, a Taxoke
yMEHbIIaeT pa30poc 3HAYEHHH LeNIeBOM (YHKIMH MO
CPaBHEHHIO ¢ 00OMMH METO/IAMH.

VI. 3AKJIIOYEHHUE

[pennoxxen MeTon 0aTaHCHPOBKH (IIOYJIETOB C LENbIO
paBHOMEpHOW  3arpy3Kd  oyepelell  MapupyTh3aropa,
UCIIONB3YIOIUHA 00ydeHHe C TOIKPEIUICHHEM Ui ydeTa
UCTOPUM BXOAHBIX MOTOKOB. CpaBHEHHME IIOKa3ano, dTO
pa3pabOTaHHBI METOJ| yMEHbBILIAET 3HAUCHUE LEJICBOM
¢ynkmu Ha 20% 1o cpaBHeHuto ¢ merogamu ECMP u Let It
Flow.

Hal'[paBJ'[eHI/IH ,HaJ'II)Hef/'IIHCI‘O HUCCJICIOBaHUA:

® Ha OCHOBE CCTEBBIX TpacC YTOYHUTH METOAUKY
OKCIICPUMCHTAJIBHOT'O UCCIICJOBAHUSA;

e pa3paboTaTh METOJ PEIUCHMs aHAJOTMYHOW 3a/1auu

JJIA CCTU us3 MHOKECTBA MapuipyTmu3aTopos,
HCTIOJIB3ysT MHOT'Oar€HTHBIE METOIABL o6yqe1-m;1 C
TOAKPCIJICHUCM.
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KanmnOpoBka MeTo1a OLICHKU [IOTHOCTH
TPAHCIIOPTHOTO ITOTOKA C IPUMEHEHUEM
HIUPOKOYTOJIBHON KaMeEPhI

Kyreitnukos U.A.
Kadgheopa evicuieti mamemamuxu
Mocxkosckuii asmomodUnIbHO-00POICHBLI 20CYOAPCMEEHHBLI
mexuuyeckuti ynugepcumem (MA/[H),
Kagheopa mamemamuueckoii kubepuemuxu u uHGHOpmMayuoHHvIX
mexHon02uil
Mockoeckuti mexnuyeckuii yuugepcumem cea3u u UHGHOpMamuxu
(MTYCH)
Mocksa, Poccus
ivankuteynikov09@gmail.com

Abstract—B mnocienHne roabl pa3sBUTHE BBIYMCIUTEIBHBIX
TeXHOJOTHIi M JIOCTYNHOCTh BBICOKOTOYHBIX KOMIIOHEHTOB
CNOCOOCTBYIOT  CO3AAHMI0  CHCTeM I  MOHHTOPHMHIa
TPAHCHOPTHBIX NOTOKOB. OAHON H3 TaKUX CHCTEM SIBJseTCS
pa3paboTaHHoe nmporpaMmHoe o0ecniedyeHue — Virtual Detectors
System (ViDES), npeaHazHaueHHoe /ISl OLEHKH XapaKTepUCTHK
TPAHCHOPTHOTO TMOTOKA ¢ HCNOJb30BaHHEM BHAeokamep. B
cTaTbe  paccMaTpHUBaeTcsl  KaanOpoBKa  MeToda  OLIEHKH
IJIOTHOCTH TPAHCHOPTHOTO MOTOKA, OCHOBAHHASI HAa JaHHBIX,
MOJIy4eHHBIX €  IIHPOKOYTrOJBHBIX KaMep, €  y4YeToM
ruipoauHamuyeckoii  mMogeaun. IlpeactaBieHbl 0coGeHHOCTH
AJrOPUTMOB  00pPadOTKH BHIEOU300paKeHMil, MO3BOJIAIOLINE
JeTeKTHPOBATb H AHAJIM3UPOBATH TPAHCHOPTHbIE MOTOKM B
peXuMe peajbHOr0 BpeMEHH. Y/eJeHO BHUMAaHHE KaJIMOpOBKe
CHCTeMBI /IS TOBBIIIEHHS] TOYHOCTH H3MepeHHs] KJII0YeBBIX
napaMeTpoB TPAHCHOPTHOTO MOTOKA: IUIOTHOCTH,
HHTEHCHBHOCTH M ckopoctH. Takike paccMaTpHBalOTCs
METOA0/I0THYecKHe MOAX0AbI K Y4eTy H MHHHMH3AIUH OINGOK,
BBI3BAHHBIX Pa3JIM4YUAMH B YIJax 0030pa U pa3peLieHUH KaMmep.
Pe3yabTaThl HMccle10BaHUS NMOKA3bIBAWT, YTO pa3padoTaHHasi
MeTOAUKA 1o3BoJisieT YAYYIIUTH TOYHOCTH OLIeHKHU
TPAHCHOPTHOH IJIOTHOCTH M MOXKeT OBbITh IMOJIe3HOH I
ONTHMH3AINHI ynpaBJieHUst JAOPOKHBIM ABHIKEHHEM,
npeJoTBpalleHusi NMPo0OK M MNOBBINIEHHS 0€e30MaCHOCTH HAa
Jaoporax.

Keywords— Memoo GUPMYAILHBIX 0emeKkmopoa,
2uopoounamuieckas Mooenb, HIOMHOCIMb  MPAHCROPMHOZ0
nOMOKA, AN20PUMMbL KOMARBIOMEPHO20 3DEHUA, AHANU3 OAHHBIX

1. BBEJEHUE

TpamuunoHHblE METOIBI MOHHMTOPHHIA TPAHCIIOPTHBIX
ITOTOKOB, TaKWe KaK HCIONB30BAaHWE WHAYKTHBHBIX METEIb,
MUKPOBOJIHOBBIX JaTUYUKOB U JOPOKHBIX CEHCOPOB, OCTAOTCS
OCHOBOHM IUISl OIIEHKH JIOPOXKHOTO MIBIDKCHHS B Pa3IHYHBIX
ctpaHax. OJHakO OSTH METOAbl HUMEIOT 3HAYUTEIbHBIC
OTpPaHMYEHHS, TJIABHBIM 00pa3oM CBS3aHHBIE C BBICOKOM
CTOMMOCTBIO YCTaHOBKH M OOCIY>KUBaHUs, HEOOXOIMMOCTHIO
pa3BepTHIBAHMUS CIOXKHOM MHMPACTPYKTYpHI U Mepefadnl U
00paboTKK AaHHBIX. B ycioBusX OBICTpPOro pocta rOpofoB H

Slmmuaa M.B.

Kadgheopa evicuieti mamemamuxu Mockoeckozo agmomodunvHo-
00POIHCHO20 20CYOAPCMBEHHO20 MEXHUYECKO20 YHUBEPCUMEMA
(MAJTH) u @I'VII «HAMH» I'ocyoapcmeennozo Hayunoz2o yenmpa
Poccuiickoii @edepayuu
Mocksa, Poccus
mv.yashina@madi.ru

YBEIMYEHUsT aBTOMOOMIIM3ALMHA COBPEMEHHOTO OOIIECTBa BCE
0oJjiee aKTyallbHOW CTAaHOBUTCS HEOOXOIUMOCTh TIOMCKa Ooiee
5QQEeKTUBHBIX ¥ THOKMX pelIeHHH I MOHHUTOPUHIA
TPAHCTIOPTHBIX TIOTOKOB [1].

OIHMM W3 TaKUX pPEIICHUH SBIACTCS WCIIOIH30BaHHUEC
METOJa BUPTYAIbHBIX JIETEKTOPOB, OCHOBAaHHOTO Ha CHCTEMax
BuacoHaOmonenus  [2].  JlaHHBII  MeTON  HCHOJB3yeT
CyHICCTBYIOIIME KaMepbl HAONIONCHHWS ¥ TEXHOJOTHH
KOMIBIOTEPHOTO 3pSHHUS IS aHAJIM3a BHIACOM300pakeHHUH, 9TO
MO3BOJSICT M3BICKATH HHPOPMAIMIO O XapaKTePUCTUKAX
TPAHCTIIOPTHBIX TMOTOKOB 0€3 TNpUMEHEHUs (QU3NICCKUX
JTATIUKOB. BaxHBIM  MpPEeMMYIIECTBOM  BUPTYaIbHBIX
JIETEKTOPOB SIBIISICTCA UX SKOHOMHYIHOCTb, MacIITaOHPyeMOCTb
U THOKOCTB, 9TO JeNlaeT UX 0COOCHHO MOJIC3HBIMU B YCIOBUSIX
JIUHAMUYHO MEHsouleiics nopoxxHou cpeasl. Kamepsl moryt
OBITh  JICTKO  MEPenpoGUINPOBAHBI  JUII  MOHUTOpPWHTA
JIOPOXKHOTO IBIDKEHHS C MHHMMAJIbHBIMH 3aTpPaTaMH, YTO
CHIDKAeT HEOOXOIMMOCTh YCTAHOBKH HOBOTO 00OPY/IOBAHHS.

Oco60e BHUMaHNE B MOHUTOPUHT€ TPAHCIIOPTHBIX MOTOKOB
yAensieTcsl IJIOTHOCTH, TaK KaK OHA SBISETCS KIIOUEBBIM
MoKasareieM Ui OICHKHM COCTOSIHHS JOPOXKHOW  CETH.
[InoTtHOCTH HampsiMyl0 BIHMSET Ha YpPOBEHb 3arpy>KEHHOCTU
JIOpOT, PUCK BOZHUKHOBEHUS MPOOOK M, B KOHEYHOM HTOTE, Ha
6e3onacHocTh U KoMpopT BoxuTenei. s Ooiee ToyHOTO M
HaJIe)KHOTO M3MEPEHHUs IJIOTHOCTH TPAHCIIOPTHOTO TMOTOKAa B
COBPEMEHHBIX CHCTEMax MOHUTOPHHIa BBOJIUTCS
THAPOJUHAMHYECKAs MOMAENh JABWKEHUWs. JlaHHAas MoJelb
[03BOJIIET  ONMCHIBATh  B3aMMOAEWCTBHUE  TPAHCIOPTHBIX
CpEeICTB B TIIOTOKE, YYHUTHIBasi W3MEHEHWE IUIOTHOCTH B
3aBUCHUMOCTH OT YCJIOBHM JABIXEHUS, TaKUX KakK CKOPOCTb,
WHTEHCUBHOCTH u B3aMMOJIEHCTBHUE aBTOMOOMIIEN.
lunpoaunamuyeckass MoJelb OMOTaeT Jiydlle IOHSTh
MOBEICHUE TPAHCIIOPTHOTO TOTOKA M YJIYYIIUTH YIpaBIeHHE
JIOPOXKHOM cuTyauuei.

[IIupokoyrosbHbIE KaMepbl HIPalOT KIIOYEBYKO pPOJb B
IIPUMEHEHUU METOJOB BHUPTYaJbHBIX JETEKTOPOB, IOCKOJIBKY
OHM TIO3BOJIIIOT 3aXBAaThIBaTh OoJjiee IIMPOKHE YYaCTKU
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JIOPO’KHOTO TOJIOTHA. JTO obecreyuBaeT Ooiee TOYHOE M
MOJTHOE TIPEICTAaBICHHE O JOPOXXKHOW OOCTaHOBKE, YTO
0COOCHHO Ba)KHO MPH aHAIN3E IUIOTHOCTH TPAHCIOPTHOTO
noTtoka. [llupokuit yron o630pa MO3BOJSIET MUHUMH3HPOBATH
clenble 30Hbl M YIYYIIUTh TOYHOCTh OLEHKH KOJIMYECTBA
TPAHCIOPTHBIX ~ CPEACTB HAa  JOpOre, YTO  IIOBBIIIACT
3¢ (HEKTHBHOCTH MOHUTOPHUHTA.

PazpaboranHas cucrema Ha 0a3ze MeTola BHUPTYaJIbHBIX
nerextopoB Virtual Detectors System (ViDES) — ncnons3yer
MPEUMYIIECTBA HIMPOKOYTOJIBHBIX Kamep u
THJPOJMHAMUAYECKON MOJENM MAsi TOYHOTO MOHHMTOPHHTa
TpaHCOpTHRIX TOTOKOB [3]. VIDES mo3Bossser HE TOJIBKO
OILICHMBATbH TaKHE MapaMeTphl, KaK IUNIOTHOCTh, MHTCHCUBHOCTD
U CpenmHssl CKOPOCTh IBIXKEHHs, HO M aJaNnTHPOBAThCA K
N3MEHEHHSAM JIOPO’KHOM OOCTAaHOBKM B PEXHMME PEalbHOTO
BpeMEHH.  JTO  JeJaeT  CHUCTEMy  IOJIE3HOM s
NpeAOTBpallleHHs]  3aTOPOB,  ONTHMHU3ALUHM  YIPABICHUS
JIOPO’KHBIM JIBIDKCHHEM M TIOBBIIICHUS O€3011acHOCTH Ha
Jloporax.

II. I'MAPOJAMHAMUWYECKAS MOJIEJIb TPAHCIIOPTHBIX IIOTOKOB

OpmHnM u3 MaKPOCKOITMYECKUX MTOJTXO/I0B K
MOJICIUPOBAHUIO Tpauka C CEpeAWHBI MATHACCATHIX TOJOB
MIPOLIIOTO CTOJIETHSI CTAHOBUTCS TUAPOIMHAMUYECKAs MOJEIIb
U ee pa3IuyYHble MOIM(HUKALNK, CBA3aHHBIE C YIMOJOOICHHEM
IMOTOKA aBTOMOOMIICH TEKYIIeH KUAKOCTH.

B pa6ote 1955 rona Jlalitxmmia-Yuzema [4] 3aBUCHMOCTD
GyHKIMM  OT TUIOTHOCTM ObUTAa  ymomoOJieHa — TEYEHHIO

KMIKOCTH € TUIOTHOCTBIO P(X,7), paBHOI uMCTy MallMH Ha

€JIMHUILY JUTMHBI JIOPOTH, ¥ MHTEHCHBHOCTBIO ¢(X,7) , paBHOi

KOJIMYECTBY aBTOM06I/IHeﬁ, NEPEeCCKaroIMX CEUYCHUC X 3a
CAVHUIY BPCEMCHMH. VuuteiBasg 3aKoH COXpaHCHUA MacCChl,
HUMEEM COXpPaHCHUEC YHCJIIa MalllH Ha Y4YaCcTKE JOpOoru B
3aMKHyTOI>1 cucrteme. B Cliy4ae OTKpLITOﬁ CUCTCMBI HMCEM

g +tp =0 n g +p=g(x1). Oymaums g(x,1)
OTpaXa€T HHTCHCUBHOCTH ITOTOKa B’beS)KaIOHII/IX/BBICB)Ka}OH.[I/IX
TPAHCIIOPTHBIX CPEACTB. Takas MOJ€CJIb COOTBETCTBOBAJIA

peanbHBIM  HaONIOAEHWSM,  OCOOGHHO  NHpPU  HU3KHX
HMHTCHCHBHOCTSX IIOTOKOB.
IMycts R(#,X) — KOIM4YecTBO aBTOMOOWMJIEH, KOTOpbIE B

MOMEHT BPEMCHH ! MPHONMKAIOTCS K ce4eHuro x € G 1o
OJIHO¥ ToJI0Cce.

Torma WHTEHCHBHOCTH TPAHCHOPTHOIO NIOTOKA — ¢
omnpeJesieTcs Kakx:

OR
tL,x)=—.
q(t,x) py
[I1oTHOCTE TPAHCHOPTHOTO MOTOKA — L OIpPEAeNIeTCsS
KakK:
OR
t,x)=——.
o(2,x) .

VYcaoBue perynspHocTH (ypaBHEHHE HETPEPHIBHOCTH)
UMEeT BUI:

R _O°R

op_0q  OR_OR
otox  oxor

ot 0Ox

CKOpOCTh TPaHCIIOPTHOTO TIOTOKa — Vv B Touke x € G B
MOMEHT BPEMEHH [ :

q(,x) _
p(t,x)

Jns mopcyera IDIOTHOCTH TPAHCHOPTHOTO IOTOKa Ha
NpOTsDKEHMH 1 KM TpU  CpeJHEeW MAJMHE TPaHCHOPTHOTO
cpenctea 5 M motpedyercss k =200 QUCKPETHBIX oONacTeil s
JICTEKTUPOBAHUS.

v(t,x) =

O603HaunM Kak N — KOJHYECTBO 00JIaCTEH, B KOTOPBIX
HaXOJATCSl TPAaHCIOPTHBIE CpencTBa, a L — kak oOiee
KOJIMYECTBO 00JIACTEH Ha TI0JIOCE, TOTYyIHM

N
==, 0<p<l1.
p=7 p

JIst mepexoia K eIMHUTIAM U3MEPEHUS aBT./KM
N
pzf*k,0<p<200.

0O0603Ha4MB 001aCTh IeTEKTHPOBaHUs Kak d (puc. 1),

L 1
ITOJIyYHM COOTHOIIEHHE d = v OTKyza ciemyer d ~—.
0

Puc. 1. PazOuenue nonocs! Ha AUCKPETHBIE PParMEeHTHI.

B pamkax wuccrienoBaHus THAPOJAMHAMHYECKOW MOIENH
KOJUICKTUBOM aBTOPOB TIOJ PYKOBOACTBOM mpodeccopa A.Il.
BycnaeBa OblTa pa3paboTraHa TUAPOTUHAMHUYECKAS
TPaHCIOPTHAsT MOJENb Topoaa MOCKBBI, peajn3oBaHHas Kak
BBEIYHCIUTENbHAS cxema ['oayHoBa st rpada [5].

III. OIMUCAHUE BXOJIHBIX JIAHHBIX

Vcnonp3oBaHne OIMPOKOYTOJILHBIX KaMep B CHUCTEMax
MOHHMTOpPHMHIA TpPAHCIOPTHBIX IIOTOKOB IpHOOpETaeT Bce
OONBIYI0  aKTYaJIbHOCTh  Ollarogapst HMX  CHOCOOHOCTH
OXBaTHIBaTh 00JIee MIMPOKHE YYaCTKU JOPOXKHOTO MOJIOTHA. B
OTJIIMYKE OT KaMep C Y3KHM yIJIOM 0030pa, IIHPOKOYTOJIbHBIE
KamMepsl MOTYT (HMKCHPOBATh Cpa3y HECKOJBKO JOPOXKHBIX
TI0JI0C, IEPEKPECTKOB M MPUJICTAIONINX 30H, YTO 3HAYUTEIIHHO
YBEIMUYUBaeT O0BEM IaHHBIX Ui aHajgu3a. IJTO OCOOCHHO
B)XHO TIPH OIIEHKE IUIOTHOCTU TPAHCIIOPTHBIX IOTOKOB, TAaK
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Kak TMo3BoJsieT OoJiee TOYHO YYHUTHIBATH  KOJIMYECTBO
TPAHCIOPTHBIX CPENCTB M MX paclpenesieHne Ha jpopore. B
YCIOBUSIX IUIOTHOTO JIBIDKGHUS, TJE BBICOKA BEPOATHOCTh
3aTOPOB M TPOOOK, MMPOKHH yroia o0030pa MHUHHUMH3HUPYET
cllenble 30HBI U CHM)KAET BEPOSATHOCTH IPOITYCKa KITIOYEBBIX
COOBITHII.

PaccMoTpuM TOTOK KaIpoB B BHIC MATpHIl pa3sMepa
nxm, TAE N — KOJNMYECTBO TNHKcener (pixellp) mo
TOPU30HTAJIM, M — KOJHMYECTBO MHUKCENICH 10 BEpTHKAIH,
MOJYYCHHBIX C HKCIONB30BaHUEM IH(PPOBOI BHICOKAMEPHI
iVideonCute 2 (puc.2).

I—

¢

Videon

Puc. 2. Crioco6s! pa3mertienus kamepsl iVideonCute 2

Kamepa ycranoBiena B naboparopuu kadenpsl «Bricmas
MaTeMaThka»  MOCKOBCKOrO  ABTOMOOHMIBHO-/l0pOoskHOTO
WnctutyTa MAN) u TPaHCIUPYET JIBUKCHUE
aBroTpaHcroprta mo JlenmHrpaackomy mmocce (puc.3) B
paspemenun 1920x1080 - Full HD B npo¢wis .

66k1c3 ‘=’
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Puc. 3. Cxema pa3mMenieHust KaMepsl Ha KapTe

Ona pasmeriieHa Ha BbicoTe ~ 18 M mox yriom ~ 60° . Yron
0030pa 00BEKTHBA KaMePHI:

e  ropu3OHTANBHBIA: 112°;
®  BepTHKAIBHBINA: 58°;

e  uaroHaJBHBIL: 131°.

JlaHHBIA yron 0030pa MO3BOJIIET OCYMICCTBISTH 3aXBaT ~
50 M MarucTpam.

I/I3MepeHHe JUIMHBI MarucTpajin MOXKET OCYIICCTBIIATLCA C
HCIIOJIb30BAHUEM CITYTHUKOBBIX CHUCTEM r100aIbHOTO

nosunonuposanus (IJIOHACC, GPS), anpropHoM 3HaHHHU O
pa3mepe 00BEKTOB Ha M300paKeHUH (pa3MeTKa, aBTOMOOMIN),
JIa3epHBIX U3MEPHUTEIIX U IPYTHX TEXHUYECKUX CpecTBax [6].

JlnuHa OJHOTO INTPUXa pasMETKH Ha HCCIELyeMOM
Yy4acTKe MAarucTpajd CO CKOPOCTHBIM OTrpaHH4YeHHeM 60 kM/4
paBHa 2 Metpam (puc.4).

Puc. 4. 3axBaT BHIECOAAHHBIX ¢ KAMEPHI

IV. METO/ BUPTY AJIbHbIX JIETEKTOPOB

Merto BUPTyalbHBIX IETEKTOPOB IIO3BOJISICT COOMpATh
JAaHHBIC MPAaKTUYECKH C JI0OOTO paKypca CheMKH Omaromaps
rHOKOCTH B HAacTpoiike pasMepa, (opMe M PaCHOJIOKECHHUIO
JIETEKTOPOB.

Hetekrop (detector|det) — mpsiMoyroyipHas o0OmacTh Ha
OKPaHE pPasMepa Mgy XMy, , THE Mgy S MMy <M, JUIA
PETUCTPAIUK U HAKOTUICHUS [IBETOBBIX M3MEHEHHIA.

[lupuHa 1 BEICOTA AETEKTOPA BEIOMPAETCS] TAKUM 00pa3oMm,
yr0o0Bl ATC, IBIDKYIIHECS 10 MOJI0CE JBHKEHHS, 003aTeIbHO
[oTazajio KoprmycoM B obOmacte nerekropa (puc. 5). Ecmm
y4ecTb, YTO 3alloJJHEHHE KOHTPOJBHOW 00JacTH JeTeKTopa
kopnycom ATC pomkHO ObITh MuHHUMYM 30%, cpenHss
IIMpHUHA AOpOKHOM nonockl askenusa TC cocrasnser 3,75 M.,
a cpennss mupuHa camoro TC 1,8 M. pu cpenHer anuHE 5 M.,
TO pEeKOMEH/yeMasi BHICOTa KOHTPOJBHON 00JIaCTH JEeTeKTOpa
Berauciserca kak (1,8%30%)*2+0,15 = 1,23 M, a mmpuna
(5*30%)*2+0,15=3,15 m.

Puc. 5. PaccranoBka 1€TEKTOPOB Ha Ioj10ce

ITocne paccTaHOBKM It 00JACTH KaXKIOTO AETEKTOpa Ha
KQXIOM KaJpe BHICOMOTOKA MPOUCXOAUT BBIYHCICHHE
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BHIOpaHHOW METPHKH, CBSI3aHHOW C MHTCHCHBHOCTBIO IIBETA, B
MOMEHT BpeMmeHH ¢. Ilocme 4ero i KakIoro IEeTEKTOpa
HPOUCXOIUT OMHApU3aLys 3HAYCHUS METPUKH I10 33TaHHOMY
opory &, rae 1| — cOOTBETCTBYET HAIMYWIO TPAHCIIOPTHOTO
cpezacTBa B 001acTu eTeKTopa, a 0 — ero OTCyTCTBHIO.

B nanpHelimeM OMHapHW30BaHHBIC 3HAYCHHS YCPETHSIOTCS
U TIEPEBOJSATCS B CEKYH/BI B COOTBETCTBUU C YACTOTOM KaJpOB
BHIEOCHEMKH. Jlanbiie TIPOUCXOUT BBIYHCIICHHE
XapaKTePUCTUK TPAHCIOPTHBIX IOTOKOB. AJITOPUTM PaOOTHI
METOJa BUPTYAIbHBIX JETEKTOPOB IPEICTABIICH Ha pHC. 6.

Hagasno

ITonyuenue BUIEONOTOKA

v

I'eneparys MeMaHHOTO
Kajgpa

v

VYcranoBka 1eTeKTOpa

y

ITonyueHue odepeHOTO
Kajapa

v

Brraucnenue 3HauCHIA
METPUKHA

y

Boruncienue abconorHoro
3HAYCHUSA MECTPHKH

y

Boruncnenue
OUHAPH30BAHHOTO
3HAYCHHS METPUKH

JlocraTo4Ho KaJapoB Juis
nepeBojia OMHApU30BAHHOIO
HAYCHUSI METPUKH B CEKYH,

ITepeBos GuHAPU30BAHHOTO
3HAYCHUSI METPUKH B CEKYH/IbI

A 4
Brruncienue 3nauenuii
XapaKTCPUCTHK
TPAHCIIOP THBIX MTOTOKOB

Her

Y iaercs nonyunTh
CIIeJTy oI Kajp

A

Her

Puc. 6. brnox-cxema anroputmMa paboTsl METOAA BUPTYaIbHBIX AETEKTOPOB

V. AJITOPUTM OLIEHKU TJIOTHOCTU TPAHCIIOPTHOT'O TIOTOKA

B mpomecce wm3MepeHmit QuKCHpyeTCs  KOJMYECTBO
aBTOMOOMIICH Ha Ka)kKIOW IOJIOCE ydacTKa JOPOTH B KaXIIbIH
MOMEHT BpeMeHH. [ 3TOro NMpoM3BOAMTCS CyMMHPOBaHHUE

3HAUCHUN AKTUBHPOBAHHBIX JIETEKTOPOB B KAXKIOU CTPOKE
Tabmuuel B .csv (aiime, mocie dYero IMONydYeHHas CyMMa
JIeNUTCS Ha 00IIee KOJTMYECTBO AETEKTOPOB Ha mooce (puc.7).

TakuMm 00pa3oM, IUIOTHOCTH TPAaHCIOPTHOTO IIOTOKA
orpezieNseTcsl Ha y9acTKe JOPOTH B KaXKIbIii MOMEHT BPEMEHH
t. Ilpm wn3MepeHHMM IUIOTHOCTH, 3HAs pasMep KakIoro
JETEKTOpa, SAMHULBI U3MEPEHUsS NEePEeBOMATCA B KHIOMETPHI
(aBT./KM), YTO TIO3BOJISICT IIOJMYYUTH OoOJjee HarJsiAHBIC JUIs
BU3YaJIM3allUH U aHAJIM3a Pe3yJIbTaThl.

N\

JeTekTopbi 1...20

AKTUBALMW LETEKTOPOB BAO/Ib MO/IOCHI MO Kagpam
Puc. 7. Busyanuzakuus akTUBaIliH JETEKTOPOB BIOJIb MOJIOCH

VI. IIOJIYYEHHBIE PE3YJIbTATHI

B pesynbraTe 00paboTku maHHBIX 3a 25 urons 2024 rona,
MONyYCHHBIX C BHPTYaJbHBIX JETEKTOPOB, PACCUNTAHHBIC
IJIOTHOCTU TPAHCIOPTHOTO MOTOKa 3a 24 4Yaca MpelCTaBJICHBI
Ha puc.8-9.

TIA0THOCT, TPAHCIOPTHOrO MOTOKa (aBTOMOBMAM Ha kM) ¢ 21:00 40 22:00

0] — pacuernan nnomvocts

-~ Cronsssusee cpenee ’7

NAoTHocTs (as fki Monoca)

21.0022:00

Puc. 8. [InotHoCcTh TpaHcnopTHOro noroka ¢ 21:00 no 22:00

Nnothocets noToKa (aBToMo6MAM Ha kM) ¢ 00:00 Ao 23:45

— PacseTHan nnoTHocTs
-~ Cromssuee cpemee

0000 0100 02100 0300 0400 0500 06i00 0700 0500 09100 10:00 1100 12100 1300 1400 1500 1600 1700 1800 1500 20:00 2100 2200 2300 2400
Bpens (sac)

Puc. 9. IlnotrocTs TpancmopTHOro notoka ¢ 00:00 mo 23:45
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U3 rpadukoB BUIHO, YTO pPACCYUTAHHAS IUIOTHOCTH
OTpaxkaeT KoJIeOaHHs JTOPOKHONH 0OCTAHOBKH B TEUCHHUE ITHS C
pOCTOM yTpeHHEro, 00eIeHHOTO M BedepHero nuka. Pa3opoc B
COCeTHUX 3HAUYCHHUSX, OCOOCHHO B MPOMEXKYTOK C Bedepa Jo
yTpa MOXET OBITh BBI3BAH ClIcaMH OT (ap, YTO 3aTPyAHSACT
ompezieieHNe O0COOCHHOCTEH TPAHCIOPTHBIX CPEACTB. OTO
SIBIICHHE  SIBIISICTCS ~ PACIPOCTPAHEHHOH  MpoOiemMoil B
KOMIBIOTCPHOM 3peHUM. [IprMeHeHHe aJanTHBHBIX METPUK
JUTS Pa3JIMYHBIX TIOTOAHBIX M BPEMCHHBIX CIICHAPUEB TO3BOUT
CrJIaJuTh BHIOMBAIOIIKECS U3 OOIIEH CTATUCTUKU PE3yJIbTAThI.
B 1enom, pe3ynbTart OleHKH B OOJBIIMHCTBE CIy4aeB OJIM30K K
HUCTUHHOMY MOJIOKEHHUIO JIEJI, YTO CBUACTEIBCTBYET O TOM, UTO
NPEAJIOKEHHBIA  MOAXOJ, MOXET O00eClednuTbh  TOYHOE
oOHapyxeHue.

VII. BbIBOJIbI

B pamkax cTaThH MpeACTaBIEH METOJ IOICYETA IFIOTHOCTH
TPAHCIOPTHOTO MOTOKA C HCMOJb30BAHUEM IIHPOKOYTOIbHON
KaMephl Ha OCHOBE METOJA BHUPTYaIbHBIX JIETEKTOPOB.
[upokoyroabHasl Kamepa, IMO3BOJISIET OXBATHTH OOJBIIIYIO
IUIOLIa b JOPOXKHOTO IMOJIOTHA, YTO IIOBBILAET TOYHOCTH M
MOJHOTY aHajiu3a TPAHCIOPTHBIX MOTOKOB. B coueranuu ¢
aJrOPUTMAMU KOMITBFOTEPHOTO 3PEHMS M THAPOIMHAMUYECKOM
MOJICNIBbIO, TPEJIOKCHHBIA MOIX0A obecreunBaeT Oojee
TOYHOE M3MEPEHHE IUIOTHOCTH TPAHCIIOPTHOTO II0OTOKA B
PEKHME pPEalbHOrO BPEMEHH, UYTO SIBISIETCS KITIOYEBBIM
(GakTopoM IS YIPaBICHHS JOPOKHBIM  JBHKCHHEM U
MPEI0TBPAIIEHHS TIPOOOK.

[TpuMeHeHne MeTo/1a BUPTYAIbHBIX IETEKTOPOB MO3BOJISIET
n30eKaTh HEOOXOMUMOCTH B YCTAHOBKE JOPOTOCTOSIIETO
(m3nyeckoro 06OPyAOBaHUS U UCTIOIH30BATh CYIIECTBYIOIIYIO
HHPPACTPYKTYPY Kamep BHICOHAONIONCHHSA. DTO HE TOJBKO
CHIDKAeT 3aTpaThl Ha pealu3aldi0 CHUCTEMbl, HO H
oOecrieunBaeT THOKOCTH B €€ aJalTalid K Pa3IdnYHBIM
JIOPOXKHBIM ycloBusiM. [IpencTaBieHHass METOAMKA MOKa3ana
CBOIO 3()(CKTHBHOCTD B PA3JIMYHBIX CLIICHAPHUSX BIKCHHS, YTO

MOATBCPIKAACT €C MPaKTUICCKYIO
HCIIOJIB30BAHUA B TOPOACKHX YCIOBHUAX C
MHTCHCHUBHOCTHIO ABUXKCHUA.

3HAYUMOCTh IS
BBICOKOI1

TakuM 00pa3oM, TPEIIOKEHHBIH METOJ MOXKET CTaTh
BOXHBIM  HWHCTPYMEHTOM  JUIi  TIOBBIICHUS  TOYHOCTH
MOHHUTOPHHTA  TPAHCIIOPTHBIX IOTOKOB W  yIyYIICHHS
YIpaBJieHUs JOPOXKHOW cuTyanued. B Oynmymem naHHas
METOAMKA MOXET OBITh JOTOJHUTEIBHO YIIyUIIeHa C Y4eTOM
BO3MOJKHBIX M3MCHEHHH JIOPOXKHBIX YCIIOBHH, ITOTOJHBIX
(hakTOpoB W JPYrHX MEPEMEHHBIX, YTO TMO3BOJUT ele Ooee
3G (PEKTUBHO KOHTPOJIMPOBATH IUIOTHOCTH TPAHCIOPTHOTO
ITOTOKA ¥ MUHUMH3HPOBATH 3aTOPHI.
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DD EKTUBHBIE METOJIBI CKATHS JJAHHBIX MPH
dhopmuposannn jyda B cetax LTE n 5G NR

.P. JIeicenko
BMK MT'Y um. M.B. Jlomonocosa
Mocksa, Poccus
lysenkodr@my.msu.ru

Annoranus—Cucrembl cBsizu nsroro 1nokosjenus HG NR
HCIIOJIb3YIOT AHTEHHbBIE PEIIETKU Jiisl HAITPABJICHHON MepeIadn
U mpuéMa, YTO B CBOIO OYEPEIb CHOCOOCTBYET TMOBBINICHUIO
IPOU3BOJUTENLHOCTH U 3P PeKTUBHOCTH CBA3U. st Iyruiexc-
HBIX CHCTEM C YAaCTOTHBIM DAa3JEJCHUEM KAHAJOB BaykKHa 00-
paTHas CBA3b O COCTOSHUM KaHaJa. BBIOOp KOMOBOH CTpAHMIIBI
JUIsT KOHQUTYpAlluy AaHTEHHO# perieTkr 0a30BOi CTAHIMH W
AHTEHHBIX IOPTOB KJIMEHTCKOIO YCTPOMCTBA MPOMCXOIUT MPH
nomoru ooMena oraeraMu. CyTh paboThl COCTOUT B ONTHMU3a~
I[[WH TIPOIIEy PbI OOMEHA, TPUMEHEHUH ¥ UCCIIE0BAHUN METOIOB
CKATUS TAHHBIX.

Index Terms—5G NR, MIMO, CSI, GecriposogHas CBsi3b,
Beamforming, cxxatue maHHbIX, 6a30Basi CTAHIUSA, AHTEHHASI
peméTKa, MoJIb30BaTeIbCKOE 0DOPYIOBaHUE, TUCKPETHOE IIpe-
obpazoBanne Pypbe, IUCKPETHOE BeEHBJIET-TIPEOOPA3OBAHIE,
CHHTYJISIPHOE PA3JIOXKEHHME.

1. Beenenne

B cucremax MIMO (Multiple Input Multiple Output)
nndopmanus o cocrogunn  Kanasia (Channel State
Information, CSI) nHa 6a30Boit craHuuK HEOOXOMUMA IS
obecrieueHnsl Ka9eCTBEHHOH paboThI IIPEKOIMPOBAHIs, Ha~
CTPOIKYM aHTEHHON PEmeTKH Hpu (POPMHUPOBAHUU JIyUA.
OmHako, o Mepe PoCTa YKC/Ia AHTEHH, YCTAHOBJIEHHDIX Ha,
6a30Boil cTanIwy, obecriedeHne 0OPATHOl CBSI3U CTAHOBHUT-
csI CJIO’KHOM 3a1a4eil n3-3a yBeaumdenust Marpuiisl CSI.

Heobxomumo s dekTuBHO C:KUMaTh HHGOPMAITIO O
COCTOSIHUM KaHaJjla Ha I0JIb30BATEIbCKOM 000PYIOBAHUK
mepes Tepeateil U PEeKOHCTPYHUPOBATh €ro Ha 0a30Boil
craanun. B marpune CSI 6oJibIoe KOJIMYECTBO 3JI€MEH-
TOB OJM3KUX K HYJIO. DTO CBA3aHO C Pa3PEKEHHOCTHIO
B MIMO-kananax, 9To0 MOMKET ObITh HCIIOJIBL30BAHO JIJIs
ckarust. B [1], [2] marpuna npeobpasyercss ¢ 1OMOIIbIO
JIICKpeTHOro mpeobpasoBanuss Pypbe, B 3100 06IacTH
COXPAHSIeTCs CBOMCTBO Pa3pexKeHHOCTU. ¥ YUThIBasi, 4TO
BpPEMEHHBIE 33IePXKKH MEXKJTY CUIHAJIAMIE JIEXKAT B OTPaHMU-
YEHHOM HHTEpBaJe, TOJbKO HEKOTOPBIE CTPOKH COIAEPIKAT
3HAYEHUs, HE OJIM3KWEe K HYJII0, OCTAJbHBIE MOXKHO HE
YUATHIBATD.

st perenust 3a7a91u HOTPEOOBAIACH PEAU3AIMST MO-
Jle/ KaHasta Ha ocHose 6ubmmorekn Quadriga [3]. Beum
[IPEJIOXKEHbI aJIFOPUTMBI M3 OOJIACTH CxKaTUs H300pa-
JKEHU# W CHUZKEHHS PA3MEPHOCTH MATPHUIl, OCHOBAHHBIE
Ha: juckpeTHoM npeobpasosannn Pypee (Discrete Fourier
Transform, DFT), nuckpersom BeiiBier-npeobpazoBanuu

B.O. Iluckosckuii
BMK MTI'Y um. M.B. Jlomonocosa
Mocksa, Poccust
vpiskovski@lvk.cs.msu.ru

(Discrete Wavelet Transform, DWT) ua ochose BeiiBite-
toB Jlobemn, curryngpaom pasioxennu (Singular Value
Decomposition, SVD).

II. TTocramoBka 3amaun

A. ®opmasibHast IOCTAHOBKA 38,1891

Hano: Cucrema MIMO ¢ Ny nepearomumu aHTeHHAMI
Ha CTOpoHe 0a30BOil cTaHiuu U N, NPUEMHBIMH aHTEH-
HAMM Ha CTOPOHE MOOHMJIBLHOTO TepMmmHana. [Ipumenser-
ca mudposast Mogyssiiust OFDM (Orthogonal frequency-
division multiplexing), rye curnan dpopmupyercst Ny 1o
wecynumu. [Ipu Ny > 1, Ny = 1 npuHrMaeMblil curaas
Ha i-it TogHeCy et

H .
yi = hj'viz; +n;, Te:

h;" € CNeX1 - gosdurenT mepeaun Kanaa
v; € CNeX1 _ pexTop mpexompoBanus

x; € C - BeKTOp JMAHHBIX

n; € C - myM™ Ha IPUEMHOIT aHTEeHHe

H = [h;...h]" € CNexNee - yratpuna kanasa
Haiitu: H - cxatast MaTpHIa Kanasa

III. Pemenus 3aaaun
A. MogenupoBanye KaHajua U co3jaHne Habopa JaHHbIX

JlaHHBIE JJIS HCCJIEIOBAHNS U AaHAJIN3a KAHAJOB CBI3W
9acTo II0JyYaloTcs JUOO IIyTeM KOMIIBIOTEPHOIO MOJe-
JIMPOBAHUs C UCIHOJIb30BAHMEM CIEIUATU3MPOBAHHBIX MH-
CTPYMEHTOB, JiubO IIyTeM IPOBEeHHsI PeabHBIX U3MEpe-
HUN B COOTBETCTBYIOIICH Cpelie.

B mammoit paboTe MBI UCIOJB3yeM MPOTPaMMHOE 00ec-
nevenne QuaDRiGa mias remepannu matpur, CSI B pas-
JIMYHBIX YCJIOBHUSIX, TAKHX Kak mpsMas Bugumocts (LOS)
1 orcyrersue npsamoit Buammoctn (NLOS). Do mossossier
HaM CO3/IaBaTh PeaUCTHYHbIE HAOOPHI JAHHBIX JJIsI aHa-
JIM3a TIOBEJICHNs KAHAJIOB CBSI3U B PA3JIMYHBIX CLHEHAPUSIX.

Oupe/iesisieM OCHOBHBIE IIAPAMETPbI MOJIEJINPOBAHMUST, Ta-
KHe KaK KOH(UIypalusd aHTeHH, YaCTOTHBIE IUAIA30HbI,
KOJIMYECTBO IIOAHECYINUX U T.J. 3aTe€M 33JaeM IapameT-
DBl CIICHADHS, TaKWe KaK XapaKTEePUCTHKH CpPejbl (TuIl
MECTHOCTH U 30HY TOKPBITHs) U JIBUKEHHE MOGHIBHOIO
TepMuHAsIa (NUHefiHOE WM KpuBoInHefiHOoe MBuKenue) 1.
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Tabmuma I
[TapameTpbl clieHapHsT MOJETUPOBAHKS

XapaKTepuCTHKa Suauenue (Indoor/Outdoor)
Basosas crannus 32 aHTEHHBI
MobGusbHBIN TepMUHAT 1 anTenna
Yacrora 300 MTI'n, 5.3 I'T'g
[MTupuna mosocsr 20 MTI'n
KommyecTBo nozxHecymux 128...1024
Wurepsasn nepepadn CSI 5¢
CkopocTb aboHeHTa 0.9 m/c, 0.001 m/c
IIyTs JIMHEWHBIN, KPUBOT

Cuenapuii cpebt LOS/NLOS

Power Map [dBm]
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Puc. 1. TemoBasi Kapra MOIIHOCTH CHUTHAJIA, HO3UIMOHUPOBAHUE
6a30BOi1 CTAHIMK ¥ MOOUIBHOTO TEPMUHAJIA B IPOCTPAHCTBE

[ocne ycranoBKM mapaMeTpoB HPOUCXOIUT TeHEPAINs
marpur CSI a1t KazxKI0ro creHapus. DTH MATPHUIL Olle-
HUBAIOT XapAKTEPUCTUKN KAHAJA, TAKHE KAK AMILIATYIA
u ¢a3a curuasia, B 3aBUCHMOCTH OT IIAPAMETPOB CPEJIbl I
pacrosioxerns anTeHH. CtponM rpaduk, 9T0OB BU3yaIb-
HO IIPEJICTABUTH PACIPE/IeJIeHIe CUTHAIA B MIPOCTPAHCTBE
(em. Pucynok 1). IomyueHHbie JaHHbIE COXPAHSIOTCS JJIsT
HOCJIEIYIOIIErO AHAJI3A.

B. Meronbl cxxarust

a) Merozmpt Ha ocroBe DFT: Bxox: Marpuiia kauasb-
Hoit nepegaan H u mopor yceuenust k.
Beixox: Cxxaras marpura H u MeTPUKH (KOppeJIsIIus,
SNR, NMSE).
o Meroz Nel uckitrowaeT 1eHTpaIbHBIE CTPOKHU CIIEKTPA.
o Metom Ne2 coxpaHsieT 3J€eMEHTHI CIIEKTPa ¢ HanbOIh-
MIAMYA aMILIATYaMA, OTCOPTUPOBAHHBIME 10 3HAYE-
HUIO.
o Meton Ne3 coxpaHsieT CTPOKH CIEKTPa ¢ HAMOOJIbINeH
CyMMapHOH aMILIUTYI01.
b) Merozpr na ocrose SVD: Bxoa: Marpuriia kamasbs-
Holt repegaun H u mopor yceuenus k.
Brixoz: [Ipubmkennas MaTpuia Hu MeTpHuKH (Koppe-
nsmust, SNR, NMSE).
[Taru: - Bemmomauth cunryasipoe passoxkenne: H =
UXV*. - Obpesarp U, ¥, u V* 1o nepsoix k cro/buos. -
Borancauth npubInKeHHYI0 MATPHUILY: H= UpZiVi.

o Metom Nel: BreimostHsIeTCsT TpsiMOe CHHTY/ISIPHOE Pas-
noxkenne marpunsl H u o6pe3ka 10 k CHHTYIAPHBIX
3HAYCHUI.

o Merox Ne2: Cuauasna npumensiercs DFT k marpure
H, sarem cunryaspHoe pasioXkKeHHe /IS TaCTOTHOM
obacTH.

o Meron Ne3: Marpuna H pasgensiercs Ha JeiicTBU-
TEJTbHYI0O W MHUMYIO YacTH, KaxXIas W3 KOTOPBIX
00pabaThIBAETCs OTAETBHO C UCIIOJB30BAHNEM CHHIY-
JISPHOTO PA3JIOYKEHUSI.
¢) Meronpr Ha ocaoBe DWT: Bxox: Marpura ka-

uajbHOi nepeadn H pasmepa Ny, X Ngc.

Brixon: [Tpubmmxkennas marpuna He. 1 MeTpuku Kop-
pessiimu, SNR 1 NMSE mexxny H u Hye..

[Taru: 1. Bemosants DWT m1st maTpunst H. 2. Coxpa-
HUTH HaubojbInne k 3HaYeHM BeiiBjIeT-K03(DDUIIEHTOB.
3. Cdopmuposarh BekTop nosummit t. 4. Boccranosurhb
BEKTOp BeHBIIET-KOIDDUIMEHTOB ¢ HYISIMUA Ha OTOPOIIIEH-
HBIX MecTaX. 5. Bemogauth obpatrnoe DWT mis Boccra-
HOBJIeHUST MATPUITBl Hioc.

o Metox Nel: IIpumensier DWT x mcxomHO#M KOMITIIEKC-

Hoit maTpure H B nesom.

o Metom Ne2: Ilpumenser DWT otmensHO K jeffcTBu-

tesbioii (Re) u mumvoit (Im) wactam marpums: H.

C. Merpuku

Jltst moicuéTa, pa3HUIBI MEXKJTy BOCCTAHOBJIEHHON MaT-
puteit H u ucxonuoit marpuneit kanana H ucrosnb3yercs:

HopmupoBanuast — cpejHeKBajpaTndHas  OMHOKA
(NMSE):
H - H|j3
nmse — g | 1= Hib 2”2
[H3
Ine E obosnauaer maremarudeckoe oxujanue, || - ||

0003HAYAECT KBAJPATHYIO HOPMY {9 MATPUIIBL.
Koppensmus (Kocunycroe cxoieTBo):

Nsc

1 hh;

p:E -
Nec = |hi|2]|hl|

Ine h; fll — ¢-ble cTpoku Marpur, H u H coorser-
cTBeHHo, - - COnMpsKeHHo-TPaHCITOHNPOBAHHASA MATPHIIA,
| - I|2 obosnagaer KBagparHy0 HOpMY .

Ornomenne curnasn/mym (SNR)

OTHOIIIEHHE MOITHOCTH [OJIE3HOTO CHTHAJA K MOIHOCTH
Iyma:

2
P, signal _ ““signal

Pnoise

Arzloise 7
rie P — cpeHsis MOIMMHOCTL, A — CPeIHEKBAIPATUIHOE
3Hadenne aMIuTyapl. O6a CHIHATIA H3MEPSTIOTCS B TI0JI0Ce
IIPOILYCKAHHS CHCTEMBL.
OOBIYHO OTHOIIEHNE CHTHAJ/ITyM BBIPAXKAETCSA B JIEIH-
bemax (xb):

SNR =

Psi na
SNR(dB) = 10log, <PL1> .
noise

24



IV. Ilpakrtnyeckas gactb
A. Omnucanue crenga

a) Ucnosnb3yemble ammapartabie  cpegcrsa:  ASUS
Vivobook K6500ZC, npomeccop Intel Core i5-12500H 2,5
ITu, sumeokapra: NVIDIA GeForce RTX 3050 Laptop
GPU 4GB, oneparusnas namstb: 16.0 I'B, nocrosunas
namsTh: 512,0 I'B SSD.

b) Hcnomnb3yemoe nporpaMMHOe 0GecreveHne: ornepa-
muonHast cucrema: Microsoft Windows 11 Pro, sepcus:
10.0.22631, cpema momenupoBanus: MATLAB Version:
R2019, 6ubmmorexn: QuaDRiGa v2.8.1.

B. DxkcnepumeHTh

Mgl renepupyeMm [Ba THIIA MATPHUI[ KAHAJIOB HA II€H-
tpaspaoit dactore 300 MI'm u mosoce mpomyckamus 20
MT'r; ¢ 128 u 1024 mommecymumu. [Ipeamonaraem criena-
puit Berlin Urban Macro (UMa) ¢ mpsimoii BUIEMOCTBIO
(LOS) B momemn xamasma QuaDRiGa, rae kommdecTBo
nepenatonux anteHH paao M = 32, a UE mBmxercs 1o
OKDY2KHOCTHU WJIU TIO JIMHEHHOMY IIyTU B PA3HBIX HAIIPAB-
JIEHUSIX.

B 9skcmepmMenTax BO BCeX peasM30BAHHBIX METOMIAX
MBI COXPaHSEM HAMOOJBIINE 3JIEMEHTHI MATPHIHI KAHAJIA.
Ilopor obpesanns ycramapimpaeTca Ha yposae 0-99%.
PasHuIa MeKIy pEeKOHCTPYHPOBAHHBIM KaHatoM H n
BxoaubiM H ompeziesisieTcst ¢ IOMOIIBI0 HOPMAJIN30BAHHOI
MSE, usmepsiemoit 8 10log10(nb), koppessiiun (Kocunyc-
HOTO CXOJICTBA) M OTHOIIEHHsI CHIHAJI-IIYM, H3MEPSEMOro

B 10logl0(ab).

C. BroiBomsr

B crarbe [12] yTBepKmaeTcst, 9T0 KOppesisiust IeicTBI-
TeJibHOI yacTn 3Hadennit CSI sKBUBaIEHTHA KOPPEJISIU
MHUMOfi 4aCcTi 3HaYeHni MaTpuIlsl KaHasa. Ha ocHoBaHun
9TOrO TPEJIIIOJIOKEH I OBLIN MTPOBEIEHBI IKCIIEPUMEHTHI C
meromamu SVDmethod3 u DWTmethod1, koropsre ompo-
BEpIVIN JIAHHOE YTBEPXKJEHNE, YKa3aB Ha HECOOTBETCTBUE
¢ usnuecKIMU CBOMCTBAME MATPUIBI KaHa a. B Kade-
CTBE JIOTOJIHUTETHHOTO IKCIEPUMEHTA OBLIO BBIMOJHEHO
CpaBHEHHe CXKAThs MaTpumpl MeTomoM SVD B obmactu
Qypre ¢ MaTpuIell KaHajga. ITO CPABHEHNE HE BBISIBUIIO
3HAYUTENIHHBIX OTJIMIUI, 9TO YKA3BIBAET HA KOPPEKTHOCTD
ucnosb3oBanust obmactn Pypbe [ aHAIN3a MATPUIIDI
KaHaJIA.

a) omycTumble 3HAUCHNUS METPUK: 3HAYCHHS BAPbH-
PYIOTCS B 3aBHCHMOCTH OT KOHKDETHOTO IPUMEHEHUS W
KOHTEKCTa, HO CYIIECTBYIOT ODIINe OPUEHTUPBL:

NMSE < -20 ab, SNR > -1 ab, Corr > 0.9: B 6osb-
IIIHCTBE CJIYYaeB CUUTAETCSI XOPOUINM, TaK KaK OINOKa
BOCCTAHOBJIEHHsI OUEHb MaJIa.

NMSE > -10 gb, SNR < -3 aB, Corr < 0.7: ILmoxoe
Ka9ecTBO BoccTaHOBeHust. OMIIOKA CIIUIITKOM BEJIMKA, UTO
MOXKeT ObITh HEHNpPHEMJIEMO JJIsi GEeCIpOBOIHOIO KaHATA
Hepesiadn JIaHHbIX.
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Puc. 2. Mogyns marpurer kanana u DFT-npeobpazoBannoit maTpu-
upl kanasa |H|

b) O6mire BBIBOIBI JIJIst BCEX METOJIOB:

1) BosbimuacTBO METO0B ocTuraioT 3Hadenus NMSE
okono -20 1B mpm coxpamennnu 10-20% gaHHDIX.
DFTmethod2 uw DWTmethod2 memoncTpupytor
HamMenbmme 3Hadernss NMSE mpu Tom ke yposHe
COXPAHEHNS TAHHBIX, 9TO YKA3BIBAET Ha X BBICOKYIO
3 (HEKTUBHOCTh B BOCCTAHOBJIEHUN CUTHAJIA.

2) 'V Beex MeTozoB yxyamaercs orromenne SNR mpu-
Gimm3uTesbHO HA 1 1B W MeHbime, mpum ypoBHE
coxpanenus JaHHBIX 0KOJa0 10%. DFTmethod2 u
DFTmethod3 31ech moka3bIBaloT Jytiiie pe3yibTa-
TBI, JOCTUrasA MaJibix 3Hadenuii SNR mpu Hebosibimom
IIPOTIEHTE COXPAHEHNUS JTAHHBIX.

3) Bce merompl mocturaior kosdduimenta Koppess-
i, 6;TM3KOT0 K 1, IpU YPOBHE COXPAHEHUsT JaHHBIX
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Puc. 3. Tlomyuennas xoppendanus, cpeJHEKBaJpaTHIHAS ONINOKA,
OTHOLIIEHNE CUIHAJI/IIyM B METOIaxX Ckarust Ha ocHoBe DFT.

oko10 15-20%. dTo yKasbIBaeT HA BLICOKOE CXOI-
CTBO BEKTOPOB TIOCJI€ BOCCTAHOBJIEHUS CUTHAJA, OJI-
HAKO He oTpazkaeT KadecTBa MaHHBIX. DF Tmethod2,
DFTmethod2 u DFTmethod3 gocruraipor BbICOKHX
3HAYEHUN KOPPeJsuy ObICTpee, IeM JIpyTHe MeTO-
JTbI, UTO YKA3BIBAET HA UX BBICOKYIO 3P (DEKTUBHOCTS.
c) Pexomenmamuu: s npuiioxkenuii, Tpebyommx
MUHIMAJIBHOM TOTEPH JAHHBIX W BBICOKOKAYECTBEHHOTO
BOCCTAQHOBJIEHUsI CHTHAJIA, PEKOMEHIYeTCs HCIOIh30BAThH
DFTmethod2 nam DFTmethod3. st mpumoxkenwuit, riue
JIOTIyCTAMBI HAYaJbHBIE TOTEPH B KAUECTBE, MOXKHO pac-
cmorperb DWTmethod2 mim SVDmethodl. B memom,
BCE METO/IBI TIOKA3BIBAIOT YIIyUIIeHNe KaIeCTBA BOCCTAHOB-
JIEHUS CUTHAJIA, €CM YINTHIBATH (DU3MUIECKHE CBONCTBA
MATPUIHI KAHAJA U PACCMATPUBATH METOJIBI, TTOIXOISIIINE
JIJIST KOMILJIEKCHBIX MATPHIL.
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Puc. 4. Tlonydvennasi Koppessisi, CpelHEKBapaTUYHAs OIINOKA,
OTHOIIIEHUE CUIHAJI/IIyM B METOJAX CxKaTus Ha ocHoBe SVD.

3akouenne

AHaJm3 110/Iy YeHHBIX PE3Y/IbTATOB I0KA3aJI, YTO METOJIBI
CXKaTWsl JIAHHBIX, OCHOBAHHBIE HA JIMCKPETHOM IIpeodpa-
3oBarun Pypbe, CUHTYIAPHOM PA3JIOKEHUM M JINCKPET-
HOM Be#BJIET-TIPEOOPA3OBAHNN, JIEMOHCTPUPYIOT JIOMYCTH-
MbI€ XapaKTEePUCTUKNA BOCCTAHOBJIEHUS CUTHAJA IIPU Pas3-
JIMYHOM yPOBHE CKaTws. B pesyibrare pabOThI METOJIbI
DFTmethod2, DFTmethod3 u SVDmethod1 nokaseiBator
snagernss NMSE oxkono -20 1B npu coxpanenun 10-20%
JAHHBIX, Ipu 3ToM oTHomenne SNR yxymmaercs Ha 1 1B,
YTO SBJISETCS XOPOIINM OKA3aTeIeM KaueCTBa BOCCTAHOB-
JIEHU .
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[Iporuo3upoBaHre BPEMEHHBIX XapaKTEPUCTUK
MIPUKIIAJHBIX CETEBBIX CEPBUCOB

B.O. ITuckoBckuit

BMK MI'Y um. M.B. Jlomonocosa
MockBa, Poccus
vpiskovski@lvk.cs.msu.ru

AnHoTammsi:  DYHKIHOHHPOBAHHE  PACMPEACICHHBIX
BBIYUCIHMTEIBHBIX ~ CHCTEM B COOTBETCTBHH  C
NPEIbSABIACMBIME K HHM TEXHHYCCKUMH TPeOOBaHUIMHU
ompenensietcs 3PPEKTUBHOCTBIO Pa3MEIICHUSI CETEBOr0
cepBHCa Ha 000PYIOBAaHHH B CETH.

ITpn 3TOM mOMB30BATENSIM CETH IPEAOCTaBISETCS HAOOP
nH(GOPMAIMOHHBIX YCIYT € 33aHHBIM YPOBHEM Ka4ecTBa U
HaaEKHOCTH:

1. moctym kK HHGOPMALUH «B JIF000E BpeMs B IIOOOM
MecTe», TO ecCTh JI0OOMY Yy4YacTHHKY Ipolecca
yIOpaBieHUs NPU HAIMYUKM TpaB JOCTyna IpH
BO3HMKHOBEHHHU NMOTPEOHOCTH U BHE 3aBUCHMOCTHU
OT MECTa €r0 HaXOXKACHUS;

2. wuHQOPMAIMOHHOE  B3aMMOJICHCTBHE
ABTOMAaTH3HPOBAaHHBIMHU CUCTEMaMHU;

3. CBOEBpEMCHHBIII MOHUTOPHHI W aHAJIN3 JAaHHBIX
HCTOYHHUKOB Pa3IMYHOTO THIIA;

4. mepexoj OT ILIEHTPATM30BAaHHOW CXEMBI «3arpyska
C  OYUCTKOM  JaHHBIX —  aHaIU3  —
pacmpocTpaHeHHE» K CXEMe «paclpeieIeHHbIC
pa3merieHue M TmpenodpaboTka JaHHBIX, U IO
HEOOXOAMMOCTH — MOCJIEAYIONMe 3arpy3ka,
aHaJIN3 ¥ PacIpOCTPaHEHHEY.

OxHuM W3 OCHOBHBIX  (hakTOpoB  oOecriedyeHHs
NPUBEJICHHBIX  BBIIIE TUIOB YCIYr C  3aJaHHBIMH
BEPOSITHOCTHO-BPEMEHHBIMH ~ XapAKTCPUCTUKAMH  SIBIISICT
NPOTHO3 ~ BPEMEHHBIX  XapaKTEPHCTHUK  BBIOJIHCHHS
NPUKJIaAHBIX CETEBBIX CEPBHCOB HAa LIMPOKOM CIEKTpe
000pyI0BaHus u IATHOPM BUPTYaTU3AIUH.

MEXTY

B pabote wuccnenyroTcss METOABI MPOTHO3a BPEMEHHBIX
XapaKTepUCTHK MPUKIAJHBIX CETEBBIX CEPBHCOB B
3aBHCHUMOCTH OT IAHHBIX JKCIUTyaTallddl CETEBOTO CEpBHCA
Ha WCIOJIb3YeMBIX CETEBBIX pecypcax, TEeKyIIero M
MIPOTHO3UPYEMOTO COCTOSIHHUS anmapaTHOTO "
MIPOTPAMMHOTO 00CCIICUCHHS:

5. OOydenne Mojeneil crydyaiiHOTO Jieca

6. YcedeHHOE CHHTYJISIPHOE pa3liosKeHUE

7. AHaW3 IIaBHBIX KOMIIOHEHT

8. HeilpoHHble ceTH Ha OCHOBE MHOTOCIIOHHOIO
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1. BBEAEHUE

Pa3BuTHe  TEXHONOTMM  paclpeNeNICHHBIX  OOJIAYHBIX
BBIYUCIICHUH, pealu3aisl OTKAa30yCTOWYMBBIX CETEBBIX
CEepBHCOB B BHJE paclpeAeNieHHbIX CETEBbIX YCIyT
MPUBOJUT K HEOOXOAMMOCTH Tiepexoja OT AaTOMapHbBIX
CHCTEM, JIOKAJIM30BAaHHBIX Ha BBIICIECHHBIX IS STOTO
ammapaTHbIX eANHUIIAX, K Tak Ha3BIBAEMBIM
«JIOTHYCCKUM/CETEBBIM»  PACIpPEICICHHBIM  CHCTEMaM,
KOTOpBIC <OKHBBD» TIOKa €CTh OO0CCIeUMBaIomasi HX
CyIOICCTBOBAaHHE CETh C  JIOCTATOYHOH  CTETEHBIO
M30BITOYHOCTH. Takue  cHCTEMBl  HCIOJB3YIOT
MIpEerMyIIeCTBa TEXHOJIOTUHU BUPTYaTU3aluu u
pacrpenieieHsl 0 Pa3InYHBIM CEePBEPHBIM MOIIHOCTSM.
Ecmu xakoi#-To 3K3eMIUIAp CepBUCA OKa3aJiCs HEIOCTYIICH,
TO YOPAaBIEHHUE CEThI0 AKTUBU3UPYET €ro pPe3epBHYIO
KONHMIO WJIM COOTBETCTBYIOIIMU KJIOH, B 3aBUCHMOCTH OT
YpOBHSI 00CTyXUBaHUs. VIHBIMU CIIOBaMH, CETEBEIC CEPBIC,
¢yHKIMS, yciayra CyIIEeCTBYIOT U paboTaloT He Ha
KOHKPETHOW eIuHUIlE OO0OpYJOBaHMS, a B CETH W TOKa
CyIIECTBYET CeTh, ONHPAMOMAascI Ha OINpeIcICHHBIN
ypoBeHnb u3osirounoctu B UKT undpactpykrype.

OOecrieuenne  (yHKIMOHMPOBAHUS  paclpeAe’IeHHbIX
BBIUHCITUTEIBHBIX CUCTEM B COOTBETCTBHH c
NPEABSABISEMBIMH K HHAM TEXHHYECKHMH TPeOOBaHUSIMH
ompezensercss 3()(EeKTHBHOCTBIO Pa3MEIICHUSI CETEBOTO
cepBuca Ha 00OpyHoBaHMH B ceTH. [IporpammmpyemMocTh
MOJIy4YeHHOW TakuM 00pa3oM BBIYUCIUTEIHHON Cpeabl —
OJIH M3 KITIOYEBHIX (haKTOPOB Pa3BUTHSI HHPOPMAIIMOHHBIX
uHppacTpykTyp. Ilupoxmii CHEKTp NPHIOKEHHUH, TaKUX
Kak chnykOpl WHTepHeTa Beliel, METOAbl MAaIlUHHOTO
o0ydeHUs, aHaiaW3a IAaHHBIX W HAayYHBIX BBIYMCICHUH M1
Mpo4Yre, UCHOIb3YIOT MOJENb BbIUMCACHUN «DYHKIUHN KaK
ycayray (Function as a Service, FaaS) o6maunbix
mwratpopm Amazon Lambda, Azure, Google Functions u
Jpyrue. HTupoxoe pacrpocTpaHeHue MOJy4YaroT
«OeccepBepHBIE  BBIUMCICHUS»,  YTO  IPEATIONaraeT
pa3OueHne TPWIOKEHHS Ha HeOompmme «PYHKIHN,
JIOKJIN30BaHHbIE Ha pasHbIX y37nax certd. Pabora Takmx
NPWIOKEHUH yIIpaBisieTcst eANHOM 001auHON 1I1aThOpPMOH.

KiroueBbIM  BOmpocoM IS OpraHU3aluil  paboTHI
pacrpeieieHHbIX MIPUIIOKECHHUH, 0Cc0oOeHHO B
TPYIHOJIOCTYIIHBIX MaJIOHACEJCHHbIX pailoHaxX, HapuMep,
Kpaiinero ceBepa WM TOpPHBIX MAacCHUBOB, SIBJISIETCS
pelieHre 3aJavd JIOKAIHM3aIMi TPUKIATHBIX CEPBUCOB,
ceTeBBIX (YHKIMHA MO Yy31aM CeTH. 3ajada TakKou
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JIOKaTTU3aIiH JTOJDKHA YYUTHIBATh JOCTYITHBIC
BBIYUCITUTEIEHBIC pecypcesl, TIPOTHO3 BpEMEHHU
BBITTOJTHCHUS, XapaKTePUCTUKU SHEProCHA0KEHUS,

BOIPOCHI OXJIAXKICHUS, COCTOSIHUE CETEBBIX COCAMHEHUH,
mpuHATHIE TpeOoBaHUs KadecTtBa cepBuca (QoS, SLA), a
TaKKe APYTrue XapaKTePUCTHKH.

B JOKJIa/Ie paccMaTpHBaeTCs MIOCTPOCHHE
[IPOTHO3UPOBAHMS BPEMEHHM BBIIOJIHEHHS 337a4M Ha y3/ax
CeTH C YYeTOM YKa3aHHBIX BBINIE XapaKTePUCTUK. B
KauecTBE HCXOAHBIX JAHHBIX JUI1  IIOCTPOCHUS U
TECTUPOBAHUSI METOJIOB TPOrHO3MPOBAHUS HCIIOJIB3YIOTCS
OIyOJINKOBaHHbIE JJAHHBIE TPAcC PabOTHI pacIpeaeIeHHbIX
CEeTEeBBIX CEPBHUCOB Ha TUIIOBOM OOOPYIOBAHUH OOJIAa4HBIX
CETEBBIX CTPYKTYP U ceTeil qocTyma K HuM [3].

2. IIOCTAHOBKA 3AZTAYN

3ajaya  TPOrHO3MPOBAHMS BPEMEHHBIX XapaKTEPUCTHK
NPHMKJIATHBIX CETEBBIX CEPBHCOB - HalTu (QyHkuuio Fy (X),
HAMTY4IIAM ~ 00pa3oM  MpUOMIKAIONICH  TaHHBIE Ha
o . SN . -

TecToBoit BbIOOpKE: F)(X) = argming, ||Fi (X) —yll, rne
2 = pD

X € R® — 3anaHHble D wMerpuk, 0o KOTOpBIM
MPOTHO3UPYETCS K YHCIEHHBIX XapakTepucTuk. KauecTBo

MIPOTHO32 OIIEHUBACTCS B HOPME [, .

B pabGote paccmarpuBaeTcss 3ajada IIPOTHO3HUPOBAHHUS
BPEMEHHBIX XapaKTEPUCTHK PACHpPEAEICHHBIX CETEBBIX
CEepPBHCOB IO TMPEJOCTABICHHBIM JAHHBIM JKypHaja
OKCIUTyaTaIlil  amllapaTHBIX PEeCcCypcoB, Ha KOTOPBIX
pacroyIo’KeHbl CepBHUCHl. B KkadecTBe BXOAHBIX TaHHBIX
paccMaTpuBanuch 45 TapaMeTpOB CHCTEMBI YIIPaBICHHUS
3amaamssMu Slurm [1]. JIns BOCHONHEHUS TMPOMYIICHHBIX
JIaHHBIX TPUMEHSIOTCS. METOJbl Ha OCHOBE MAaTPHYHBIX
paznoxenuil. [lonyuyeHHble AaHHBIE MOJAIOTCS HAa BXOJ
METOaM, ONTHMHU3UPOBAHHBIM M OTIaKCHHBIM Ha ITOJHBIX
Habopax HHpOPMALIUU KYpPHAJIOB JKCIUTyaTaluu
JIOCTYTIHBIX U3 OTKPBITBIX HCTOUYHHUKOB [2].

Pemienne nocraBieHHON 3ajjauM cOJEp:KUT JBa »Tana. Ha
MEPBOM, TIPEABAPUTEIBHOM JTame  pa3padaThIBArOTCS
METOZBl ~ MPOTHO3UPOBAHWS HA  IONHBIX  Habopax.
Pa3zpabaTsiBaemMble MeTOABI M HAOOpB, Ha KOTOPBIX
MIPOBOIMIIACH UX OTJIA/IKA, U3JI0XKEHBI B pasjene 3.

3.METO/bI PEIHEHMA

Ha  mepBom  »Jrame  paccMaTpUBAINCh METObI
IIPOTHO3UPOBAHUS APAMETPOB, OMUCHIBAIOLIUX COCTOSHUE
cepBepa M ypOBEHb KadyecTBa IMPEOCTaBIIEMOr0 CEpBHUCA,
Ha OCHOBE MMeroIuXcs 3aMepoB. Habop aHHBIX conepikan
CBeJIeHHsI 0 paboTe CepBEpOB TECTOBOI'O CTEHIA BO BPEMs
paboThl TMPWIOKEHUH BHAEO IO 3alpocy M CHCTEMBI
ynpasieHus 6a3aMu TaHHBIX [4].

TecToBbIN CTEHJT COCTOUT W3 UIECTH CEPBEPOB U OJHOUI
KJIIMEHTCKOW MammuHbl, cBsi3aHHBIX OpenFlow ceThro, gackl
MallMH CHHXPOHU3UPYIOTCS C NPUMEHEHHUEM MPOTOKOJa
NTP.

CepBHC BHIEO IO 3apOCy pACHpEleisieT POIH MEXITy
cepBepaMH  CIEIyIOmUM  00pa3oM:  JBa  CETEBBIX

XpaHWINIIA, TPU BeO-cepBepa M KOAMPYIOIIMX MAIIHHbI,
omua HTTP-cepsep. B xpanwmmmiax pacmoyioxxens 10
caMbIX IpocMaTpuBaeMblX Buaeoposnuka 2013  rona
JUIMTENBHOCTBIO OT 33 cekyHX A0 5 MUHYT. [IBa U3 mectu
BBIYHCIINTEIICH BBITTOIHSIIN POJIb XPAHWININA HHHOPMAIIIH
I paboThl  cepBHCca, Ha TPEX 3alycKaloch BeO-
NPUIOKEHNE, TIOCIEAHUN HCIHONb30Bajcd B KadyecTBE
OamaHcHpoBIIMKAa  HArpy3ku. Bo  Bpems  paboTsl
MPWIOKEHNST COOMPATNCh MOKA3aTeIM C KaXIOro W3
BeryuciuTeneid. Takxke coOupanace uHbopmanus u3
openflow ceTH, a MMEHHO: KOJHMYECTBO IOJYYECHHBIX H
MepelaHHbIX OalT C KaXIOro mopra M KOJHYECTBO
MEePeAaHHBIX U MOJTYYEHHBIX MAKeTOB Ha KaXJbli mopT. B
uTore TONydMaoch 1256 mokasareinsi, KOTOpbIE OBUIH
3aHECEHBI B TaOINITy IPOCTPAHCTBA TPH3HAKOB.

Jlns Ga3bl NaHHBIX BCE CEPBEPA BBIMOIHSIOT OJUHAKOBBIC
pomu. CepBUC 3amycKajcs Ha BCEX IIECTH MallHHaX.
AHanorn4Ho CepBUCY BUJICO o 3arpocy
PErUCTPUPOBAIUCE I10KA3aTeNe BBIYUCIUTEICH U CETU
(1724 meTpuKm), a KOTHYECTBO PETHCTPUPYEMBIX 3ammceit
coctaBmio nopsinka 20 Teicsiu. B 6a3e nanubIx xpanutes 10
MWIIMOHOB YHUKAJIbHBIX KIIIOYEH, paBHOMEPHO
pacnpesieniéHHBIX B 32-OMTHOM NPOCTPAaHCTBE. XpaHUMbIC
maHHbIe UMEroT pasmep 1024 Oumr. Kaxmas mapa Kirod-
3HaYCHHE XPAHUTCA Ha TPEX CEPBEPHBIX MaIlIWHAX, IS
UICHTU(HUKALUN KOTOPBIX HCIHOJIB3YETCSl COTIIACOBAaHHOE
xomposanue. [1ogpoOHO 0 cTeHIe U JaHHEBIX cM. [3].

[TapameTpsl pabOTBI YCTPOMCTB, Ha KOTOPBIX 3aIlyLICHBI
CepBUCHI, TOJIyYEHBl U3 SApa ONEpPAIlMOHHON CHCTEeMBI
Linux, pabotaromieii Ha cepepax [4]. Sapo Linux (Ubuntu
Server 14.04 64 0OwuT) mNOpeIOCTaBISACT MPUIOKECHUSIM
JIOCTYI K pecypcaM, TaKUM KakK IEHTPaJbHBIA IPOIeccop
(LIIT), mamsTh U CeTh, a TAaKXKe IUIAHUPYET 3aMPOCHl K 3TUM
pecypcam. [lns joctyna K CTpPYKTypaM JaHHBIX siapa
ucrionb3yercs procfs. Procfs ocHoBan Ha abcrpaknun
(aiinosoii cucrembl Unix. Takum 00pa3om, K JaHHBIM siipa
MOXXHO TIOJYYUTh JIOCTYN, Kak eciau Obl OHH ObUIH
CTPYKTYPHPOBAHBI B KaTajorax, ¥ XpaHWINCh B (aiinax.
Hanmpumep, nmst kaxmgoro mporecca procfs Bkiogaer
KaTaJor, UM KOTOPOTO COOTBETCTBYET HACHTH(PHUKATOPY
nporuecca.

B pabore s Kaxkmoi MamMHBI HMCHONB3yeTcs: Habop
¢yakmmii  Xsar, CO3MaHHBII Ha OCHOBE oOT4era 00
akTUBHOCTH cucTeMbl (SAR). Ilpu uTeHnu NaHHBIX Yepe3
procfs SAR BeIUnCIAET pa3aHMYHbBIC CHCTEMHBIC TTOKA3aTENN
B TEUEHHE HACTpauBaeMoro nHrepsana. [Ipumepamu Takux
[oKasaresel sBJSAI0TCS ucnosb3oBanue sapa LII, mamsaru
1 TPOCTPAHCTBA MOJKAYKH, CTATHCTHKA JWCKOBOTO BBOJA-
BbIBOJIa M cereBoro mHTepdeiica. Habop ¢dynkumii Xsar
BKJIIOYAET TOJIBKO YHCIIOBBIC (YHKIMH, BO3BpaIlacMble
nHCTpyMeHTOM SAR.

B pabGore [4] nmnms mpemoctaBieHus yciayru VoD
ncnonbs3yercst meguaruieep VLC 2.1.6, a st paboTsl 6a3bl
JTaHHBIX BbIOpaHa cuctema Voldemort 1.10.22. TTokazarenn
YPOBH:A O6CJ'Iy)KI/IBaHI/IH U3MEPSAIOTCA Ha KIHMCHTCKOM
YCTpOMCTBE.

30



Jnst cepBuca VoD HCCIIEYIOTCS CIeAYIOIINe
xapaktepucTuku: (1) gactora kaapoB BUIeO (KaapoB/cex),
Npe/ACTaBIsieT  co0OM  KOJNIMYECTBO  OTOOparkaeMbIX
BUACOKAAPOB 3a E€IUHUIY BpeMeHH, (2) CKOpOCTh
Oydepmzammu ayano (OyhepoB/cex), TO €cTh KOJIUIECTBO
BOCTIPOM3BOANMEBIX ayAnoOy(epoB 3a eNWHUIYy BPEMCHH,
(3) KoIMUECTBO NMPOYUTAHHBIX U3 CETH 0alTOB, (4) cpenHss
3amepkka  oroOpaxkenws), (5) cpemHsas — 3alIepiKka
BOCITPOM3BEICHUS 3ByKa.

OTH METPUKH HE M3MEPSIOTCS HANPSAMYIO, a BEIYUCISIOTCS
Ha ocHoBe coObiTuii VLC, Takux Kak OTOOpakeHue
BHUJCOKAJpa Ha JAHCIUIeE KIUEHTa. OTH MapaMeTphbl
BBEIOpaHBI WCXONS W3 TOTO, YTO HMHTEPEC IPEICTABISIIOT
MOKa3aTeW ypPOBHA OOCTY)KMBAaHWSA, W3MEpseMble Ha
CTOPOHE KJIMEHTA.

Jns ceppuca BJl Tuna «Kitou-3nauenue» (Key-Value, KV,
Voldemort) B X01e 3KCIIEPIMEHTa U3MEPSIOTCS 3aJACPIKKA
oTIepanyy YTCHHUS W 3alUCH, WHUIUUPOBAHHBIX KIHMEHTOM.
MeTpuka BBIYHMCISETCS HA OCHOBE CpPEIHEro 3HAYCHHS
3aJIep’)KeK  HECKOJBKHUX  3alpOCOB, OTIPABICHHBIX B
XpaHIITUILE.

beut  mpoBenéH 0030p METOMOB MNPOTHO3HPOBAHHS, B
pe3ysbTaTe KOTOPOro, Ha OCHOBE paboThl [5] caenan BrIOOp
B II0JIb3Y MOJIeNH ciy4yaiiHoro neca (Puc. 1)

Tectosan ebiGopka

Oepeso 1

Mporuos 1 Mporuos 2

\/

| YcpeaHEHHBLIA NPOrHo3

Mporuos
cnyyaiHoro neca

Pucynok 1. Mogens ciydaitHoro seca

CymiecTBeHHOW — wacTeio  paboT  OBUIO  TOHU3UTH
pa3MepHOCTh BXOJHBIX JaHHBIX 0c3 3HAYMTEIBHOW MOTEPH
TOYHOCTH, NPUMEHUTh Hauboisiee 3PdeKTHBHBIE METO/bI
[IPOTHO3UPOBaHKs JIAaHHBIX. B KadecTBe METOAMK IEPBOrO
JTama pacCMaTpUBAIMCh AHAIU3 TIJIaBHBIX KOMIIOHEHT
(Principal Component Analysis, PCA) wu yceuénnoe
cunrynspaoe pasnoxkenne (Truncated Singular Value
Decomposition, TSVD).

2.1 AHanu3 riaBHBIX KOMIIOHEHT

PaccmoTtpuMm Habop maHHBIX HaOMOMEHWH {X,}, TAe n =
1,..,N, a x, — EBkinoBa nepeMeHHasi pasMepHOCTbiO D.
Llens MeTOa — CHPOELUPOBATH JAHHBIE HA IPOCTPAHCTBO,
nMerollee pasmepHoctb M < D, nipu 3TOM MakCUMHU3UPYs
OOBSCHEHHYIO JIUCIIEPCHIO IPOTHO3UPYEMBIX HaHHBIX (B
AIBTEPHATHBHON MOCTAHOBKM — MUHMMH3UPOBATH OIIMOKY

npoetpoBanus). Jlsi Havama paccCMOTPUM TPOCKIHIO Ha
OJTHOMEpHOE TpocTpaHcTBO (M = 1).

HampasneHne HOBOro mpocTpaHcTBa ompezensercs D-
MEPHBIM BEKTOPOM U, KOTOPBI i ymoOctBa (u 0Oe3
OTpaHUYCHUS OOIIHOCTH) CYHMTACTCS CIUHUYHBIM, TaK
q1o6Bl U Uy = 1 (1). Kaxpgas Touka JaHHBIX X, 3aTeM
mpoenupyeTcs Ha 3HAYCHHE U Xy CpenHee 3HauCHHE
MPOTHO3UPYEMBIX TaHHBIX MOXKET OBITh BBIYHCICHO Kak
ulx, roe

X = Zrl\l[=1xn (),

1
N
a JucHepcHs IPOTHO3MPYEMBIX [AaHHBIX OMNpENeIseTcs
BBIPKEHUEM

1 N _
~ Do W —uf TP =uiSu, (3) ,

rae S — MaTpuiia KOBapuaIuu:

1

S=2 (=D — D) ().

Tenepb HEOOXOIMMO MAaKCHMHM3HMPOBATH MPOTHOZUPYEMYIO
JMCTIEPCHIO U; SU;  OTHOCHTENbHO U;. Jlis coGmoaeHus
HAJIO)KEHHOTO paHee orpaHuyeHus (1) BBeIEM MHOXKUTEINb
Jlarpanxa:

ul'Su; + 2, (1 —uluy) (5).

[Tosarast npou3BOAHYIO MO U; paBHOM HYJIIO, CTALIMOHAPHOM
TOYKOM OKa)KETCs

5u1 = /11u1 (6)

Otcroma, u; — COOCTBEHHBIH BEKTOp KOBapHAIIMOHHON
MaTpulbl. Takke 3aMeTUM, 4TO

CJ'IeZ[OBaTeJ'IBHO, HauOOoJIbIIAs AUcnepcust J0CTUTACTCS IIPpU
uy, COOTBETCTBYIOLIEM HaI/I6OJ'II>HIeMy CO6CTBCHHOMY
3HA4YCHUIO KOBapHaHHOHHOﬁ MaTpuIbIl.

OcTanbHble  TJaBHbIE  KOMIIOHEHTBI  OTNPENeNSIoTCs
MOSTAMHO: BBIOMpas KaxJ0e HOBOE HAMNpaBICHHE Tak,
4TOOBl ~ OHO  MAaKCHMH3HPOBAJIO  IPOTHO3HPYEMYIO
JUCIEPCUI0  CPEOU BCEX BO3MOXHBIX HAIPaBJICHUH,
OPTOrOHANIBHBIX YK€ pacCMOTPeHHbIM. B obmem ciyuae,
paccMaTpuBasi pa3sMEpHOCTbh M, TIJaBHbIE KOMIIOHEHTBI
OynyT mnpeactaBisTh €000 M COOCTBEHHBIX BEKTOPOB
KOBapUallMOHHOM MaTpulbl, COOTBETCTBYHWOIIUX €€ M
HanOOJIBIINM COOCTBEHHBIM 3HAUCHISIM.

OnucaHHBIN croco® MIOHW>KEHUS pa3MepHOCTH
MIPOCTPAHCTBA HA3bIBAETCSI AHAJIM30M IJIABHBIX KOMIIOHEHT

[6].
2.2 Yceu&HHOE CUHTYIISIPHOE pa3IoKeHue

[lycts MaTpua M mopsiaka m X n COCTOUT U3 DIIEMEHTOB
u3 nois K, rme K —— nubo 1oJjie BEIICCTBEHHBIX YHCE,
JIU00 T0JIe KOMITJIEKCHBIX YHCEJI.
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HeoTpuniaTeibHOE BEIIECTBEHHOE YHCIO O Ha3BIBAETCS
CHUHTYJISIPHBIM ducioM [7] Marpumbl M TOTJa WM TOJBKO
TOrJ1a, KOT/Ia CYIIECTBYIOT JIBA BEKTOPA CAUHUYHOMN JIJTMHBI
u € K™ u v € K" takue, 4to:

Mv = ou (8),
M*u=ov (9).

Bektoppl ¥ M vV Ha3bIBalOTCSL JIEBBIM U IIPaBBIM
CUHTYJISIPHBIMU BEKTOpaMH, COOTBETCTBYIOLUMHU
CHHTYNISApHOMY dunciy o. CHHIYISIPHBIM pa3iioKeHHUEM
MaTpulbl M Topsaka m X n Ha3bIBaeTCAd pPas3lIoKEHHE
CJIEAYIOLIETO BUA:

M = UxV* (10),

rae X — MaTpuila pasmepa m X M, B KOTOPOH 3IIEMEHTHI,
JeXKalle Ha TIABHOW JHArOHAM — 3TO CHHIYIISPHBIE
COOCTBEHHBIC YHCIIA, & OCTAJbHBIC JIEMEHThI HYJICBbIC, a
Matpuisl U (mopsiaka m) u V (mopsaka m) —— 3TO JBE
YHUTApHbIC MAaTpUIlbl, COCTOAMIME U3 JICBBIX M IIPABBIX
COOCTBEHHBIX CHHTYJISIPHBIX BEKTOPOB. [Mpuvem
JUAaroHajJbHBIC JJCEMCHTBI O; MaTpulbl z ynopsaao4€Hbl
cnenyrouuM obpasom: X = diag(ay, 05, ..., On) 01> 02 > .
..>0r=...=0,=0,rHe r =rank(A4).

Jlnst  yMeHbIIEGHHMsS pa3MEpPHOCTH JIaHHBIX  Tpedyercs
MpUONMKCHNE 3aJaHHOW MaTpuubl M HEKOTOpOH Apyroin
Mmarpuueil My ¢ 3apaHee 3aJaHHbIM PaHroM k.

Teopema Dkkapra-Snra [7]:

Ecnu norpeboBarh, 4TOOBI Takoe HPUOIMKEHUE OBLIO
HAWJIYYIIAM B TOM CMbICIe, 4TO HOpma ®PpobeHumyca
pasHocTH MaTpull M u M) MUHUMaIbHA TIPU OTPaHHYCHHUU
rank(My) = k, TO OKa3pIBaeTCs, YTO HAWIydIlas Takas
MaTpuiia M) TOJy4aeTcsi U3 CHHIYJSIPHOTO Pa3jIoKCHUS
Matpuiisl M 1o popmyne: My = UL V* | rue X — marpuna
Y, B KOTOpOH 3aMEHWIM HYISMH BCE JHArOHAIBHBIC
3JIEMEHTHI, Kpome k HanbobIINX 3IeMeHTOB: X = diag(o,
02 ..., 0k 0,...,0). Beipaxenune s matpunbl My
MOKHO TepemnucaTh B Takoi dopme: My = UiZiV * (19),
rae  wMartpuusl  Up, X u Vi noayvarorcs M3
COOTBETCTBYIOIIUX MATPHUI[ B CHHTYJSIPHOM Pa3IOKCHUU
MaTpuilbl M obpe3aHuem 10 Kk MEpBBIX CTOJIOIIOB — TaKoe
pa3oKeHUE  Ha3bIBACTCA  YCCUEHHBIM  CHHTYJIAPHBIM
Pa3JI0KEHUCM.

Takum oOpaszom, mnpubmmwxkas wmarpuily M wmarpunei
MEHBIIIETO paHra, BBIMOJHACTCS CKaTHe WH(OPMAIUH,
cojepxaueiica B M: marpuna M pasmepa mxn 3aMeHsieTcs
MEHBIIMMHM ~MaTpUIIaMH  pasMepoB mxk u kxn wu
JIMaroHajJbHOW MaTpuueit ¢ k snementamu. Ilpu sTOM

CXKaTHe TPOUCXOAUT C MOTEPSIMH — B TPHOIMKCHUN
COXpaHsieTcs JMIIb HauOojee CYIIECTBEHHAs 4acTb
Martpuubl M.

2.3 HeiiponHslie cetu

JIist cpaBHUTEIILHOTO aHalW3a ObUTH BHEIOpAHBI J[Ba Kiacca
HEHWPOHHBIX CETeil: MHOTOCIOWHBIN nepcenTpoH (multilayer

perceptron, MLP)[8] wu cBEpToUuHas HEWpPOHHAs CeETh
(convolution neural network, CNN)[8].

2.3.1 MHOTrOCIOHHBIA MEepCenTpoH, KpaTKOe OIMCAaHNe
paboTsl

Heliponnyto ceTb, NOCTpOEHHYI0 Ha ocHOBe MLP, MoxkHO
NPE/ICTABUTH B BHJIE CBSI3HOI'O OPHUEHTHPOBAHHOIO rpada,
pa3leNieHHOro Ha cilou. BepmmHbl 3TOro rpada ---
HelipoHel. Hammume pebpa o3HadaeT, 4TO BBIXOI OTHOTO
HeifpoHa mnonaérca Ha BXoA Jpyromy. Bcee ciom, wus
KOTOPBIX COCTOMT TIpad), MOXKHO KiacCHPUIHMPOBATH Ha
BXOJHOI, BEIXOTHOHU U CKpBITHIE cion (Puc.2).

MepcenTpox MHOroCNOMHBIA NePCenTPoH

Bxonwoi croR CrouTuh cron BarmgHoit crof

Ba0groR enoR CrpuTIE en0R BuikeaHoR 2roh

Pucynox 2. I'pahoBoe mpeacraBinenne HelipoHHOIT ceTn

Kaxplit HeiipoH mpeacTaBisieT codoii GyHKIHIO BUIA:
n
a(¥,o) = f Zwi * X;
i=1

I'me x; — 3HaueHHWe cuUrHaja, KOTOPOE MOCTYMHJIO HAa BXOJ
HEMpoHy, W — Habop BECOB COOTBETCTBYIOIIMA TaHHOMY
HelpoHy, f — QYHKOUS aKTHBALUM, HPUHAMAIOIAs
pelleHye o Nepeaaye CUrHaia Jablie.

[Iponecc oOy4deHuns mpeacTaBisieT co00i moa00p BECOB s
KKJ0r0 HEWpOHAa TpHU TMOMOIIM METOAa TPAAHEHTHOTO
crycka JUisi MUHUMH3AUUU (QYHKIUHU TOTEPhb, WUMEIOIICH
BUI:

N
1
FO.9) = 7 ) v -5
i=1

I'ne N — KOIMYeCTBO MPOTHO30B, Y M J — BEKTOpa
WCTHHHBIX u CIPOTHO3MPOBaHHBIX 3HA4YCHUH
COOTBETCTBEHHO.

2.3.2 CaepTouyHas HEWpOHHash CETh, KPaTKOE OIMHUCAHHE
paboTsl

CtpoeHne CBEpPTOYHONW HEWPOHHOH CETH TMOXO0XKe Ha
MHoOrocnoisslil nepcentpon. B MLP kaxaomy HelpoHy
COOTBETCTBYET cBOW HaOop BecoB, B CNN KaXIOMYy CJIOI0
HEHPOHOB COOTBETCTBYeT CBOIl HaboOp BecoB. OTO
MO3BOJISIET YMEHBIIUTH KOJIMYECTBO HapaMeTpOB MOJIEIH.
Jlyist 3TOrO BMECTO Ollepaliii CyMMbI B (DyHKIMH HeHpoHa
HCTIONB3YIOT OMEPAIHIO CBEPTKH MaTPHIIL.

B nanHO# paboTe WMCmoOab30BaNach OJHOMEpHAsl CBEPTKA,
TO €CThb KaKIbli HEUPOH CJIOSl PEealn30BbIBAJ JIMHEHHYIO
KOMOWHAIIMIO YaCTH MPU3HAKOB:
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e k — HoMep HeHpoHa B CII0€, W — BEKTOP BECOB CIIOs, X
— BEKTOp CHTHAJIOB HPEIBIAYINETo cios, | — AIMHA BEKTOpa
BECOB CJI0s, [ -- QYHKIMSA aKTHBALUH.

2.3.3 Kpurepunu cpaBHEHUSA

OCHOBHBIMH KPUTEPHUSAMH JUISt CpaBHEHUS
MpecKa3aTeIbHBIX CIIOCOOHOCTEH alropuTMa SIBISETCS €ro
TOYHOCTh W BpEMs, HEOOXOMUMOE Ui JTOCTHIKCHUS
3aJaHHOM TOYHOCTH. B maHHO# paboTe MOA TOYHOCTHIO
Oy/eT MOHNMATRCS cpenHssa abCcoMroTHAs onTnoOKa

1 — — N
mae = — |V — V|, Tne ¥y — pesyabrar npenckaszanust k-it
METPUKM Ha MPOBEPOYHON BBIOOPKE M Yy, — HCTUHHEBIE
3HAUYCHU k-ﬁ METPpUKH, a 1O BPEMCEHEM — KOJIUYECTBO
3M0X O0yYEeHHUs, 3aTPAYEHHOr0 Ha JOCTIIKEHUE 3aJaHHOM
TOYHOCTH.

Jlns  cpaBHEHHsI aJIrOPUTMOB B TEUYCHHHM Ipolecca
00yueHHs ObUTHA CPOPMYIIUPOBAHBI CIICAYIONINC KPUTCPUU:

9. CKJIOHHOCTH K MEepeo0yYeHHIO: MOJIeNb CKIOHHA K
MepeoOyUCHUIO eCIIHU:

JL:V n > L: mael™m < maeltan

nYyk Ly
= mae; 5. > maeSs"

10. CrabunbHOCTB 3Tana o0ydeHUS:

1 i - ,
7 Zita(sign(i T — yi)) + 1
2

Stab =

rae N — KoJar4ecTBo 310X 00ydeHus, sign(y) —
BosBpamiaer 1 ecnu y > 0, 0 B mpOTUBHOM clyuae,
y}. — 3nauenne k-if TOUHOCTH Ha j-if FM0XE
oOyueHwusl.

2.3.3 Onucanue 3KCIIEPUMEHTOB

Wcxoanast BbiOOpka Obula pa3dMTa HAa MNPOBEPOUHYIO H
obOyuaromyto B cootHomenun 1:3. Kaxnas HelipoHHas ceTh
obygamace 150 smox Ha oOydwaromieit BwIOOpKe. [locme
KaXI0H 3MOXHM MPOU3BOAMIOCH U3MEPEHHE TOYHOCTU IS
MPOBEPOUHON BBIOOPKH. 711 yMEHBIICHHS BEPOSTHOCTU
nepeoOydeHnst  aJropuTMOB ~ Ha  KAXKJIOM  CIlloe
UCIIOJIb30BAJINCH AITOPUTMBI PETyIIIPU3aLHH.

Jus sxcnepumentoB ¢ MLP Obula moctpoeHa ceTb U3
OJTHOTO BXOJHOTO CJOS, MATH CKPBITBIX (C KOJUYECTBOM
HeiipornoB: 1024, 512, 16, 8 u 4 cOOTBETCTBEHHO) U OJTHOTO
BBIXOAHOrO  ciios. Ha  kaxxgoM — CKpbITOM — clloe
ucnonb3oBanack L1 perynspusanus ¢ Becom 0,01.

Hna sxcepumentoB ¢ CNN Oplma mocTpoeHa CeTh U3
OJTHOTO BXOJHOI'O CJI0s, YETBIPEX CBEPTOUYHBIX CIIOEB, C
JUIMHaMH BEeKTOpoB BecoB 17, 9, 3, 21 cCOOTBETCTBEHHO,
JIBYX IOJIHO CBSA3HBIX CIIOEB, cojepkamux 16 u 4 HeiipoHa
COOTBETCTBEHHO, W OJTHOTO BBIXOAHOTO ciiosi. Ha kaxkmom

CKpPBITOM cJIo€ HcIoJib3oBanach LI1L2 perynspusamus ¢
Becamu 0,1 u 0,1.

3. PE3VJIbTATHI DKCITEPUMEHTOB
3.1. Metons! cayqaiinoro neca, PCA, TSVD

B naHHOM pasjelnie NpeNCTaBICHBI Pe3yJIbTaThl O0y4YCHUS
Mojeneil ciaywaiiHoro neca [8]. B kauectBe KpuTepus
TOYHOCTH  MOJICIIM  HUCIIOJb3yeTCs  HOpPMaJM30BaHHAs
cpenusist abcomoTHas omuoKa [4]:

1
v

_ 1 om . s ) 0

NMAE = (E m lyi — yl|) 100% (20)

N — KOJINUECTBO TOYEK B BHIOOPKE, Y; — pealIbHOE 3HAYCHHUE
MIPOTHO3MPYEMOW BETMYNHEBI B i-OH TOUYKE, y; C KPBIMICYKON
— 3HaYEHHE, MPEACKAa3aHHOE MOJENBIO, y C KPBIMICUYKOH —
cpeJHee 3HauUeHHUe apaMmeTpa y.

KonnuecTBO KOMIIOHEHT B METO/1aX, OMMCAHHBIX B pasJiene
2, BBIOMpPANIOCH HCXOAS W3 HEOOXOAWMOrO WX YHCIa IS
coxpanerns 90% oObsIcCHEHHOU nucrepcuu AaHHBIX (Puc.
2,3,4,5,6,7,8).
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0.8

07
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05

KYMyNaTMBHas oBLACHEHHan aucnepcus

0 100 200 300 400 500
YUCNO KOMNOHEHT

Pucynok 3. O6bsicuénnast qucnepeust PCA st cpeaHeit
CKOPOCTH YTEHHUH 13 06a3bl JaHHBIX
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KyMynaTUBHas 06bAcHEHHan ancnepcns
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YUCIO KOMNOHEHT

Pucynok 4. O6bsicaénnast qucriepcust PCA st cpeqHeit
CKOPOCTH 3aITUCH B 0a3y JaHHBIX
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CyMmmapHasn 06bACHEHHAA AWCNEepCra B 3aBUCMMOCTKH OT YUCNa KoMNoHeHToB SVD nocne cTaHgapTusauvn
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Pucynok 5. O6pscuénnas qucnepcus TSVD mis 6a3sr
JIAHHBIX
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Pucynox 6. O6bsicuénnas nucnepeus PCA st 3anepxku
BOCTIPOM3BEJICHUS ay 1O
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Pucynok 8. O0pscuénnas qucnepcns PCA nist konmdecTsa

KaJ[pOB B CEKYHIY

48
Yucno komnoreHTo SVD

3arnpocy

CymmapHasn 06LACHEHHaRA ANCNepCHs B 3aBUCUMOCTYA OT YMCna KoMMoHeHToB SVD nocne cTaHaapTnaauum

52 54

Pucynox 9. O6wsicuénnas nucnepcus TSVD st Buzeo mo

. 1 ITpu oOyueHnn Moseneli cyyaiHOTo jieca ObUIH MOTyYESHBI
z CJI/IYIOIIE Pe3yIbTaTh:
g o9
g I 3anepxka 3anepxka
& 08 i onepauuit onepauuit
§ grenusi, NMAE 3anucu, NMAE
3 07 | % 9
;% 06 | CitydaliHblii Jec 1.86 2.03
E | CnyualiHblii Jec 1.82 1.99
8 o5 | + PCA (90
E 04 | KOMIIOHEHT)
E ' | Cny4aliHBIN JIec 1.91 2.09
€03 | +TSVD (76
| KOMIOHEHT)
0 50 100 150 200 Tab6muma 1. TounocTs Mozenei ays 6a3bl JaHHBIX

YACNO KOMNOHEHT

3anepxka KonuuecTtso YHucno
Pucynok 7. O6bacuénnas qucniepcust PCA ms uncna BOCIIPOM3BEJIEH | IPOYMTaHHbl | KaJIpoB
MIPOYUTAHHBIX U3 CETH OaiiTOB us ayano, X U3 CeTH B
NMAE % 6aiit, NMAE | cexyHmy
% , NMAE
%
CrygaiiHbIii 42.5 28.5 9.86
nec
CrygaiiHbIid 35 35.8 12.7
nec + PCA
(50
KOMITOHCHT)
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CrnyyaiiHbli 35 359 12.7

nec + TSVD
(46
KOMITOHEHT)

Tabnwma 2. TouHOCTH MOZETEH AT BUIEO TI0 3aIPOCy

Pe3ynbpTaThl MOKA3bIBAlOT, YTO IPOTHO3HPOBAHUE C
UCTIONIb30BAaHMEM MOJEIH CIYy4aifHOTO Jieca Ha OCHOBE
HaOopa mapaMeTpoB, IOJYYEHHOTO IPU TTOMOIIY aHaIn3a
IJIABHBIX KOMIIOHEHT, B 4 u3 6 ciIydaeB II0Ka3ao
yrnydmenne pesyiaptata Ha 0.04 — 7.5% mno wmerpuke
NMAE, B 2 npyrux ciy4asx — yxyaumenue Ha 2.84 — 7.3%.
OOyueHne Ha OCHOBE Ha0oOpa, IOCTPOGHHOTO C
UCTIONIb30BAaHUEM YCEUEHHOTO CHHTYJISIPHOTO Pa3lIOKCHUS,
MIPUBEIIO K YXYyIICHNUIO KauecTsa mporros3a Ha 0.05 — 7.4%
B 5 13 6 ciydaeB U yiyulieHue Ha 7.5% B OTHOM Clly4ae.

3.2 HeilpoHnble cetu

B nmanHOM pasaene mpeacTaBiCHbI PE3yJabTaThl O0YYCHHUS
moaenn MLP m CNN cereii B KOMOWHAIIMM C METOIOM
[JIaBHBIX KOMIIOHEHT. 3HaueHus mapamerpa metoga PCA
Obu10 TpHHATO IpHUHATH 32 1000, 500, 100 u 50.

3.2.1 MHOTroC0iHBIH NepCenTPOH.

Ha Puc.10, 11 npuBenensl rpadukn M3MEHEHHs TOYHOCTH
7 IporHo3upoBanuss MeTpuk 3agad VoD u RV B/l Ha
MIPOBEPOYHON BBIOOPKE pa3MYHBIX KOMOWHAIMI METO0B
B OOBIYHBIX U JoTapuMuiIeckux mkainax. B Tabmumax 3, 4
MIPUBEJICHBI CBOJIHBIE 3HAYEHUsI TOUHOCTH AJIsl KOMOWHALIUH
METOJIOB.

AvginterDispDelay
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Pucynox 11. I'paduku Tounoctu npu o0ydenun MLP
MOJEJIM Ha MeTpuKax 3azauu KV.

NetReadAvgDelay | avglnterAudioPlayedDelay | AvglnterDispDelay
min epoch min epoch min epoch
MAE MAE MAE
no PCA 0.0031 | 106 0.011 120 0.0077 | 48
PCA 0.0031 | 3 0.011 53 0.009 42
1000
PCA 0.0036 | 33 0.011 39 0.0088 | 134
500
PCA 0.0031 | 116 0.01 89 0.0076 | 109
100
PCA 50 0.01 120 0.01 92 0.0076 | 95

AvginterDispDelay (norapugmMuyeckme WKankl

—— AuginterDispDelay —— AuginterDispDelay
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Pucynok 10. I'paduku Tounoctu npu o0yuenuun MLP
MOJIEJIM Ha MEeTpUKax 3ajauu VoD.

Ta6muma 4. Coxgasle 3HaUeHU ToYHOCTH it MLP Ha
MeTpukax 3anaun KV

Jlydmme pe3ynbTaThl TOKa3ajla MOJEIb C Pa3sMEPHOCTHIO
MIPU3HAKOBOTO TpocTpaHcTBa 50, AOOMBIINCH TOYHOCTH
297 u 1,5 na w™erpukax WritesAvg u ReadsAvg
COOTBETCTBEHHO. MOJIeNIb ¢ Pa3MEpHOCTHIO TPOCTPAHCTBA
npusHakoB 100 moka3zama  pesynpTarT  XyXke, 4YeM
npenpiaymas Ha 6% wu  4,5% COOTBETCTBEHHO, YTO
yucieHHo cocrasiset 0,19 n 0,07.

Ha ocHOBaHWM TMOJyd4eHHBIX MAaHHBIX, OBLIO MPHUHSITO
pemieHHEe O BBIOOPE MOJCTBIO  JUIS  JajbHEHIIEro
CPaBHHUTEJILHOTO  aHajiM3a  MOJENb  PEeaM3YIOIILYIO
komOuHamio MLP u PCA(100).

Ha Puc. 12 n3zo6paxen rpa¢uk 3aBUCHMOCTH TOYHOCTH Ha
MIPOBEPOYHON BBIOOpPKE JUI 337a4d  IPOTHO3MPOBAHMS
BPEMEHH BBITIOJIHEHHMS 3a/1a4u Ha cynep Bbrauciurene. [Ipn
9TOM JIydIllee 3HAYeHHE TOYHOCTH, KOTOPOro 00MIIach
ceTh, cocTaBisieT 14,5 cexH/I.
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TouHoCThb npu o6yyeHun ansa
BpeMeHU BanoNHeHWs NporpaMMbl Ha cynep BolyUcAMTene(MLP)
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Pucynox 12. I'paduku Tounoctu npu o0yyenun MLP
MOJIETIH AJIsI 3371241 IPOTHO3UPOBAHMS BPEMEHHI
BBINOJIHEHHS ITPOTPAMMBI HA CyIep BBIYMCIUTENE.

3.2.2 CBeprouHasi HEHpOHHas! CETh

Ha Puc. 13, 14 npuBeneHs! Tpaguku U3MEHEHHUS TOYHOCTH
Ha TPOBEPOYHOI BbIOOpKe KoMmOuHanuii metonoB CNN u
PCA B 00bMHBIX W JorapupMuYeckux ImKaizax. B
Tabnauuax 5, 6 MpPUBEICHBI CBOAHBIC 3HAUCHHS TOYHOCTH
IUIST KOMOMHAILIMK METOIOB.
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Pucynox 13. I'paduxu Tounoctr npu o0ydernn CNN
MOJIeJIM Ha MeTpHKax 3aaa4u VoD.
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Pucynox 14. I'paduku Tounoctn npu o0ydennn MLP
MOJEJIM Ha MeTpuKax 3azauu KV.

NetReadAvgDelay | avglnterAudioPlayedDelay | AvglnterDispDelay
min epoch min epoch min epoch
MAE MAE MAE
no PCA 0.0058 | 1 0.026 1 0.0076 | 86
PCA 0.0058 | 1 0.01 77 0.0074 | 113
1000
PCA 0.0027 | 101 0.026 1 0.0074 | 24
500
PCA 0.0058 | 1 0.026 1 0.0074 | 82
100
PCA 50 0.027 1 0.026 1 0.049 0

Ta6muma 5. Coxusle 3HaueHUs ToyHOoCTH 111 CNN Ha
MeTpuKax 3anauu VoD

WritesAvg ReadsAvg

min MAE | epoch min MAE | epoch
no PCA 3.84 45 1.85 69
PCA 1000 | 3.84 19 1.85 43
PCA 500 3.84 93 1.85 104
PCA 100 3.84 127 1.85 17
PCA 50 3.83 98 1.85 131

Tabmuma 6. Coxusle 3HaueHUs TouHOoCTH 11t CNN Ha
MeTpukax 3agaun KV

Ha rpadukax 13.a.1, 13.6.1 u 13.8.1 BugHO, 4TO
HEKOTOPbIE MOJIENIN HE YIIy4IIA0T MOKa3aTeIH TOYHOCTH C
TEUEHHEM BPeMEHH 00y4eHHs. DTO CBA3AHO C TEM, YTO
caMo 3HaueHHE SIBJISIETCS IOCTATOYHO MaJIbIM — TIOPsiIKa
107, 10, i ero yiyumeHre HEBO3MOKHO MPH TIOMOLIA
JIAHHBIX Mojeneil. Tak e MOXKHO C/IeNiaTh BBIBOJI, YTO
MOJIEJIH CKJIOHHBI K Mepe00yUEHHIO TIPH PELICHHH 3a/1a41
perpeccuu ajisi METpHUK 3aga4uu VoD, 3To Xopoliio 3aMeTHO
Ha rpadukax 13.a.2 u 13.8.2.

B o xe Bpems Ha rpadukax 14.a.2 u 14.6.2 BugHO, 9TO
MOJIEJb JOCTATOYHO CTaOMIIbHA U HE CKJIOHHA K
nepeoOydenuro s 3anaun KV BJI.

Ha ocCHOBaHMM TMOJyYCHHBIX JMAaHHBIX, OBLIO MPUHATO
pemieHHEe O  BhIOOpE  MOMAETBIO  JUIS  JAajbHEHIIEro
CPaBHUTEIBHOTO  aHalU3a  MOJCIb  PCATH3YIONIYIO
komOuHammo CNN u PCA(500).

Ha Puc. 15 n3o0paxeH rpaguk 3aBUCHMOCTH TOYHOCTH Ha
MPOBEPOYHON BBIOOpPKE I 3aJadyd  HPOTHO3HPOBAHUS
BpPEMEHH BBINIOJIHEHHUS 3a7a4il Ha CyTmep Beranucnurene. [Ipu
9TOM JIydlllee 3HayeHHWe TOYHOCTH, KOTOPOro ao0miach
ceTb, coctaBysieT 14309 cexyna. 3aMeTHM, 4TO MOTyUYCHHAS
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TOYHOCTH XyXke, ueM Yy MLP. DTo MokeT ObITh CBSI3aHO C
TeM, 4YTO TpH OOyd4eHWH OBLT HEJOCTATOYHO OOIBIIOH
Ha00p 00yYarOIIUX JAHHBIX.

TouHoCTb npu 0byyeHun ans
BPEMEHM BarnoJHEHNS NpOrpamMMbl Ha cynep ebiuncnuTens(CNN)

20000

19000 A

18000 +

mae

17000 4

16000 A

15000 A

14000

T T T T T
500 1000 1500 2000 2500
epoch
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Pucynoxk 15. I'paduku Tounoctu npu ooyuernnu CNN
MOJIENH JIJIs1 3371241 IPOTHO3UPOBAHHMSI BpEMEHU
BBITIOJTHEHHS [IPOTPAMMEI HA CYIIep BBIIHCIHUTEC.

3.2.3 CpaBHUTENBHBIHN aHAIN3

B JAHHOM  pas3aciic MNpCEACTABJICHO CPABHCHUC [BYX
METOOOB.

TouHOCTH M BpeMs Ha 00yueHHE

Kak OBIIO NpONEMOHCTPMPOBAHHO Ha Trpaukax H B
Tabiunax obe MOJENH MOKa3bIBAIOT CXOXKHE PE3YNIbTaThI,
Ho CNN Mozenb  JOCTUTaeT CBOMX — HAWIydIIHX
rmokasareseil ToUHOCTH ObIcTpee yem MLP.

CKJIOHHOCTb K IIepeo0ydeHHIO

Mopnens MLP B nanHO# 3amade nmokasana ceOsi Kak MOJIENb
HE CKIIOHHYIO K TIepeOOYYeHHIO, B TO BpeMs Kak IIpH
o0y4denun CNN Mozeu BUIHBI CUIIbHBIE (IIYKTYallH MIPU
o0yueHnn Ha MeTpukax VoD, 4To CBHIETENbCTBYET O
CKIJIOHHOCTH MOJIENIH K TIepEO0YICHUIO.

CTaOHIIBHOCTH

B Tabmumax 7, 8 oToOpaXeHBI IOKa3aTeld METPUKU
CTaOMIBHOCTH BBHIOpPaHHBIX KOMOWHaumii MetonoB. M3 HuX
MOJKHO CJeaaTh BbIBOJA, 4To MLP ceTh Oojiee craOuibHas
yem CNN.

NetReadAvgDelay | avglnterAudioPlayedDelay | AvglnterDisp
Delay
MLP 0.54 0.54 0.55
PCA(100)
CNN 0.51 1.0 0.52
PCA(500)

Tabimua 7. 3HaueHus crabMILHOCTH Ha 3a1ade VoD s
BBIOPAHHBIX METOJIOB

WritesAvg | ReadsAvg
MLP PCA(100) 0.49 0.54
CNN PCA(500) 0.5 0.51

Tab6muua 8. 3nauenus cradbmisHOCTH Ha 3agaue KV s
BBIOpaHHBIX METOJIOB

3AKJITOYEHUE
Jl71s1 IporHO3UpOBaHUs XapaKTEPUCTUK MOAEIBHON 3a/1auM:

- HaWIy4m#uM o0pa3oM MOAXOIUT MOAENH CIydailHOTO
jJeca B COYCTAaHMM C METOJAaMH  ITOHVDKEHHS
pPa3sMEpHOCTH IPOCTPAHCTBA MPU3HAKOB, a HMEHHO:
aHaJIM3 TJIaBHBIX KOMIIOHEHT

- IpU MCHOJb30BAaHUM HEMPOHHBIX CETEH JIydlIue
nokaszaTtenad, Ha 1-2 mopsiaka, fAainu  CBEPTOYHBIC
Heiliponnble cet (CNN) B KOMOWHAaIMM C METOIOM
agamm3a rmaBHEIX kommoHeHT (PCA) mnpum ¢
KOJINYECTBOM KOMIIOHEHT paBHsAM 500.

[Ipy npUMEHEHWH METONOB JUIS IPOTHO3UPOBAHUS
BPEMCHHBIX ~ XapaKTEPUCTHK  TNPUKIAJHBIX  CETEBBIX
CEPBHCOB Ha BBICOKOIIPOW3BOANTEIBHOM BBIYHCIUTENE
TOYHOCTh TpeAcKa3aHus - 4 yaca, 4TO B 3HAUYUTEIbHOU
Mepe 3aBHCHT OT IPENOCTaBICHHOIO HAaboOpa JaHHBIX, a
TaKke TpeOyeT NaNbHEWIIero paclmpeHus NPUMEHSIEMBIX
METOIOB 3a CUeT TEXHHUK MATPUYHOTO PA3JIOKEHHUS s
BOCCTAHOBJICHUSI MPONYLICHHBIX JIAHHBIX W IOHWKEHHS
Pa3MEpHOCTH 331a4H:

- TT-toolbox Ha si3p1ke MATLAB [9]

- HEOTpHUIATEJIbHOE MAaTPHUYHOE pa3JIOKEHHE U

JIpyTHE. ..

JIMTEPATYPA

[1] Slurm Support and Development|SHEDMD.The SLURM company
[Dnextponnsiii pecypc] - URL: https:/www.schedmd.com (mata
obparenus: 11.04.2024)

[2] Data traces from a data center testbed — Kaggle. [DnekTpoHHBII

pecype] - URL: www.kaggle.com/datasets/jaliltaghia/data-traces-
from-a-data-center-testbed (mara o6paruenus: 11.09.2023)

[3] Federated learning for performance prediction in multi operator
environments." Lan X., Taghia J., Moradi F., Khoshkholghi M.A.,
Listo Zec E., Mogren O., Mahmoodi T., Johnsson A.
[Dnextponnsiii pecype] URL: doi.org/10.1016/j.future.2017.09.049
(nata obpamenus: 08.11.2023)

[4] A service-agnostic method for predicting service metrics in real
time. Yanggratoke R., Ahmed J., Ardelius J., Flinta C., Johnsson A.,
Gillblad D., Stadler R. — International Journal of Network
Management / September 2017

[5] Predicting service metrics for cluster-based services using real-time
analytics. R. Yanggratoke, J. Ahmed, J. Ardelius, Ch. Flinta, A.
Johnsson, D. Gillblad, R. Stadler - 11" International Conference on
Network and Service Management / 2015

[6] Bishop C.M. Pattern Recognition and Machine Learning - Springer
Science+Business Media, LLC / 2006 (mara oO6pameHus:
13.02.2024)

[7] CaiipyrnunoB P. A. HccnenoBaHue alropuTMOB YMEHBILIECHUS
Pa3MepHOCTH IaHHBIX Ui 3aga4yd Kiaccuduxammm» - CIIGIY /

2014

[8] https://github.com/Lycheva02/bachelory (nata oOparieHus:
20.05.2024)

[9]1 https://github.com/oseledets/TT-toolbox (nata

obpamenust: 20.05.2024)

37



3amada pacnpeesieHusl MporpaMMbl 06paboTKu
CeTeBBbIX MMAKeTOB HAa CTaAUU KOHBeUepa
CETEeBOT'0 MPOIeCCOPHOr0 YCTPOUCTBA

Hukudpopos Hukura Uropesuy
MTI'Y umenu M.B. Jlomonocosa, ¢pakyrbmem BMK
Mocksa, Poccus
rav263@asvk.cs.msu.ru

Annomauua—B pa6GoTe mpencraBieHa MOCTAHOBKA 3amavu
pacnpefeneHuUs IPOrpaMMbl 06pabGOTKH CeTeBBIX KOHBEHEPOB
Ha craguu CIIY ¢ cobmomeHreM OrpaHUYEeHUH MO BPeMEHHU
06paboTKH U 06BEMA MepeJaBaeMoro KOHTEKCTa U MUHHUMH-
3anuell 06bEMA MAMATH 3aHMMAEeMOTO Ha YCTPOHCTBE.

JIJist IpOBePKHU ONTHUMAIBHOCTH pelleHust 661 pa3paboTaHa
HMHUTALMOHHAsI Mojenb KoHBeliepa CITY, B TOM 4ucie BBIYHC-
JUTENBHBIX 670KOB, ¢ Hcmoiab3oBaHueM smyiasTopa SPIKE.
Pa3pa6oTaHHasi MMUTALMOHHASI MOJIEb MO3BOJISIET IOIYYaTh
BpeMsi 06pabOTKM CeTeBBIX MAKETOB IS 3aJaHHOro pasbue-
HMSI IPOrpaMMBI, a TaKXe CTaTUCTHKY MO HCIOJIb30BAaHHOM
NaMSITH BBIYHUCIUTENBHBIX GIOKOB M BBI30BAM Pa3IUYHBIX
UHCTPYKIUH.

Kniouesvie cnosa—CereBoe MPOLIECCOPHOE YCTPOMCTBO,
knaccupuKkanusa mNakeToB, apxurekrypa RISC-V, opranusa-
Msi KOHBelepa.

BBEOEHUE

CereBoe npotieccopHoe ycrporictso (CITY) — ato mpo-
rpaMMUPYEMBIN [POLECCOP, APXUTEKTYPA KOTOPOTO CIie-
[UAIIBHO pa3paboTaHa [Isi CETEBBIX YCTPOUCTB U obecre-
YUBAET HANEXHYI 06paboTKY MAKETOB.
K BBICOKOIPOM3BOAUTENBHBIM CETEBBIM YCTPOUCTBAM
MpeIbsIBISIOTCS pasHoobpasHble TpeboBauus [1], cpenu
KOTOPBIX MO>XHO BBIOCIUTH [OBa KIIKOYEBbBIX: HonnerKa
MHOKECTBA MPOTOKOJIOB U BBICOKASA MPOIYCKHAs CIIOCO6-
HocTb. CoBpemennble CITY cmoco6HBI MepenaBaTb faH-
Hble CO CKOpoCThio mo 52 Téurt/c. IIpomecc o6paboTku
cereBbIx maketoB Ha CIIY BK/IOYaET HECKOIBKO OCHOBHBIX
3TAIOB:
1) TlonydyeHue makera ¢ BXOAHOTO MOPTA.
2) AHanu3 3aroj0BKa [AKeTa U COXPAHEHUE TeJa MaKe-
Ta B MAMSTH.

3) TMowuck mpaBun o6paboOTKYM CETEBOTO MakeTa B Tab-
ULAX KIACCUPUKALNM.

4) V3MeHeHMe 3aroJioBKA CETEBOTO IMAKETa B COOTBET-
CTBUU C HAUEHHBIMU MPABUIAMHU.

5) O6benyHEHME U3MEHEHHOIO 3arojIoBKa U Teja ceTe-
BOTO IaKeTa.

6) OTrmpaBka makeTa Ha GJIOK YIPaBIeHHUST OYepPensiMU.

7) OrmpaBka MakeTa Ha BBIXO[JHOM MOPT B COOTBET-
CTBUH C HAU[EHHBIM IIPABUIOM.

Bonkanos Omutpuii KOpreBuy
MTI'Y umenu M.B. Jlomonocosa, paxynemem BMK
MockBa, Poccus
volkanov@asvk.cs.msu.ru

_( Mporpammupyemsle

MiTephefictl Gnoku obpaboTku

BXOOHbIX AaHHbIX nakeToB
N \.f

Ynpaensowui
npoueccop

WHTepdeiickl
BbIXOAHBIX JaHHbIX

Bnok ynpaenesus
LOCTYNoMm K
namaTu

BHYTpeHHsAA
namsaTe

Puc. 1: O606wénnas apxurekrypa CIIV.

B pabore paccMaTpuBaeTCsl KOHBEHEPHAsI APXUTEKTYpa
CIIY, npencrasnsiomnias cob0l apXUTEKTYPY, B KOTOPOU
st 06pabOTKM CeTeBbIX MAKETOB WCIOIB3YETCs OfUH
WM HECKOJIbBKO KOHBelepoB. Kaxkaplii KOHBeMEep COCTOUT
M3 MOCJIEeI0BATENIBHO PACHOIOKEHHBIX N BBIYMCINTENb-
HBIX OJIOKOB. BBIYMCITUTENBHBIM 60K MOXET BKIIIOYATH
HECKOJIBKO BelUMCIUTeNbHBIX gaaep RISC-V u namare nns
XpaHEeHUA IpOTrpaMMBbI. Ka>1<111;11‘/'1 BbILII/ICHI/ITeHbeII\/II 6HOK
o6pabarbiBaeT CeTeBON MaKeT B COOTBETCTBUU C IIPOrPaM-
MO 06pabOTKU CETEBBIX MAKETOB, 3aIPY>KEHHON Ha HETO.
O6paborka 3aHUMaeT OrpaHUYEHHOE KOIUIECTBO TAKTOB.

B ool paboTre MBI paccMaTpuUBaeM 3aady pacnpeperne-
HUs TIPOTPaMMBbl 06PaGOTKU CETEBBIX MAKETOB IO BBIYKC-
nuTenbHBIM 6110Kam KoHBelepa CITY. Tekyiee pelueHue,
KOTOpOE MpEeNIoNaraer MmojaHoe AyGIupoBaHUe MPOrpam-
MBI 06paboTKY HA KakIOM BeIIUCIUTENBHOM G1oKe CITY,
Hea(l)(l)eKTI/IBHO C TOYKM 3pEHHA UCIIOIb30BaHUSA IMMaMATH.
CTpykTypa paGoThl BBITJIAAUT CIIEAYIOUIUM 06Pa3oM:

B mepBoM pasperne mpuBefeHO oOllee OMUCAHUE apXU-
rektypel CITY. Bo BropoMm pasmene onucana HepopMasb-
Hasl IIOCTAaHOBKA 3afavy ONTHUMH3alUKU paclpefeleHns
nporpaMMbl  06paGOTKH 3arojiOBKOB CETEBBIX [1AKETOB.
B TperbeM pasmenie pOpMaTU3yeTCss MOCTAHOBKA 3amadu
ONTUMU3ANMHU paclpefiesieHuss MpOorpaMMbl Kak 3apady
ONTUMM3AIUN TePEKPBITUN. B ueTBEpTOM pasmerne pac-
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KoHseitep

BbluncnuTenbHoe
AP0 IS
KoHBeitepa 1

BbiuncnutenbHoe
AAPO
KoHBeitepa 2

BbiuncnutensHoe
AAPO 1150
koHBeitepa N

Puc. 2: ApxurekTypa xKouseliepa CIIV.

CMaTPHUBAETCSI TPOIECC UMUTAITUOHHOTO MOMIETUPOBAHUSI
paborer CIIY, BkiTouas UCIONB30BaHME amyisaTopa Spike
[UTsT BBIYUCITUTENBHBIX 6JTI0KOB KOHBerepa CITV.

[. APXUTEKTVYPA CIIY
A. Ob6ujee onucanue apxumekmypst CITY

B ofiiem ciaydae yCTPOUCTBO 06pabOTKM CETEBBIX Ma-
keToB [1] [2] cocTouT M3 5 OCHOBHBIX 6JI0KOB:

1) unTepdelicHble MOAYIM IPUEMA BXOIHBIX U Mepe/ia-
YU BBIXO[HBIX JAHHBIX C ONLUOHAIBHOU Gydepusa-
HHUEN;

2) mporpammupyemble 6J10KH 00pabOTKH MaKEeTOB, KO-
TOpble MOTYT OBITh PeaNM30BaHbBI B BUJI€ KOHBEHEPA,;

3) BHYTpEHHsISI IaMSITh;

4) GJIOK YIpaBJIeHUs OOCTYIIOM K ITaMsITH;

5) YHIpaBAOIUN IPOLECCOP WM UHTEPPENC B3aMMO-
IEUCTBUS C HUM.

O6o6ménnas apxurexkrypa CITY mpefcraBieHa Ha pUCYH-
ke 1.

B. Apxumekmypa konsetiepa CITY

B paccmarpupaemoit apxutektype CIIY ncnonbayercs
KOHBeWep [isi 06paboTKM 3arojIOBKOB CETEBBIX MAKETOB.
Kougetiep coctout n3 N BBIUUCIUTENBHBIX OJIOKOB, Ma-
MATU [UIS XpaHeHUs1 Tabnuil KaacCUUKALMU, a TaKKe
ouepeniert FIFO MeXay BBIYUCTUTENBHBIMU 6/T0KaMU. Bbi-
YUCITUTENBHBIA 6JI0K —3TO COBOKYIIHOCTH BBIYUCITUTENb-
HBIX Apgep RISC-V u mamsaTu 3aganHoro pasmepa M s
XpaHeHUsI NporpamMMmbl. YMCIIO 3arojl0BKOB CETEBBIX Ma-
KeToB B KaXnaou odepenu FIFO He HO/KHO NIpeBBIIATH
F'Smax. Apxutextypa konseiiepa CIIY mpefcrasieHa Ha
pucyHke 2.

O6paboTka 3arojoBKa CETEBOTO MAKETA MPOXOMHUT IO-
CIIe[IOBATENBHO, HA KaX/IOM BBIYUCIUTETBHOM OJIOKe He
MeHble 4eM T, TaKTOB U He Oojee 4eM Tp.x, TaKTOB.
[TopsinoK 3aros0BKOB B poriecce 06paboTKU MEHSATHCS He
MOXeET.

C. Apxumexmypa RISC-V

Apxurektypa RISC-V [3] npencrasnser coboll OTKpbI-
TYI0 U CBOGOZHYIO CHCTEMY KOMAHJ M MPOLECCOPHYIO ap-
XUTEKTypy, ocHOBaHHyYI0 Ha KoHmenuuu RISC (Reduced
Instruction Set Computing). Apxurekrypa RISC-V 6buta

paspa6orana B 2010 rony B KanupopHuiickom yHUBEpCH-
Tere Bepknu u mpegHasHaveHa [UIsT CO3MAHUS IPOILECCO-
POB M MUKPOKOHTPOJIJIEPOB.
Apxurextypa RISC-V ob6nagaer ciegyoIIUMi IpeUMy-
IIeCTBAMHU:
1) oTkpsITas ¥ CBOOOLHASI apXUTEKTYPA,;
) rubKas U macirabupyemas;
3) pacmunpsiemas;
) 6Goree MpOCTasi APXUTEKTypa MO CPABHEHHUIO C Tpa-
OULAOHHBIMU X86, arm U T.IL. [4];
5) HU3KOe dHepromoTpebieHue.

B apxutekType RISC-V MOXHO pUBECTH KIacCUpUKa-
LU0 UHCTPYKLUU MO ABYM NpH3HAKaM. [lepBble MO THIY
HCIIONIb30BAHUS:

o Apudmerudeckue uncTpykuuu: add, sub, mul, div;

e Jlormueckue MHCTPyKIuu: and, or, xor, sll;

e UHcrpykiuu pabote ¢ ganabMU: lw, sw, b, sb;

o MHcTpykuun o nepepage yIpaBIeHUs:

jal, jr,beq, bne;

o MHcTpykuuu cpaBHeHUs: slt, sltu.

U no tumy pocTyna K JaHHBIM, C KOTOPBIMU B3aUMOJEN-
CTBYeT MHCTPYKLIHSL:

o Register (R-type) mHCTPYKIIMU A1 paGOTHl C peru-

cTpamy,

o Immediate (I-type) uHCTPyKUMM 1yisi pPaGOTHI C KOH-

CTaHTaMHU,

o Store (S-type) HHCTPYKUHHU AJis PabOTHI C MAMSTHIO,

e Branch (B-type) uHCTpyKIMM YCIIOBHOTO MEPEXO[A,

o Upper immediate (U-type), mHCTpYKUUU [Isi paGOTHI

C [UIMHHBIMHU KOHCTaHTaMH,

o Jump (J-type) HHCTPYKLHHK GE3YCTOBHOIO MEPEXO/A.

L7151 KakK[oro THIa UHCTPYKIUK TepBble 6 OUT 3aHMUMA-
eT KOJ, MHCTPYKLHU.

OmnpenenuM MHCTPYKUHUIO inst; — 32-6uTHOe dwMc-
70 ¥ mporpaMMmy Ha s3bike accembiepa RISC-V, kak
OrpaHUYEeHHOE YIOPSOYeHHOEe MHOXECTBO MHCTPYKIIHMH:
P = {insty,insta, ..., inst, }. OTHENBHO PACCMOTPUM HH-
CTpyKLUHU B-type u J-type, KOTOpbIe OCYLIECTBISIOT YCIIOB-
HYI0 ¥ O€3yC/IOBHYIO [epefady yrupasiaeHus. VMHCTPyKIuu
0 Tlepefiade YIPaBIeHUs [TO3BOJIOT MEPENTH O APyro-
MY afipecy mporpaMMBl:

P = {insty,...,inst;_1,inst;, insti11,...,inst, . (1)

[IycTs inst; — inst;,Vj € [1,n], uHCTpyKUMS 1O mepeaade
ynpasieHud. Torga npu BBINOJIHEHUHU inst; yrnpaBleHUE
NepexXoAuT Ha MHCTPYKLHUIO inst;.

D. Cuenapuu pa6omur CITY

ITpu ucnonbsoanuu CIIY B ceTu Ais MapLIpyTU3aLUU
tpaduka Heobxomumo, ytobbr CITY paboram co creny-
omuM Habopom ciieHapues [2] o6paborku makeTos: L2
yposus (L2 switch, L2 switch + VLAN, L2 switch + VLAN
+ L3-unicast, L2 switch + VLAN + L3-multicast), [IP/MPLS
( LAG (Link Aggregation Group), LLDP/LACP/QoS,
Mirror, MPLS-ingress, MPLS-VPN-ingress, MPLS-P,
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MPLS-egress, MPLS-VPN-egress), PTP, ACL, GRE-
ingress, GRE-egress.

E. IIpoepamma obpabomku 3a20108K08 cemesblx NAKEMos

[t 06pabOTKHU 3ar0JIOBKOB CETEBBIX MAKETOB HCIIOIb-
3yeTcst mporpamMmma o6paboTKH CETEBBIX TAKETOB Ha SI3BIKE
accemb6iepa RISC-V. IlporpamMma 06paboTKH 3ar0JIOBKOB
CETEBBIX MAKETOB PEAU3yeT pa3inyuHble CLeHapUH pabo-
et CIIV u oT peanu3anuu ¥ KOPPEKTHOCTU MPOrPAMMEI
3aBUCHUT CKOPOCTh paborsr CITV.

Takxe pacrpefeneHre MPOrpaMMbl Ha BBIYHCIIUATENb-
Hble 670ku KoHBelepa CIIY BiusieT Ha 3arpysky (Komu-
YeCcTBO 3arojioBkoB) B ovepensix FIFO Mexay BblUMCIH-
TeNIbHBIMU 6JI0OKaMH U 06liee BpeMsi 06paboTKU MOTOKA
CEeTeBBIX MMaKeTOB. TakkKe yMeHblIeHHe 0OBEMA MMAMSITH,
3aHMMAEMOTO MPOrpaMMoi 06paboTKH, MO3BONISIET B Ofi-
HOU MporpaMMe peasn3oBaTh OOJIbIIEE KOITUIECTBO CLie-
Hapues paboter CITV.

[Tpu nepenade ynpasaeHHs C OGHOTO BBIYUCIUTETBHOIO
670ka Ha crepylouui 1mo koueediepy CIIY. Bmecre ¢
3arOJIOBKOM CETEBOrO MaKeTa MepefaéTcsi KOHTEKCT BBI-
MOJTHEHUSI TTPOTPAMMBbI 06pabOTKH 3ar0JOBKOB CETEBBIX
naketos. B AJAaHHOM KOHTEKCTE XPAaHUTCSA HOMEDP UHCTPYK-
UK, C KOTOPOU HEOOXOMUMO MPOAOIKUTH BBHITIOJIHEHUE
nporpaMMmel. Takke B KOHTEKCTE MEPENAIOTCs 3HAYEHUS
HEKOTOPBIX PErUCTPOB, HEOOXOAUMBIE [JISI MPOLOIIKEHIS
06paboTKM 3aroy0BKA.

II. HEOOPMAJIBHAS IIOCTAHOBKA 3ANAYU

B paHHOUN paboTe paccMaTpuBaeTCs 3ajada pacipene-
JIeHHs TporpaMMbl 06pabOTKM CeTeBbIX aKEeTOB Ha BbI-
qUCITUTeNbHBIE OJIOKH.

[aHo: KoHBellep, KOTOPBIA COCTOUT U3 BXOJHOM Ode-
penu, N BBIYUCIUTENBHBIX ycTpoucTB, FIFO ouepenmu
3arojIOBKOB CETEeBbIX [AKeTOB MEX[Yy KaK[IbIMU ABYyMS
MOC/IeNOBATEIbHBIMY BBIUMCIUTEIBHBIMH YCTPOUCTBAMU
Y BBIXOOHOW odepenu. Takske gaHa mporpamma o6pabor-
KM 3aroJIoOBKOB CETEBBIX IIAKETOB Ha s3BbIKe acceMbiepa
RISC-V, npepcraBnsoomas coboit YIOPSIIOYEHHBIN CITHU-
COK MHCTPYKLMMH accembepa.

PaccmaTrpuBaemble B 3ajaye OrpaHUYEHUs:

1) pasmep kaxmo# odepenu FIFO 3arosoBKOB mMake-
TOB MEXMY BBIYUCIUTENBHBIMU OIIOKAMHU HE HOJIKEH
npeBbIaTh F Spax,

2) mporpamma 06paboTKM 3arojIoBKOB CETEBBIX IaKe-
TOB He MMEET I[UKIIOB,

3) mamsTh, UCMOJIb3yeMast [UIsl IPOIPAMMBI HA KaKLOM
BBIUKMCITUTENIFHOM 6JI0Ke, HE MOJKHA TIPEBBIIIATh
Mmax:

4) oOmiee BpeMs BBITIOTHEHHUsSI TTPOTPAMMBI HE TOJIKHO
MpPEBBIIATH
N % Tyax ¥ He JOKHO OBITh MeHbIIe yeM N x Tiin.

Tpe6oBaHusi: PelleHre MOCTABIEHHON 3aa91 JOIKHO
MO3BOJIUTH CHU3UTH OOLIMH 0OBEM MAMATU [JIsl XPAHEHUSA
nporpaMm 06paboTKH 3ar0JIOBKOB CETEBBIX AKETOB B [1Ba
pasa, 4TOOBI COKPATUTH OOBEM MAMSATH HA KPUCTAIE,

Mporpamma Ha
accemtnepe

RISC-V.

m
accemnepe

RISC-V.

m
accembnepe

RISC-V.

BriGop cuewapus
inst_1

BbiGop cueHapus

Cuenapwii J Cuevapuii J
inst_l+1 inst_I+1

Puc. 3: Pacupefenenue nporpaMmsl Ha koHselepe CITV.

Cuenapuii J
inst_l+1

m m BorcnuTens b 6ok N

ootmarneiy / N /" Mporpamma Mporpamma

accembnepe Ueotpeseiafi Ha accembnepe Ha accembnepe
RISC-V. v

RISC-V accem6nepe
RISC-V.

@

BuiGop cuenapus
inst_1
=

BuiGop cuenapus

Puc. 4: Pacupefenenue nporpaMMmbl Ha koHselepe CITV.

Cuenapuii K
inst_t+1

A4

s yaemeBneHus nmpousBoacTsa. T.e. My, = Mg”‘, rmoe
My — Texymuit 06bEM DOCTYIIHOU MaMsATH [IJIs XpaHe-
HUs IPOrPAMMBI HA KKIOM BBIYUCIUTENBHOM GJIOKE.

Heo6xonumo: Paspaborath MeTOn pasbueHuss mpo-
rpaMMbl Ha s3bike acceMbiepa RISC-V Ha mopmporpam-
MBI, K&K/as U3 KOTOPBIX BBIIOJIHIETCS CBOUM BBIYHCIIN-
TeNbHBIM GJIOKOM C COGJIOIEHUEM BCEX OTPaHUYEHUH, U
C MUHUMH3AI[HEN CYMMapHOro o6bEéMa MaMsTH Uit Xpa-
HEHWSI MPOTPAMMBI, 3aHMMAEMOr0 HAa BBIYMCIUTENBHBIX
610Kax.

Tekymas peanusanyss B pPacCMaTPUBAEMOM apXUTEK-
type CIIY mompasymeBaer [OJIHOE AYOIMpPOBAaHHE IPO-
rpaMMbl 06pabOTKY 3ar0JIOBKOB CETEBBIX MAKETOB HA BbI-
YUCIIUTENbHBIE 6JIOKU KOoHBelepa [2]. Takoe peuienue He
MO3BOJIAET COOMIOATH 3a/JaHHble OrpaHudeHust. Tekymui
BapUaHT paclpee/ieHusl TPOTPaMMBbl CXeMAaTHYHO U306-
PaX€H Ha pUCyHKe 3.

Cxoxue 3afaddl pacCMaTPUBAIUCH B JIUTEpaType, Ha-
npumep B pabotax [5] [6] [7]. Ho B Hux He pemanach
3aflaya paclpee/ieH|s] MPOrpaMMbl Ha KOHBeWep BBI-
YUCIIUTEJIIBHBIX 6)'[OKOB, roe Ka)K]:[bII‘/II BbI“II/ICHI/ITeHbeII‘/JI
670K MpencTaBseT cobol HEe3aBUCHMOE BBIYUCIIUTEIb-
HOEe YCTPOMCTBO, HA KOTOPOM MOXKET BBIMONHAETCS HE
OfIHA UHCTPYyKIUsI acceMbiiepa (MK 9acTh MHCTPYKIUH), a
monmporpaMmma o6paboTKH 3ar0JIOBKOB CETEBBIX MAKETOB.

[II. ®OPMAJIbHAS TTIOCTAHOBKA 3A0AYU

OJHUM U3 METOMIOB ONMTUMU3ALMY CYMMapHOTO 06bEMA
MaMsITH, 3aHUMaeMOr0 MPOTPAMMOHN 06paGOTKHM CETEBBIX
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[IaKEeTOB Ha BBIYMCIMUTENBHBIX O/0Kax KoHBekepa CIIY,
SBSIETCSI MUHUMU3alns TepeKpbITHsi. PaccmoTpum dop-
MaJIbHYI0 [IOCTAHOBKY 3afjaud pacIpefielleHUs] Mporpam-
MbI O6pa6OTKI/I CETEBbIX ITAKETOB Ha BbBIYUMCJIMTEJIbHBIC
6nokn kouBeriepa CIIY, Kak 3afady MHHHUMH3ALUK Te-
pekpbiTuil. CXOXHe 3afadld pacCMaTpUBAIUCH B pabo-
Tax [8] [9].

Omnpepenum [epPEKPBITHE: yCTh UMeeTCs
mporpamMMa 06paboTKM  CeTeBbIX maketoB P =
{insty,insts, ..., inst,}, TyCcTh €CTh HEKOTOpPOE pazbue-
uune D = {Py, P,...,Py}, e P,i € (1,N),N € N —
HEKOTOpasi MOANPOTpaMMa HCXO[JHOH mporpammsl P.
Mogmporpamma Py = {inst},insth, ... inst, } —
HeKOoTOpast yHOpsioYeHHAs [0CJIe[JOBATEBHOCTD
HMHCTPYKLUH z’nst;,j € (0,n;). Ilpu arom mogmporpamma
P, C P. Tlepexpeituem O; mopmnporpamm P;, P11, 6ynem

Ha3bIBATh  COBMAJAKOIIEE  MHOXECTBO  MHCTPYKLUN

_ i — i _
0i = ' {fnStnifkfl’ instni7k72, . ,mstm‘} =
{mstﬁj ,insth ,...,inst?‘ }, mpu arom: inst, ., =
z‘nst;tj,w € (1,k).

Torja 3amaya COCTOUT B IIOCTPOEHUH TAKOTO pasbueHus
D, minD(ZiJ\;1 size(0;)). C y4éTOM OrpaHHYEHHUH, pac-
CMaTpUBAEMBIX B 33[jaue: IpU paboTe MPOTPaMMBbl pasmep
Kaxaou usz ovepenedt FIFO MexXxny BBIUMCIUTENbHBIMHU
6nokamu F' 3arojI0BKOB MTAKETOB He MOJIKEH ObITH MPEBBI-
II€eH, Mporpamma o6paboTKK 3aroIOBKOB CETEBBIX MaKe-
TOB He UMEET IUKIIOB, MAMSITh JUIsl XPAHEHUS TPOrPAMMBI,
UCTIONIb3yeMasi Ha KaXIOM BBIYUCIUTEIBHOM OJIOKEe He
[OJKHA MpeBbIaTh Mg, @ TAKKe 061ee BPEMSI BHITIOT-
HEHWSI TPOrPAMMBI HE [OJKHO MPEBBIMIATE Tiay.

B TekyIel peanusaniuu, nporpamMmma P mogHOCTbIO 1y6-
JIMPYeTCs] HA BCE BBIYMCIIUTENBHBIE OJIOKH, TO €CTh pa3bu-
eane Dy = {Py, Pa,...Py},Yi € (1,N), P, = P. Tlocuu-
TaeM MUHUMU3UPYEMBI KPUTEpUM [ Takoro pasbue-
HUS:

N-1 N-1
Z size(O;) = Z size(P;) = size(P)x (N —1) (2
i=1 i=1

YT0o6bl CHU3UTh 3HAYEHHE KPUTEPHS, MOKHO IIPEMJIO-
SKUTb BAPUAHTHI PaclipefiesieHUsI TPOTPaMMBbl, B KOTOPBIX
OTCYTCTBYET IOJIHOE AyONMUpPOBAHUE, HO MPU 3TOM YBEIIN-
YHUBAETCsI CpefiHee BpeMst 06paboOTKH CETEBOTO MaKeTa Ha
KoHBelepe CIIY n3-3a HepaBHOMEPHOCTH pacIpefiesIeHUs
nporpammel. Taxxe pa3mep nepegaBaeMoro KOHTEKCTa C
3aroJIOBKAMU CETEBBIX MAKETOB (puc. 4).

IV. UMUTALMOHHAS MOLEJTb CITY

[5s mpoBepKU COOIOfEHUS] OTPAHUYEHUN 3aaHHBIX B
3afade paspabaTeiBaeTcs UMUTAUOHHAs Mofenb CITY Ha
ocHoBe amynstopa RISC-V Spike [10], koTopsIfi mO3BO-
JISIET AMYIUPOBATH PaboTy siiep ¢ apxuTekTypoit RISC-V
RV32IMA. Tak xak npu pabore CIIY BakHO yIUTHIBATH
He OT[eJIbHbIe CeTeBble MaKeThl, & IIOTOK CETEBBIX IaKe-
TOB — C MOMOIBI0 PabOTEl UMHUTALMOHHOU Momenu CITY
OyfleT MPOBEPSITCs BIUSIHUE BpeMeHH 0OpabOTKU OIHUX
CeTeBBIX MAKETOB Ha BpeMsi 00pabOTKU OPYIHUX CETEBBIX

UmuTaumoHHas Mogens
KoHBeitepa CMY

BmynsTop Spike SmynsTop Spike 3mynsTop Spike

Bmynstop
BbIMMCAMTENbHOTO |-+

osapo ISt 1 osapo HISC- VN

BbluncnuTenbHor
appo S0 2

Bhluucnmenbuor]

4

Puc. 5: ApxutekTypa UMUTaHOHHON Mopenu CITY

MaKeTOB, KOTOPOE BO3HUKAET M3-3a MCIIONh30BAHUS KOH-
BellepHOU apxurexTypsl CIIV.

OcHOBHas 3afada NpH CO3LAHWU MMHUTALMOHHOW MO-
penu CIIY cocrouT B mepenade OAHHBIX MEXAY BBIYHC-
JTUTENbHBIMU G7I0KaMU KoHBelepa. CaMo ke MOMeTupo-
BaHHEe 06pPabOTKU CETEBBIX ITAKETOB OyHET MPOBOSUTCS
Ha amynsaTope Spike. Dmynsarop Spike 6ymer BeiCTymaTh
MOZyJIeM SIipa BBIYUCIIUTENIBHOTO 6J10Ka, KOTOPBIN OymeT
YaCcThi0 UMUTALMOHHON Momenu apyrux cuctem CITY na
SystemC [11].

[TpemyaraeMasi apxXUTEKTypa HMHUTALMOHHONW MOLETH
NpeCTaBlIeHa Ha PUCYHKe 5.

A. SystemC

SystemC siBisieTcst OUGIMOTEKOM, CO3[AHHOM Ha s3BIKE
C++ ¥ 1719 UCIIOJIb30BAHUA C SI3BIKOM POTPAaMMHUPOBAHUSA
C++. SystemC no3BoJisieT MOJIeIMPOBATh KakK anlapaTHble
CUCTEMBI, TaK W MOJLEJIN MNPOrpaMMHBIX KOMIIOHEHTOB.
OCHOBHBIM JOCTOMHCTBOM GHOIMOTEKH SIBIISIETCST OTPOM-
HBIM WHCTPYMEHTApHUH [JIsi MOJEIMPOBAHUS HMHTETrpPallb-
HBIX MUKPOCXEM U CHCTEM Ha KPHUCTaJJIE.

Cpenu ocobenHocTel SystemC MOKHO OTMETHUTE:

e BO3MOXHOCTb MOAENMpPOBAHUS CHUCTEM Ha pasyiny-
HBIX YPOBHSX a0CTPaKIMH, 4TO MO3BOJISET MOMETH-
poBaThb CHUCTEMy HauMHas OT [eTaJbHOI'O OMUCAHUSA
Ka’X[I0ro KOMIIOHEHTa U 3aKaH4YMBas BBICOKOYPOBHE-
BBIM OITMCaHHWEM IIPOLIECCOB.

o Iloppmep:xka mapaslebHOIO MOJEINPOBAHUS KOMIIO-
HEHTOB CUCTEMBI.

o SystemC siBisiercst yactbio craugaproB IEEE (IEEE
1666), 4T0 06ecednBaeT ero MUPOKYIO MOALEPKKY U
COBMECTHUMOCTb B MHIYCTPHUH.

B. Spike

Omynsitop Spike — 3T0 QYHKUMOHATBHBIN CHMYISATOP
apxutekTypbl RISC-V, xoTOpBIN peanusyeT MOfeNb OJHO-
ro uiau Heckoiabkux mpoueccopos (hart). OH caykuT 30-
JIOTBIM CTaHAAPTOM Is1 GpYHKIMOHAIBHOTO MOJETHPOBa-
HUS U NPefOCTaB/IsAeT BO3MOXHOCTD IIOJTHOW CHUCTEMHOU
OMYJISIIUN WIN IPOKCUPOBAHHOW OMYISALUU C UCIONIb30-
Banuem HT IF/FESVR.

Cpenu ocobenHocrel amynstopa Spike MOXHO oTMme-
TUTB:
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o [loppepxuBaeTcst paznuyHble pacmmpeHus RISC-V,
takve kKak RV32IMAFDQCV.

o [loppepxuBaeTcsi HECKOJIBKO
BKIIOUast crnabyio u
sanucu (WMO u TSO).

o Omynsrop Spike mosBosisieT HOGABIATH U TECTHUPO-
BaTh HOBBIE MHCTPYKLUH.

o Takxe MopfepXKUBAETCsI [OOABIEHIE HOBBIX MOAYJIEH
aMyJISATOpA.

MoOjJesiell  MaMsITH,
MOJTHYI0  YIOPSIIOYEHHOCTD

V. BAKJTIOYEHUE

B maHHOM cTaThe mpuBefeHa NMOCTAHOBKA 3aadyMl pac-
npenesieHus MPOrPaMMBl [0 BBIYUCIUTENBHBIM GJI0KaM B
kouBetiepe CITY u onucaH MoAX0/ K MOCTPOEHUIO NUMHUTA-
nuonHou momenu CITY. CyuiecTByolie METOLBI pacipe-
OeleHus MPOorpaMMBbl HMEIOT PsJ CYIIeCTBEeHHBIX HeJlo-
craTkoB: [IporpaMma MmoMHOCTBIO KOUPYETCsl Ha KasK[bIH
BBIYUCIIUTENBHBIN GJIOK, 9TO TpeGyeT 3HAYMTENbHBIX pe-
CypcoB. Mexny BBIYHCIUTENbHBIMY OIIOKAMU TT€PEaeTCs
GOJIBIION KOHTEKCT CETEBOr0 MaKeTa, YTO yBETHYMBAET
06béM FIFO u HakyafiHble Pacxofbl.

B kauectBe Oymymiux 3amad MOXKHO BbIIEJIUTH: 0630p
CXOXMX IOJXOLOB K ONTUMHU3ALMH, pa3paboTKa MeToja
pacrpeneneHusi MPOrpaMMBbl II0 BBIYHUCIIUTENBHBIM OJ10-
kam koHBerepa CIIY, co3maHre MMUTAIUOHHOU MO[ENU
CIIY ¢ ucnonb3oBanueM smynaropa RISC-V Spike mia
TECTUPOBAHHUS U OLEHKH 3PPEKTHBHOCTH HAIIETO METO-
pa.
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[Ipornosupopanue 4NC/I0BLIX 3HAUCHHI
rokazatTesieil KauecTBa 00C/TyKNBAHM
FEeTEPOreHHOI0 KaHasla IPU MOMOIIN
ABTOPEIPECCUOHHLIX MO/IeJIei

[Iypros B.C
Darynvmen 6bIUUCTUMETLHOU
MamemMamuxy u KubeprHemuxu

Mockosckuii 2ocydapcmeenHbii
yHusepcumem umenu M.B.Jlomonocosa
Mocksa, Poccust
bog 29@Qmail.ru

Annorammsas—/lanmas paboTa mocBsiieHa pa3paboTKe MeTo A
MIPOTHO3MPOBAHUST IUCIOBBIX 3HAYEHUI TTOKa3aTe el KauecTBa
00CTy>KMBAHWSI TETEPOT€HHBIX KAHAJIOB CBSI3U, UCIIONIB3YST ABTO-
perpeccuoHHbIe Mojiesu. ViceieoBanme HAPABJIeHO Ha AaHAJIN3
BPEMEHHBIX Ps/I0B 3HAUEHHI IToKa3aTesell KauecTBa 00CIIyKH-
Banns (KO). B paGore paccmarpuBaercs 3a1a4a IPOrHO3UPO-
Bamus 3HadeHnit mokazarenaeit KO Ha ocHOBe MMEIONTIXCS Bpe-
MEHHBIX PsIIOB 3HAUEHUH MPOITYCKHON CIIOCOOHOCTH, XKATTEPA.
7 3aJIePKKH.

KimoueBsie ciioBa—Iporao3npoBaHme, aBTOPErpecCrsi, TToKa-
3aTenn KadecTBa obcaykuBanus, Moaeab ARIMAX, kommbio-
TEpHBIE CETH, CETEBON TpadUK.

1. BBenenue

B smoxy nudpoBusaum u MUpPOKOro pacipoCTPaHEeHNs
THQPOPMAIMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTHI Kade-
crBo obciryzusannst (KO) craHoBuTCst KpHTHYECKH BaK-
HBIM aCIIEKTOM JIJIsT HAJEKHON 1 3DPEKTHBHON pabOThI
ceteBbix nadpacTpykTyp. KO — 310 Texnosorus, koropas
[IPUCBAMBAET PA3HBIM KjIaccaM TpaduKa pasHble IPUOPU-
TeTHI, ONTUMU3UPYsI TPOU3BOAUTEILHOCTL CETH U YIOBJIe-
TBOpsisl TPeOOBAHNsT PA3JIMYHBIX IPUJIOKeHuii 1 ycuyr [1].

B pabore paccmarpusaiorcs Tpu nokazarens KO, ompe-
neststrortie 3 GEKTUBHOCTh TeTEPOTeHHBIX KAHAJIOB Mepe-
JIa9u JAHHBIX:

e IpOIyCKHast criocobrocTh (throughput);
e 3ajiepKKa Ipu repejade nakera (delay);
o JKuTTED (jitter).

[Iponyckuasi cmocoGrocTh (throughput) — smo 06béM
JIAHHBIX, KOTODBLI MOXKeT ObITh IlepejlaH 4Yepe3 ceTh 3a
OIpEIETEHHOe BpeMs. 3alepKKa IIpH Iepeiade MaKeTa
(delay) — 310 Bpems, HEOOXOAMMOE ISl IPOXOKICHUS
IIaKeTa OT UCTOYHMKA K HOJIyYaTest0, YTO KPUTUUHO JIJIst
IPUJIOKEHHIT, YyBCTBUTEJIBHBIX K BPEMEHH OTKJIHMKA, Ta-
KIX KaK BHUJCOKOH(epeHIUH M OHjajin-urpel. Jxurrep

Bonkanos [1.1O.
Darynvmem 6bIUUCIUMETLHOU
MamemMamuxy u KubepHemuxu

Mocxosckuii 2ocydapcmeenHbii
yHusepcumem umenu M.B.Jlomonocosa

Mocksa, Poccust

volkanov@asvk.cs.msu.ru

(jitter) — aT0 Bapmanus 3aJep:KEK MAKETOB B OJHOM IO
TOKE, UTO MOXKET YXYIINTh KAIEeCTBO OOCITY KUBAHMUS,
OCODEHHO JIJIsT TOJIOCOBBIX U BHIEOCEPBUCOB.

Uccnenoanust [2], [3] mokasbisaior, uTo Tpaduk B KOM-
HBIOTEPHBIX CETAX 00JIaJIaeT CBOMCTBOM CaMOIONO0Hs, TO
€CTh COXPAHAET CBOIO CTPYKTYDPY TP MAaCIITAOHPOBAHNH,
YTO TI03BOJISIET TOYHO IPOTHO3UPOBATH €ro Oy/IyIiee Io-
BeJieHNe Ha OCHOBE aHa/M3a IPONUIbIX JaHHbIX. Llesn
JIAHHOT'O MCCJIEJIOBAHUS — CO3/IATh METO/] KPATKOCPOYHOIO
uporuo3uposanus nokazareneit KO ¢ ncrosnb3oBannem as-
TOPErPECCHOHHBIX MOjieiell [4]; KoTopble MpejicKa3bIBAIOT
Oy Ly1ie 3HaYeHNs CETEBBIX XaPAKTEPUCTHK, ONNPASCh HA
HCTOPUYECKNE JTAHHBIE O CETEBOM Tpaduke.

Crarbs UMeeT CJIeAYIONYIO CTPYKTYpY: B ruase 11 dpop-
MyJIIpyeTcs mocTanoBka 3a1a4qu. B rirase 111 mpescrasien
0030p PA3IMYHBIX ABTOPEIPECCHOHHBIX MOJENeHl ¢ BBIOO-
poM HanboJiee TOAXOJSAIEN Ui PelleHns TOCTaBJIEHHOM
zajiaun. B raBe IV ommcan anroputm (opMHpOBaHUS
aBTOPErPpEeCCUOHHON MO U IIPEJJIOXKEHHBII MeToJ, pe-
menus. B raBe V mpuBOAMTCS OMUCAHUE W PE3YJIBTATEL
9KCIIEPIMEHTAILHOIO MCCIIE/[OBAHMS.

II. TTocranoBka 3amadun

Hano:

COBOKYIIHOCTb BPEMEHHBIX DPSIIOB 3HAYEHUI IIOKa3aTe-
neit KO, monydyenHbIx ¢ Tpaduka BHYTpEHHEH ceTn 3a
orpanuveHHbIN nepuos Bpemenu [0; T):

e TIPOIYCKHAS CIIOCOOHOCTD
o JDKUTTED
o 3aJEPIKKA

Heobxomumo:

BoImotHATE  KPATKOCPOUYHOE TPOTHO3MPOBAHME 3HAUE-
HUl TaHHBIX NOKa3areseii Ha MoMeHThl Bpemenu (T 7.
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III. O630p aBTOPErPECCHOHHBIX MOJIEJIElH
A. Kpurepuu o63opa

s BBIOOpa HambOJIEE TIOIXOJIAIIEN MOJIETH OBLIN BbI-
OpaHbl clieyIomue Kpurepun 0030pa:

e YUer HeCTAI[MOHAPHOCTH

o B03MOXHOCTB UCIIO/IB30BAHUST JIOIIOJIHUTEILHBIX JIAH-
HBIX

o BrrunciurenbHast CJI02KHOCTh

o Ilpenckazamne JaHHBIX ¢ KPATKOCPOUYHON 3aBUCHMO-

croio (SRD)

B pabote paccMmarpuBaloTcs JaHHbIE, COOPAHHDBIE B CETH
kadenpbl ACBK 3a orpanndenubiii iepuos Bpemenu B 250
CEeKYHJI, COOTBETCTBEHHO, BPEMEHHbBIE PsJIbI TTOKa3aTeteit
KO, ucnonb3yemble jijid 00y4eHUsT MOJIENH, OrPAHUYEHDI
250 3ammcsiMu. DTO OrpaHUYEHNEe 3aTPY/IHSET BbIABJICHUE
JTOJITOCPOYHBIX M CE30HHBIX 3aBucuMocTeit. B To xke Bpems,
yUeT HECTAIMOHAPHOCTH ¥ MHTErPAITUs JOTOJHATETbHBIX
JIAHHBIX CTAHOBSTCS KJIIOYEBBIMU (DAKTOPAMUE IIPH BBIOOPE
aBTOPErPECCHOHHOM MOIENIN. ITO OObLIACHAETCS TEM, UTO
He BCe MPeIOCTaBIEHHbIE BPEMEHHBIE PSIIbl CTAI[MOHAPHEI,
a Tak YK€ HEKOTOpBIE M3 HUX MOTYT OBITH HMCIIOJB30BAHBI
JIJIST TIOBBINIEHHST TOYHOCTH MIPOrHO30B IPYIUX PSIIOB.

B. O630p mozeneit

B nanHoit paboTe paccMATPUBAIOTCS CIIEILYIONIIE MOJIe-
JII ABTOPETPECCHH:

o VAR - Vector Autoregression [5],

o ARMA - Autoregressive Moving Average [6],

o ARIMA - Autoregressive Integrated Moving Average

7,

e SARIMA - Seasonal Autoregressive Integrated
Moving Average [§],

o ARIMAX - Autoregressive Integrated Moving

Average extended [9],

o SARIMAX - Seasonal Autoregressive Integrated
Moving Average extended [9],

o« FARIMA - Fractional Autoregressive Integrated
Moving Average [10].

D11 Moje i ObLIN BBIGPAHBI JJIsT PACCMOTPEHUST B JIAH-
HOIl paboTre M3-3a WX MHUPOKOrO PACIPOCTPAHEHUS U MPO-
BepeHHO# 3 (HEKTUBHOCTH B AHAJIN3€ U MPOrHO3UPOBAHU
BPEMEHHBIX PSIIOB B Pa3HOOOPA3HBIX 00JIACTSIX.

1) VAR (Bekropnast aBroperpeccuonnas Mogesns): Mo-
nesb VAR ucnosib3yercs Jyist IpOrHO3MPOBAHUS B3aUMO-
CBSI3AHHBIX BPEMEHHBIX PSJIOB, YUUTBHIBAS B3ANMHOE BJIH-
sIHIe BPEMEHHBIX pejioB Apyr Ha apyra [11]. VAR npen-
II0JIaraeT CTAIMOHAPHOCTH BPEMEHHBIX PSAJIOB, U €CJIH ST
HeCTAI[MOHApeH, TpebyeTcs ero mpejBapuTe/ibHast obpa-
6orka. Moxear VAR He BK/IIO9aeT KOMIOHEHTBI CKOJIb34-
IIEr0 CPEJIHEr0, UTO JeNIaeT 6 MeHee THOKOI 110 CPABHEHUIO
C JIPYTUMHU MOJIEJISIMH.

2) ARMA (ABroperpeccnoHHast MOJENb €O CKOJIb3sI-
M cpeganM): ARMA obbeunsieT aBToperpecCHoHHY0
KOMIIOHEHTY (AR) 1 KOMIIOHEHTY CKOJIB3SIIIErO CPEJHEr0

(MA), HO He TOJJIEPXKUBAECT HECTAIMOHADHBIE DSIJIBI, Ce-
30HHOCTH W 9K30reHHble ganubie. Ha npakruke ARMA
9acTO MOAMUIUPYETCS W YJIYUIIAETCS JJIsi TOBBIIEHUST
TOYHOCTH TPOTHO3a. Hampumep, BHEIpeHHE METOa HaW-
MEHBIINX KBa/IPATOB JIJIsT IHHAMIIECKOTO BHIUUCIICHUST T1a~
paMeTpoB MOJIEIN TOKA3BIBAET YJIyUIIEHHBIE Pe3y/IbTAThI
Ha CHHTETHYIECKUX JAHHBIX [5].

3) ARIMA (AsroperpeccuoHHast MHTErPUPOBAHHAS MO-
JeJb co cKoub3anuM cpeganM): Mogeas ARIMA crioco6-
Ha MuddepeHInpoBaTh TaHHbIE [T JIOCTIKEHUST CTAIM-
onapuoctu [7]. OHa mpocra B HCHOJIB30BAHAN U IIHPOKO
[pPUMeHsIeTCs [JIst TIPOrHO3UPOBAHEsI CETEeBOro Tpaduka u
JIpyrux objacreil, TAKUX KaK THAPOJOIHUECKHE TIPOIEC-
Cbl U yIpaBjieHne BOJAHBbIME pecypcamu [12], a Takxe B
MEJIMIIUHCKOI cepe Jis TpeICKa3aHust PACIPOCTPAHEHUST
nHQEKIMOHHbIX 3a00seBanuii [13].

4) SARIMA (Ce30HHasi aBTOpErpecCHOHHAS MHTErPH-
pOBaHHas MOJeIb €O CKOJb3siiuM cpeaaum): SARIMA
pacmupser ARIMA, 106aBjigs CE30HHbIE KOMIIOHEHTBI,
9TO JiesiaeT eé TMOJXOMSIIEH [Jist JTAHHBIX C CE30HHBIME
kosebanusamu [8]. Oguako 1y1st 3bGEKTHBHONO UCIOIB30-
Banus mMozesn SARIMA tpebyercss Gosibliee KOJUIECTBO
JIAHHBIX ¥ [PABUJIBHOE OIPeJIeJIeHIe CE30HHBIX EPHOJIOB.

5) ARIMAX u SARIMAX: Jlammbie MOJENH SIB/ISIOT-
cst yoyamennsvu Mozesieit ARIMA u SARIMA coorser-
CTBEHHO, BKJIIOUAIOIIIE 9K30TeHHBIE IEPEMEHHbIE. DTO 103~
BOJISIET YIUTHIBATE BHEITHIE (DAKTOPHI, BIUSIOIIIE HA BPE-
MeHHOI psj. UccnenoBanus nokaspiBaior, uro ARIMAX
1 SARIMAX moryT IeMOHCTPUPOBATD Y/IyUIIEHHYIO [IPO-
U3BOJIUTEIBHOCTh 110 CPABHEHUIO CO CBOUMHU 0A30BBIME
mozessivu (9], [14].

6) FARIMA (®paxuuonHas aBTOPErpecCHOHHAs MHTe-
IPUPOBAHHAS MOJIEJIb CO CKOJB3AMIIM cpeiHnM): Mogiesnb
FARIMA ominuaeTcss TeM, 9YTO CTEleHb HHTETPHPOBAa-
HUS MOXKET OBITH JPOOHOH, YTO IO3BOJISET JIYUIE MO-
JIeJIMPOBATH TIPOIECCHI C JIOJTOBPEMEHHON 3aBUCUMOCTBIO.
UccnenoBanust ceTeBoro TpaduKa MOKA3BIBAIOT JIydIINe
pe3yabTaThl U NPOrHo3upoBanuu ¢ nomompio FARIMA
no cpasrermo ¢ ARIMA [10], ocobenno mpu Haswdmm
JIOJITOCPOYHBIX KOPPEJISIii. XOTs TaK»kKe JaHHAS MOJIE/h
CMOTJIa TIOKA3aTh cebs JIydIme cBoeit 0a30B0it BepCUu 1 TIPH
IIPOrHO3MpOBaHuK ceTeBoro Tpaduka [18|, riae He ObLIO
JIOJITOCPOYHON KOPPEJISIIIUN MEXKJTY HAOJIFOIEHUSIMIT

C. Metosb! OIEHKH NPEICKA3AHHBIX 3HAYCHUI

Hanbotee ncmomb3yeMbIME METPUKAME OIIEHKH TPOTHO-
30 ssisiorcs MAE, MSE, MARE, MAPE, NMSE u
RMSE. lna ceTeBbIX XapaKTEPUCTHK C IMHPOKAM JIHa-
MIA30HOM 3HAYeHHI (HopMysTa OIEHKH JOJKHA 001a7aTh
CBOUCTBOM WHBAPHAHTHOCTH K MACIITaly it obecre-
YyeHust Jiydimieii uaTepuperanuu pesyabraros. MAPE u
NMSE obnagaror stum coiictBoM, ograko NMSE yemox-
HSTET MHTEPIPETAINIO U3-32 YCUIEHUs BIUSHUS BHIOPOCOB.
[TosTOMY 117151 OTIEHKH CIIPOTHO3WPOBAHHBIX 3HAYUEHUI ObI-
Jna BuiOpana merpuka MAPE, npejcrasisemas dpopmyiioii

(1)-

44



n

MAPE = 100% Z

n :
=1

Yi — Ui . 1)
Yi
re:
e Y; — UCTUHHBIE 3HAYEHMUSI,
e {J; — TIPEJICKA3aHHbIEC 3HAYUCHUS,
e { — CpejiHee 3HAYEHNE NCTUHHBIX 3HAYEHUH 1,
e 7 — KOJINYECTBO HADJIIOCHUIA.

D. BriBojpt

PesysabraTs 0030pa mpuBeeHs B Tabsuie 1.

Ilo wroram o630pa Obuta BeiOpana Merpuka MAPE
JIUI OIEHKM IPOIHO30B U aBTOPEIPECCUOHHAA MOJIEb
ARIMAX, tak Kak OHa II03BOJIET PabOTaTh ¢ HECTAIU-
OHAPHBIMU BPEMEHHBIMU PAJAME, UCIIOJb30BATH IK30IEH-
Hble [epEeMEHHbBIE [JIsi IPOrHO3MPOBAHMS W MMEET MEHb-
IIYI0 BBIYMCJIATEIBHYIO CJIOKHOCTD, 110 CPABHEHUIO C JPY-
ruMu HeOGA30BBIMU MOJIETISAMU.

IV. Iloctrpoenue pemenus 3ajaqu
A. ®opmyuposanue Monen

Permenue 3a/1a9u IporHo3npoBaHns 3HAYEHUIT TTOKa3aTe-
seit KO Br/IO9aeT co3amue Tpex aBTOperpecCHOHHBIX MO-
Jeneil A8 IpeJCcKa3aHus 3HAYCHUI KaxKJIOl XapaKTepu-
cTuKy (MPOIYCKHAsI CHOCOOHOCTD, JIZKUTTED, 3aJIePKKA).
[Tpu popMupoBanum Moesell HCIOIB3YETCS METOIOIOT S
Bokca-/Ixxkenkunca anst mogbopa ARIMA-momenn, cocro-
Aast U3 CJIEAYIONUX JTAIOB: UICHTH(DUKAINS MOJIEIH,
OIICHKA [apaMeTPOB MOJIENH U TeCTHpOoBaHue Mojenu [15].

1) Unenruduxanust Mogemu: Ha mannoM 3rare onpe-
JIEJITETCS CTAIMOHAPHOCTh BPEMEHHOTO DS/ C HOMOIIBIO
recra Jukku-Pysiepa u onpejiesigeTcs 3HAYEHUS Tapa-
merpa auddepentmposanus d. [lanee onpeaengiorcs mo-
PSKY JJIsT KOMIIOHEHTOB ABTOPETPECCHHU P U CKOJIB3SIIIEr0
cpearero ¢ ¢ momorpio asrokoppessuonnoii (ACF) u
wactuano aBroxkoppessnuonnoit (PACF) dyuxmuit [16].

2) Omuenka koabdurmentos mogesn: IIpumenenue Me-
TOZ]a MAKCHMAJIBHOTO Ipaomomodus mwinm Meroga Han-
MEHBINUX KBAIPATOB I OIPEIETeHNs 3HAYEHUN KO-
bUIMEeHTOB MOIEIH.

3) Tecruposarne Mogenu: IIpoBepka Mojie/n BKIHOUAET
CpaBHEHNE IPEJICKA3aHHBIX 3HAYEHUI C TECTOBON BBIOOD-
KOl W aHajm3 OCTATKOB Momenu. VICmosb3yloTes TeCThl
Ha HOPMAJILHOCTH PACIPEJIeJIeHHsT 0CTaTKOB (TecT XapKe-
Bepa), cayuaiiocts ocrarkos (tect JIbiomnra-Bokca) u
oTcyTcTBHE aBroKoppessnun [17].

B. Permrenne 3a/1aun mporHo3npoBaHUs

IIpenmaraemelii MeTO, PEIICHNs 330a90 IPEICKASAHUS
sHaveHnit mokasaresieil KO 3ak/rodaercs B CO3IAHIN aB-
roperpeccnonnbix Momeaeit ARIMAX s Kaxkmoro moka-
3aresisl (IPOIYCKHAsI CIIOCODHOCTD, [IZKUTTED, 3a/1epPKKa),
HCIIOJIb3Ysl B KAYECTBE 9K30TMEHHBIX JAHHBIX 3HAYEHUS JIPY-
TAX [IOKa3aTesen.

AJIropuT™ pernenus 3a1aum:

1) Bsibop nopsijika mpecKasbiBaeMbIX MOKa3aTesel:

o IIpomyckuas crocoGHOCTH BBIOMpAETCS JIJIs Tep-
BUYHOIO IPOIHOBUPOBAHUS M3-33 €€ OoJbliei
OJIHOPOJHOCTH M MEHbIIEH 3aBUCUMOCTH OT BbI-
GOPOYHBIX CETEBBIX ITAKETOB.

o JIxurTep BHIOMPAETCsT BTOPBIM HOKA3ATEIEM H3-
3a ero 0O0JIbIIel OJIHOPOAHOCTH IO CPABHEHHUIO C
3a/IepXKKAMI CETEBOI0 KaHaJIa.

o 3ajiepKKa BBHIOMPAETCs B IOCJIEIHION OYepe/ib.
JIisl TOBBIMIEHUS] TOYHOCTH ITPOIHO3UPOBAHMSI
HEeOOXOIMMO GOJIbIIE IK30I€HHBIX JAHHBIX.

2) Coznanne momesn ARIMAX nis mporyckuoii crio-

COOHOCTH:

o Omnpejiesienne napamerpoB mogenun (p,d,q) st
MIPOIYCKHOMN CIIOCOOHOCTH.

o DK30Ir€HHbIE JAHHBIE HE UCIIOJIb3YIOTCS.

3) Cosnanne momemn ARIMAX jist jpKuTTepa:

o Omnpejiesienne napamerpos mMogenu (p,d,q) st
JKATTEPA.

o B kadecrBe 5K30r€HHBIX JAHHBIX HCIIOJIb3YETCH
BPEMEHHOIT PsIJT TPOITYCKHON CIIOCOOHOCTH.

4) Coznanne momenn ARIMAX jist 3a1epkku:

o Omnpesetenne napamerpos momenu (p,d,q) s
381ePXKKU.

o B KauecTBe 9K30reHHBIX JAHHBIX MCIOJIBb3YIOTCI
BPEMEHHBIE Psijibl MPOIYCKHOI CIIOCOOHOCTH U
JOKATTEPA.

B pesysbraTe ObLIH IOy YeHbl 3 00y YeHHbIE aBTOPETPEC-
cuonnbie Mogesn - ARIMAX(9,1,11), ARIMAX(21,0,24) u
ARIMAX(22,0,22) jjist IPOrHO3UPOBAHUS 3HAYEHMUIT TIPO-
IYCKHOI CIOCOOHOCTH, JKUTTEPA U 33EPKKHU COOTBET-
CTBEHHO.

V. DkcrepuMeHTaIbHOE UCCIIEI0BAHNE
A. Tenp uccrenoBanus

[lenbio 3KCIEPUMEHTAILHOIO HCCIIEIOBAHUSA ABJISETCH
CpPaBHEHHE aBTOPETrPECCHOHHBIX MOjiesIeil, pealn30BaHHbIX
0 mpeyioskeHHOMy Metony, ¢ Mogesnsmu ARIMA, ko-
TOpBbIe IIPEJCKa3bIBAIOT 3HadeHus mokasaresneir KO 6e3
MCIIOJIb30BAHMS JIOIOJHATEIBHBIX JAHHBIX. B nccienosa-
HHUU TIPOBOJIUTCSI CPABHEHHE BPEMEHH, HeOOXOIUMOTO It
o0yueHnsT Moziestell, a TaKKe TOUYHOCTH MPOTHO3UPOBAHMUS,
M3MepsieMOit 110 OIMIOKaM ITPOTHO30B.

B. Merouka ucciegoBanms

Mogemu ARIMA 6b1tu chopMUpOBaHbI AHAJIOTUYHO MO-
nexam ARIMAX B COOTBETCTBHH C ONMCAHHBIM BBIIIC
MmeronoMm dopmupoBanus mozeneil. Tak Kak umeHTHbU-
kamus mozeseii ARIMAX He 3aBuCHT OT II€peJaHHBIX
9K30I'€HHBIX JAHHDBIX, IIApaMeTPhl P,d U ¢ IJId MOJIEJH
ARIMA mnonyumincs paBHBIME COOTBETCTBYIONIAM Mapa-
merpam mogemn ARIMAX mns kaxkmoro nmokazarens KO.
Mogens ARIMAX i IpOrHO3UPOBAHMST POIYCKHOM
CIIOCOOHOCTH HE KCIIO/Ib3YeT SK30MeHHbIX JAHHbIX, II09TOMY
ee Pe3yJIbTaThl OY/IYT COBIAIATH C PE3YJIbTATAMHI PAOOTHI
moges ARIMA i1 aHHOrO MoKas3aresist U yIUThIBATHCS
[PU CPABHEHUM METOJIOB HE OYIyT.
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Kpurepnit ARMA | ARIMA | SARIMA | ARIMAX | SARIMAX | VAR | FARIMA
Yuer
HECTAIMOHAPHOCTH B + + + + T +
JlononHuTenbHbIE } } ) n X ) )
IaHHbBIE
Boruucnurensuas
CIIO’KHOCTD + + -/t +/- B B -/+
SRD + + + + + + +

Tabsuia I: O630p aBTOPErPECCHOHHBIX MOJIEJIEN

1) CpaBuenne mpou3BOIUTEILHOCTH Mojieeii: Bpemen-
HBbIE PSIJIbI, MCHOJIb3yeMble B HCCJIEJIOBAHUM, COCTOAT W3
250 smavenuit. 3amep BpeMeHH OOYUEHUS I KaXKIOi
Moz mpon3BouTes 1o 10 pa3, mocsie 4ero pe3ysibTaThbl
YCPEJHSIOTC [T TOJIydeHusi 6ojiee CTaOUIBHONU ONEHKH
ITPOM3BO/IUTELHOCTH.

2) CpasHeHue pe3y/ibTaToB IIPOrHO3UPOBAHUS MOJIEIEI:
CpaBhenre 00y4YeHHBIX MOJEJell MPOU3BOIUTCS Ha CeTe-
BOM Tpaduke, COOPAHHOM BHYTPHU TOTO K€ T€TEPOTeHHOTO
KaHaJIa, HA KOTOPOM O0YYAJIMCh MOJIEN, HO HA JIPYTUX
BPEMEHHBIX ITPOMEKYTKAX.

[IpoBeienue IKCIIEPUMEHTATHHOTO UCCTIEOBAHUS BKJTIO-
YJaeT CJIEJYIOIINe STAIlbL:

o Pas0uenne BpeMeHHBIX PsIOB Ha TECTOBYIO YaCTh,
KOTOpas OyJleT CPABHUBATDL C IPEJICKA3AHHBIMU 3HA-
YEHUSIMU U YaCTh, 3HAYCHUS] KOTOPOH HCIONIB3YIOT-
¢t JyIst IporHosupoBanus (uorennas). Komuaecrso
SHJIOPEHHBIX 3HAYEHHU{T OIPEIEIAETCS MAKCHMAIbHBIM
3HAUEHMEM TTAPAMETPOB P U ( JJIsT Ka¥KJI0H MOJIEJIH.

o Ilpejickazanne 3HaveHW IOKA3aTE/sT IIPOIYCKHON
CIIOCOOHOCTH JIJIsl €10 JAJIbHEMIIIEro UCIoIb30BaHIs
[IPH TIPOTHO3UPOBAHIH JPYTUX MOKA3ATE e MO0
ARIMAX.

o Ilpenckazanue 3HAYCHUI IXKATTEPA C HOMOIIBIO MOJIE-
qeiit ARIMAX u ARIMA u Borunciienne cpejaeit ab-
COJTIOTHO# TIPOIIEHTHO OIMMOKN M COXPAHEHWE CITPO-
HO3MPOBAHHBIX JAHHBIX JIJIA MCIOJIb30BAHUA UX KAK
9K30I€HHBIX IIPH [IPEICKA3AHNN 3HAYEHNI 38€PIKKHL.

o Ilpenckazanne 3HaveHUi 3a/0€PKKHA C ITOMOIIBIO MO-
nmeneit ARIMAX u ARIMA u Borumcienue cpenmeit
a0COJIIOTHOM IIPOIIEHTHON OIIHOKH.

C. Pesymprarn

B tabmume 11 npeacraBieHbl JaHHBIE O CPEIHEM BPEMEHH
o0yuenust mozesieii ARIMA u ARIMAX s mokasaresieit
JKUTTEPA U 33 IEPAKK.

Ha rpadmukax 1 u 2 mpencTaBieHo cpaBHeHNE 3HAYEHMTIT
CpesHuX abCOIOTHBIX ONMMOOK B TPOIEHTAX IOy IeHHBIX
npeckazannii Jyist 10 BpeMeHHBIX PSITIOB.

ITo pesymbraTaM 3IKCIEPUMEHTATBHOTO WCCIIEIOBAHMS
MOXKHO CJIeJIATH BBIBOJ, UTO MPE/TIOKEHHBIN MEeTO/T TI03B0-
JsteT 60J1ee TOTHO MPOrHO3NPOBATH 3HAYMEHUST JXKUTTEPA, U
3aJepKKH, obecneunBas B cpeaneM Ha 4% 0osee TodHbIE
IpPOrHO3bl 10 cpasHeHuto ¢ mogenamu ARIMA, ucnosn-
3ya Merpuky MAPE. Taxzke skcrnepuMeHTaIbHOE HCCIIe-
JIOBAHUE IIOKA3AJI0, UTO TIPEIOKEHHBINH MeTO TpebyeT

CpaeHeHuWe olwmnboK npeackasaHHbIX 3Ha4eH Wi
DxuTTepa mogenamMu ARIMAX n ARIMA ¢ nomowkio MAPE

401 —e— OwnbKa ARIMAX

Owwubka ARIMA

354

30
251 \/
20 1

2 a 6 8

10

%

3HayeHue MAPE,

Homep TecTa

Puc. 1: CpaBrenne ommbOK MPOTHO3UPOBAHUS TKUTTEPA

mozpeaavu ARIMAX u ARIMA

CpaBHeHuWe olwmnbok npeackasaHHbIX 3HaYeH Wi
3agepxek mogenamun ARIMAX 1 ARIMA ¢ nomowbio MAPE

36
—8— OwwubKka ARIMAX

Owwubka ARIMA

329

Yo

30 4

281 \ A

3HaveHue MAPE,

20

10
Homep TecTa

Puc. 2: CpaBHenune ommboK IPOrHO3MPOBAHUS 38IEPKKI

mozesnsivu ARIMAX u ARIMA
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[Ipomyckuas JlxxurTep 3aepKKa JlxxutTep 3ajepKKa
CITOCOOHOCTH ARIMA ARIMA ARIMAX ARIMAX
Bpens ény e, 3.7 10.1 10.7 135 12,5

Tabmuma II: CpaBrenne BpemeHr 00y UIeHusT MOJIeI€d

GOJIBITIET0 BpPEMEHU Jjisi O0yIeHUsT MOJAETA M3-38 yUeTa
JIONOJIHATEIbHBIX BPEMEHHBIX PsIOB. JTO He BJIHSAET Ha
CKOPOCTB MMPOTHO3UPOBAHNST TIOCTIE 00y U€HNUST, TaK KaK IIPO-
MCXOJIUT BLIYUCJIEHNE HOBBIX 3HAUEHUI Ha OCHOBE OTPaHU-
YEHHOI'0 MHOXKECTBA, OIPEIEJEHHBIX KO(DMUINEHTOB, TO
€CTh NMPOU3BOIUTENLHOCTD 00eMX MoJIeJiell 0CTaéTCst COIo-
craBumoit. Ho yBesmmaennoe BpeMsi 00y UeHnsT MOYKET CTaTh
3HAYUTE/IBHBIM HEJOCTATKOM IIPH YaCTOM IepeodydIeHrn
MOJIEeJIeN.

VI. 3akmodenne

B nanmoit pabore mpeioKeH MeTo] MTPOTHO3UPOBAHMS
sHaveHnii nokasareseii KO Ha ocHoBe BbIOpaHHON aB-
roperpeccuonnoit Mogesm ARIMAX, sakiouatompuiics B
0CJIEIOBATE/ILHOM [IPEJICKA3aHNY 3HAYEHUI BPEMEHHBIX
PSJI0B C UCIIOJIb30BAHUEM PAHee IIPeJICKa3aHHbIX 3HAYECHUIT
JIPYTUX [OKa3aTejiell B KadeCTBEe SK30TEHHBIX JIaHHBIX.
Tak>ke OBLIO IPOBEIEHO IKIEPHUMEHTAILHOE UCCIIEIOBAHIE
KOTOPOE TI0KA3aJ10, YTO MPEJJIOKEHHBII METO/ ¢ MCIIOJIb-
30BAHMEM K30T€HHBIX JAHHBIX MMO3BOJISIET VUIyUIINTh TOY-
HOCTB TIporuo30B mo Merpuke MAPE nis snavennit mxut-
Tepa U 33JIepXKKH 110 cpasHernio ¢ mogensmu ARIMA.
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Bpemst moAroToBK K paboTe ceTeBOro ceppuca Mnpu
ICII0/Ib30BAHIN PA3IeIAeMOr0 PEIIO3UTaPUs]
obpazos BM

B.O. Iluckosckmnit
BMK MI'Y um. M.B. Jlomonocosa
Mocksa, Poccus
vpiskovski@lvk.cs.msu.ru

Annoranus—@yHKINOHNPOBAHUE PACIIPEIETEHHBIX BBITHC-
JINTEJIbHBIX CHCTEM B COOTBETCTBUH C IIPEIbSBISEMBIMU K
HUM TEXHUYECKUMH TPeOOBAHUSIMU OIpejieisieTcss 3hpeKTruB-
HOCTBIO OpraHu3aIi paboThl CETEBOTO CepBUCA Ha 00OPYIIO-
BaHUM B CeTH, 00OPYJIOBaHUs U MJIAT(OPMBI BUPTYATH3AIMH.
[Tonb3oBaTe M CeTH HEOOXOAMMO IPEIOCTABUTH HAGOP HHMOD-
MAIMOHHBIX YCJIYT € 3aJIAHHBIM YPOBHEM KAadeCTBA U HAIEXK-
HOCTH: - JIOCTYI K WHQOpMAIUHU <«B JH000e BpeMs B JIIOOOM
MeCTe», TO eCTh JIIOOOMY YIACTHUKY TIPOIECCA YIIPABICHUS TIPH
HAJITYUY IPAB JOCTYIIA IIPK BO3SHUKHOBEHUU MTOTPEOHOCTH U BHE
3aBUCHMOCTH OT MECTa €ro HaXOXKJEHUs; - MH(DOPMAIHOHHOE
B3aMMO/IENCTBIE MEXK/y aBTOMATH3NPOBAHHBIMHU CHCTEMAMHU; -
CBOEBPEMEHHBII MOHUTOPWHT W AHAJIM3 JAHHBIX MCTOYHUKOB
PA3JMIHOrO THUMA; - MEPeX0j] OT IEHTPATU30BAHHON CXEMbI
«3arpy3Ka C OYMCTKOW JAHHBIX — AHAJN3 — PACIPOCTPaHe-
HHE» K CXEME «PACHpe/Ie/IEHHbIE pa3MeIleHre U mpeaodpaboT-
Ka JIAHHBIX, W 10 HEOOXOJAMMOCTH — TIOCJIEYIOIINe 3arpy3Ka,
aHa/n3 U pacrnpocrpanenues. OIHUM U3 KIIOYEBBIX (HaKTOPOB
obecrieyeHrsi TPUBEIEHHBIX BBIIE THUIIOB YCJAYD C 3aJaHHBI-
MH BEpOSITHOCTHO-BPEMEHHBIME XapPaKTEePUCTUKAMHE SIBJISTETCST
BpeMsi CTapTa BUPTYAJbHOW MAIIWHBI HA ITHPOKOM CIIEKTDPE
obopymoBauus u mwiaTdopM BupTyaiu3amuu. Pabodas madpa-
CTPYKTYpa 0OJIAYHON BBHIYUCIUTETLHON CTPYKTYPHI MOXKET CO-
JlepKaTh PENO3UTApUil KOHTEHHEPOB ¢ BUPTYAJIbLHBIME MAIIIH-
Hamu (BM), peanusyromymu cereBble IPUIOKEHUsT U YCIyTH,
a paBHO U paboume MecTa COTPYAHUKOB. [Ipenmnosaraercs, 9ro
XpaHUMbIe TaKuM 00pazom BM mporwim nmpuHSTYIO OpraHun3a-
TOPAMU WJIU BJIQJIE/IBIIAME BBIYUCIUTENBHON CPEJIbI IPOIIELYPY
BHEJIPEHMST B TIOCTOSHHYIO IKCIuTyaTamnuio. VubMu cioBamu,
pero3uTapuii STATOHHBIX BM cOmepKuT 9TajoHHbIE aKTyalb-
Hble i paboTsl TunoBble BM. s peanusanuu yciyru
MOXKHO KOTIMPOBATh 00pa3bl dTajionHbix BM Ha ncnosib3yemble
paboune aucku. OTHAKO OJHUM U3 CYIIECTBEHHBIX HEJIOCTATKOB
TAKOTO PeIleHus SIBJISIeTC TO, YTO JiJIs pa3MeIeHust obpasa
BUPTYyaJIbHOI MAaIIMHBI C YCTAHOBJIEHHOI Ha Hell ITOJTHOLEHHOMN
OC HeobXomuMO TIepeaTh MO CETH OT OJHOTO JO HECKOJIbKHUX
JIeCSITKOB TUTabaiT, ITO BBIIMBACTCS B JJIUTEIBHYIO IPOIELY DY
KomupoBanus uau obHoBeHnst BM 1 MoxeT mpuBecT K «KOJI-
JIaticy» ceTeBoil MHMPACTPYKTYphl. UT0OBI M30€kKaTh TaKON
CUTYAIIUH, TIPEJJIaraeTCs

3aryckaTh BM B pexXnuMe pacuImpeHHOro (hUIbTpa 3allicu.
B srom pexxunme pabora obpasza BM ocyimectsisiercss Hero-
CPeJICTBEHHO W3 perno3urapusi, 00pa3 BM mpu 3aroMm ocraércs
JIOCTYITHBIM TOJIBKO B PEXKHMe UTEHHs, BCe HEOOXOIMMBIE JIJIst
paborer OC BpemenHble (halljIbl, COXPAHSIFOTCS JIOKAJBHO WU
UCKJIIOUUTENBHO Ha BpeMs paborsl BM, nocse yero ynumaroxa-
orcsa. Takoe pelieHne CHIXKaeT BpeMsi 3arpy3ku obpasa BM
U HArpy3Ky Ha ceTh. B paboTe mcciie0BaIoCh BpeMs 3alycKa
BM B pexuMe paciupeHHOro GpuabTpa 3alicu Ha iardopMe

B./1 CaraseBu4
BMK MT'Y um. M.B. Jlomonocosa
Mocksa, Poccust
vsagalev@gmail.com

BUPTYaJIM3aIid, & TaK¥Ke CKOPOCTh YTEHUs JIAHHBIX B 3aBUCH-
MOCTH OT CIIOCOOOB XPaHEHMsI B PENO3UTAPUU STAJOHHBIX BM,
[IPOTOKOJIOB JIOCTYIIA K HUM, & TaK»Ke 3HAYEHWN XapaTepuCTuK
ceTn.

Kimrouesnie ciioBa: KVM, GeccepBepHble BBIYUCIEHUSI, [TPO-
HO3MpPOBaHUe BpeMeHHbIX xapakTepuctuk, SMB, NFS, NBD,
ZFS, Ceph, Lustre, Windows, Linux

I. Beenenne

BaxkabiM (hakTOpoM it 00ecledeHnst ITUX YCIyT AB-
JIFIETC BPeMsl CTapTa BUPTYaJbHON MAIIUHBL Ha IIHPOKOM
CITeKTpe 000pYIOBaHUS U TIaT(OPM BUPTYAIU3AINH. J]-
(EKTHBHOCTb PabOThI TAKMX CHCTEM BO MHOIOM 3aBUCHT
OT BO3MOXKHOCTH OJHOBPEMEHHOI PabOThl ¢ BHYTPEHHIMHE
U pacupe/e/IeHHbIMI WH(POPMAIMOHHBIMUA PECYPCAMHU, a
TaKzKe JOCTyIa B ceTh MHTepHeT.

s pemiennst 3TUX 3aJ@9 WCIOIb3YETCs IIPOrPAMMHOE
CPEJICTBO O0IIEro HA3HAYEHUS ¢ BCTPOEHHBIMHU CPEJICTBAMHE
BAIUTHI, TaKUM Kak <«AGOHeHTCKuil 06avHbIi TepMu-
as» (AOT). Dro cpeicTBO 1MO3BOJSIET COBMEIIATH HA
OJIHOM ITIEPCOHAIBHOM KOMIIBIOTEPE [TPOU3BOJIBHOE KOJIHIE-
CTBO M30JIMPOBAHHBIX PADOYMX MECT, (DYHKIHOHUPYIONHIX
O/ KOHTPOJIEM PA3HBIX OIEPAIMOHHBIX CHCTEM U B CBOHX
CETEBBIX cpefax. Takas U30JIAIUs TOMEHOB 00eCIIeInBAET
BBICOKHIi YPOBEHb 0€30MACHOCTH W HAJEKHOCTH PabOTHI,
9TO KPUTUYHO I DPACIHPEIETCHHBIX BBIYHCIATEIbHBIX
CHCTEM.

Pabouas nHbpacTpyKTypa HeHTPaAIM30BaHHO# [00/1auHO]
BBIYMCJIATEILHOM CTPYKTYPBI

(IBC) mupemmpusiTis MOXKET COJAEPKATh DPEro3uTapuii
KOHTeltHepoB ¢ BupTyajbHbiMu MarmmHamu (BM), pea-
JU3YIOMAMA pabodme MecTa COTPYIHUKOB W IIPOIIEIIIIN-
MH [PUHATYI0 Ha UPEJUPUATHN IIPOLELYPY BHEAPEHUS
B HOCTOSHHYIO 3KCILIyaTalmio. Penosurapuil 3TaJOHHBIX
BM u obuoBnennit comepkut srasonmsie BM, cepsepsr ¢
obuosenusivu [10. 3agaqan, pemnraembre 3TUM KOMIIOHEH-
tom [IBC: dopmupoBanme mpoBepeHHBIX, COTTIACOBAHHBIX,
0€30MACHBIX STAJOHHBIX PabOUMX MeCT B BUIE KOHTEM-
HepoB ¢ tunoBbiMu BM. O6Gpassr BM komupyrores Ha
nokaybable juckn AOT. OjHako ojHUM W3 CyIIECTBEH-
HBIX HEJIOCTATKOB TAKOI'O PEIIEHUs SIBJISETCS TO, UTO JJIs
pa3MelleHrst Ha IePCOHAILHOM KOMIIBIOTEpe 00pa3a BHUpP-
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TyaJIbHOI MaIlWHbI ¢ YyCTAHOBJICHHOI Ha Hell IOJIHOLEHHO
OC, mampumep, MS Windows 10, HEOOXOIMMO CKOTIHPO-
BaTh U Tepeaarh 1o ceTu 0kojo 40 ['6, uro BBIIMBaETCS
B JTUTEJIBHYIO TPOIEAYPY OOHOBJEHHS W MPHUBOIAT K
«KOJITarcy» JokanbHoit cetu. st 6omee achdekTrBHOTO
yIpaBjieHust BUpTyasbHbiMu Manmaamu (BM) u mux#-
MU3AIUN HATPY3KHA HA CETh IPEJIaraeTcsi UCIOIh30BAThH
PEXKUM PACHIMPEHHOr0 (PUJILTPA 3AIMUCH. JTOT PEKUM
HO3BOJIAET HACTPOUTH 0bpa3 BM Takum 00pa3oM, ITOObBI
OH OCTaBAJICA JIOCTYIIHBIM TOJILKO JjIst uTeHust. Bes urdop-
Mallus, co3/[aBaeMast MM M3MEHseMasi M0JIh30BaTeIeM B
poriecce paboThl, COXPAHSAETCS JIOKAILHO HA CIIEIUAIEHOM
ciioe GailyioBoil CHCTEMBI, a HE MEepPeIaeTcs Mo CeTH. JTO
O3HAYAET, YTO JIAXKe €CJIH I0JIb30BATE/Ib BHEC U3MEHEHMUSI
B CHCTEMY WJIH CO3/aJl HOBbIE (hailjibl, OHU COXPAHATCS
JIOKAJIHHO Ha €r0 KOMIBIOTEPE.

DTOT MOAXOM WMEET HECKOJIbKO MpPenMyIecTs. Bo-
[EPBBIX, OH 3HAYUTEJILHO YIIPOIIAET PabOTy CHCTEMHOIO
AJIMIHUCTPATOPA, MOCKOJBKY €My He HY:KHO ODHOBJIATH
KaXKJIpIil MHAMBUIyabHbIH 00pa3 BM. Bmecto sroro jo-
CTATOYHO OOHOBUTH TOJBKO ITAJOHHBIE 00pPA3bl, KOTOPHIE
OyJIyT WCIOMB30BATHCA IS CO3JAHUS HOBBIX BM wmim
OOHOBJIEHUS CYIIECTBYIONAX. JTO CYIIECTBEHHO COKPAITA-
€T BpeMsl W YCHJIWsI, 3aTpaunBaeMble Ha O0CTyKUBAHUE
CHUCTEMBI.

Kpome Toro, maHHBIH TOIXOM TOAIEPKUBAET BO3MOXK-
HOCTH pabOTHI B PEXKUMe 'TOJICTOrO’ KJIMEHTA, KOT/a BECh
obpaz BM zarpyxaercs Ha JOKAJbHBIE TUCKH MTOJTH30Ba-
TeJsi. JTO MO3BOJMSIET MPOIOKUTE pabory ¢ BM maxke
0e3 TIOJKJIIOUEHNST K CETH, UTO COXPaHsieT aBTOHOMHOCTD
1 MOOHJIBHOCTD pabodero Mecra. Taxkum 00pa3oM, IOJIb30-
BaTeIb MOXKET TPOJI0IKATh CBOIO paboTy B 11000 BpeMst
1 B JIIOOOM MeCTe, He 3aBUCS OT JOCTYIIA K CETH.

DTOT MOJIXOJ, TAKIKE CIIOCOOCTBYET CHUKEHWIO BPEMEHH
3arpy3kn obpaza BM u Harpysku Ha CeTh BO BpeMs
paboTbl. IToCcKOIbKY M3MEHEHHsT COXPAHAIOTCS JIOKAJIBHO,
HET HeOOXOIMMOCTH HEPEIABATEH OOJIBIITHE 0OBEMBI TAHHBIX
[0 CETH IPH KaXKJIOM OOHOBJIEHMH WJIM W3MEHEHHH. DTO
[IO3BOJIsIET 3HAYUTENBLHO YIYUIIUTh TPOU3BOAUTETHHOCTD
CHUCTeMBI U CHU3UTDH PUCKH CBA3AHHDLIE C BO3MOXKHOI TIepe-
I'PY3KOil CeTH UJIN JJIUTeTbHBIMI IPOIECCAMU OOHOBJICHHUSI.
Pemene mocrasiennoit 3a1a9u J0JKHO TTO3BOJUTL CHU-
3UTh BpeMd 3arpy3ku obpaza BM u marpysky Ha ceTb BO
BpeMsi pabOTHI.

I1. Tlocranoska 3a1a4u

A. Ilens pabors

OnruMusnpoBaTh paboTy abOHEHTCKUX OOJIAYHBIX Tep-
MEHAJIOB, 3aIrpy?KaeMbIX ¢ OOIIEro pasiessieMoro obpasa
BUPTYAJIbHOI MAIITHEL

B. ®opmaJbHas IoCTaHOBKA, 33291
Bsenem obosnauenus:

e W — IPOINYCKHAsI CIOCOOHOCTD cetn, MuT/cex
o 70 — 3aJIepKKa OTIPaBJIEHUs [IAKETOB B CETH, MC
o Ncl — KoI9eCcTBO KJIMEHTOB

o Mos — tun OC (Windows, Linux)

o Cs — kpuTepnit crapra

o P — mpoToKon mocTyIma K JAaHHLIM BUPTYAJILHOTO JHC-
xa, P € {SMB,NBD,NFS}

o IS — daiinosast cucrema, Fs € {ZF'S, Ceph, Lustre}

Tpebyercst:
OKCIEePUMEHTAIBHBIM METOIOM HAHTH 3aBHCHMOCTD
spemenn 3anycka T=fi(w, 70 , Ncl, Mos, Cs, P, Fs) n
MAKCHMAJBHYIO CKOPOCTD UTEHHsI JAHHBEIX BUPTYAJIb-
noro jcka Rx=fr«(w, 70, Ncl, Mos, Cs, P, Fs)

III. IIporokoser u daitmoBas cucrema

Bruto pereHo ucceseioBarh paboTy Tpex MPOTOKOJIOB —
SMB [2], NBD [3]|, NFSv4 [?|rfc7530) [5], [6],. Bce omn
HO3BOJISIIOT BO3MOXKHOCTH MacIiTabupoBanus. B mpoToko-
gax SMB u NBD peanmn3oBanbl MeXaHU3MbBI ONTHMI3a-
i, MeXaHu3Mbl KIIIUPOBAHUS IIO3BOJISIIOT IIPOTOKOJLY
NBD cupaBiaarbcs ¢ H3MEHEHHEM XapaKTEePUCTUK CETH,
a nuporokoibl SMB u NFSv4 1o3Bosisiior Hpojo/iKuTh
CYIIECTBYIOIIIE CECCHU B CJIydyae pa3pbiBa COCJIUHEHU.

Takzke Gbu1a BoIGpana daiinosas cucrema ZFS [7], [11],
[12| Bepcun OpenZFS. Oua nojiep:kuBaeT HEOOXOMUMBbIE
IpOTOKOJIBI. TakxKe B Hell peaM30BaHO MHOYKECTBO MEXa-
HU3MOB K3IITHPOBAHU, & OJIAr0Japs KOHIEIIUN COPY-On-
write cucremMa Mo3BOJIsIET BOCCTAHAB/IMBATH JIAHHBIE TIOCJIE
cbosl.

IV. Tects! mpousBOANTEIHLHOCTH

o lozone [9] — mpumensiercst s TeHepanuy U H3Me-
PEeHUsT Pa3InIHbIX (AMIOBBIX OI€palyil, TAKHX KaK
YTeHHe U 3aIlUCh B PA3JIMIHLIX PEKIMAaX.

 Bonnie++ [10] — TecT npumensiercst yist co3zamus,
YTEHUsI U YIaJIeHIsT MHOKECTBA HEOOJIbINX (hailjioB,
U M3MEHEeHWs WX MeTaJaHHBIX. B pe3yibraTe cBoeit
pabOThI OH JAET TI0JIH30BATENIO TPOU3BOANTETHHOCTD
ero hailIoBoil CHCTEMBI B BH/le M3MEPEHNUST XapaKTe-
PHUCTHK YTEHUs U 3aIHCH.

o Diskspd [8] — mpuoxernne Microsoft. Ilossoster po-
BECTU TECT IPOU3BOJUTETHHOCTH (DAMIOBOI CHCTEMBI
[PH TIOMOIIM I'€HEPAIUN PA3INIHBIX QafiJIoBBIX OIre-
panmii, TaknX KaK 4YTeHHe W 3alNCh B PA3JIMIHBIX
peKmMax.

B wuccnenosanue mpesmmosaraeTcs MCHOTb30BAHUE BHP-
TyaspHoit Mammasl Windows 7, mosTomy BBIOpAHO mpu-
noxkenne Diskspd. OHo gBisgieTcst caMbIM COBPEMEHHBIM 1
pa3paboTaHO CIIENUAIBHO i PabOTHI C JAHHOI OlepaIi-
OHHOI cHCTEeMOH.

V. Onucanme IpaKTHIECKON JacTH

A. TlIporpamma mcciemoBaHust

o 3amepuTh Bpemd 3amrycka BM u mpoussoaureabHOCTH
BUPTYaJIbHOTO JINCKA IPH HCIOJb30BAHUH IIPOTOKO-
JIOB:

— SMB3
— NFSv4
- NBD
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B. Meromuka nccienoBanms

TecTupoBamue TPOBOJIUIIOCH € UCIIOJIH30BAHUE JBYX Pa3-
JIMYHBIX CTeHJIOB. 11epBbIil CTEH] MCIOIB30BAJICA IS Te-
CTHPOBAHUS PAOOTHI CHCTEMBI C OJTHUM KJIHEHTOM.

Creny cocrour u3 cepsepa u APM corpyamuka, Ko-
TOpBIE COEIWHEHBl uepe3 poyTep ¢ momornsio Gigabite
Ethernet.

Cepoep
APM cotpyasiKa

Gigabit Ethemet
Diskspd
==

Debian 8.1 Jessie

a0 BM:
Window 7 sp1 x32

ZFSNFS
NBD SMB

Debian 8.11 Jessie

Puc. 1. Cxema crenia /i1t MCCII€JOBAHUS

Cepsep ckondurypupoan Ha 0aze OC Debian 8.11
Jessie, moBepx KoTopoii ycranos/ien crernuasibioe [10 s
aavuancrpuposanus APM corpyanuka. Takske na cepse-
PBI YCTAHOBJIEHBI:

o SSD auck SanDisk SDSSDHP128G, ckopocts urenns
530 MB/cex.

e IIpomeccop Intel Core i5-4570 CPU 3.20GHz, L3:
6MB k»ma.

o CereBas kapra Intel Ethernet Connection 1217-V, 256
KB xarma.

Ha muck npenBapurenbro yeranosier oopas BM Windows
7 spl x32, pazmepom 15I'B, B KoTOpOI 1IpeycTaHOBIEHO
mpunoxkerne Diskspd u ckpunThr my1st ero 3amycka. Takxke
HA cepBepe HACTPOEHBI TPOTOKOJIBI 1 TTOCTABJIEHBI COOTBET-
CTBYIOIIME HACTPOIKH JocTyma K daitay ¢ BM.

APM corpyanuka ckondurypuposan na 6aze OC
Debian 8.11 Jessie, moBepx KOTOpOil YCTAHOBIIEH CIIEIH-
asproe 110 mst 3amycka BM. Takske Ha HeM HacTpoeHa
KJINEHTCKAsT 9aCTh BHIOPAHHBIX MMPOTOKOJIOB.

Bropoit crenm ncnon30BaIcs AJis TeCTHPOBAHUST Pabo-
THI TPOTOKOJIOB OJTHOBPEMEHHO C HECKOJbKUMU K/IHEHTA-
M.

Creny cocrout u3 cepsepa u derbipex APM corpyauu-
Ka, KOTOPBIE COEIMHEHBI CETHIO C TPOIYCKHOH CIOCOOHO-
CTBIO.

Cepsep ckondurypupoan Ha 0aze OC Debian 8.11
Jessie, moBepx KoTopoii ycranos/en cuernuasiboe [10 s
agMmunaucTpuposanus APM corpyanuka. Cepsep cienan
Ha ocuose: Intel Xeon Processor E5-2660 v4

KimenTtor ckoHMUTYpUPOBaHbI AHAJIOTMIHO KJIUEHTY HA
TIEPBOM CTEHJIE.

Cepeep ¢ aranoHHemn BM

NBD
NFS
SmB
ZFS

Debian 8.1 Jessie

Puc. 2.

Cxema CTeHJa [JIsd UCCJIeOBaHUA

C. UucrpyMeHTbI j1jId H3MepeHHst IIPOU3BOUTE/IbHOCTH

« Ping: iputils-s20161105 — yrunuTa ucnoin3yercs s
IIPOBEPKU COEIHEHNUS KIIEHTA C CEPBEPOM, a TaKxXKe
I PUKCHPOBAHUS WHUIUAIN3AINNN CETEBOIl KapThI
KJIHEHTA

o Iperf3.1.3 — yrunura wmcmonb3yercst it U3MEPEHUsT
CKODOCTHU B CETU MEXK/y KJIHEHTOM U CEPBEPOM

o Linux Traffic Control — yrmrmura ucnosb3yercs s
U3MeHEHUsI CKOPOCTHU U 33IEPKKH B CETH MEXKY KJIH-
€HTOM ¥ CEPBEPOM

o Diskspd 2.0.21a — 6eHuMapK UCIONB3YETCA TSI U3Me-
peHus TPOU3BOIUTETHHOCTH BUPTYAJILHOTO JIUCKA,

D. Ajropur™ TecTHpOBaHUS

o ABTOMATH3UPOBAHHOE TECTHPOBAHWE IIPOBOJIUTCS C
IIOMOIIBI0 CKPHUIITOB Ha bash, Haxomsmuxcs Ha cep-
Bepe.

Koncrantamu 3a1aiorcs cereBble nHTEPMEHCH U &/1-
peca KJIMeHTOB U cepepa. IIponcxomuT 3aiyck ceep-
HOIT U KJIMEHTCKON wacTu nporokosios (SMB3, NBD,
NFSv4). Cozmaercst upexTopusi ¢ OOIIUM JOCTYIIOM,
B KOTOPOii HAXOMUTCs 00pa3 BUPTYaJbHONU MAITWHBI,
a TaKKe JJIs XPAHEHHsI Pe3YJIbTATOB TeCTUPOBAHMUSI.
I[IpoBomsites Tectst nponssoguteasroctu cern (TCP)
MEXKJy CepPBEpOM U YJAJEHHOH MAIIUHONE C IIOMO-
meio iperf. SaTem mpoucxomur cbop mHboOpManUU 0
KOH(DUTYPAIUH YAAJEHHON MAITIHBI 1 MOHTHPOBAHUE
daiinosbix cucrem (SMB3, NBD, NFSv4) Ha yinasen-
HOit MmammHe. Tak:ke mepesn KayKIbIM TECTHPOBAHIU-
eM MPOUCXOJUT OYMCTKa Karma. [Ipomexomur 3amyck
BUPTYaJIbHOM Mamuabl. C HOMONIBIO YTHJIATHL ping
U CKPUITOB HA BHPTYAJbHBI MariuHe (GUKCHPYETCst
BpeMsI 3arpy3ku obpasa. 3aTeM C IIOMOIIbIO TIIAHMU-
POBININKA 3312 TI00YEPEJTHO 3AITYCKAIOTCST TECTHI IPO-
U3BOJUTEIBHOCTH BUPTYAIBHOTO JIUCKA. Y THJIATA JIJIs
TECTUPOBAHUS 3apaHee YCTAHOBJIEHA B 00pa3 BMecTe
C TECTOBBIM (Daifjiom.

3aTeM IMPOUCXOUT OTKJIFOUCHUE KJIHEHTA OT CepBepa
u ux nepesamyck. C momornrpo yrusmTsel Linux Traffic

50



Control mpomcxoauT HACTPOHKA ceTeBbIX HHTEPdEi-
COB CepBepa — M3MEHSETCS CKOPOCTh IMepeiadn TaH-
HBIX 7 33Jep:KKa B ceTH. 1loc/e 3TOro muK HadWHA-
eTCsT 3aHOBO.

PesymbraThl KaxKIoro Tecta COXpaHSIIOTCS U 3aIUCHI-
BalOTCS B csv-daiti. B Hero BXomsT: MCIOIb3yeMblit
IIPOTOKOJI, 3aJIepKKa B CETH (MC), CKOPOCTb B CETH
(MB/c), Bpems 3arpyskun BM (c), KosmdecTBo 1moity-
YEHHBIX CEPBEPOM OANT, KOJMIECTBO OTIPABICHHBIX
cepBepoM OAMT, KOJMIECTBO ITAKETOB, OTIPABIEHHBIX
CEpPBEPOM, KOJMYIECTBO MAKETOB, TIOJYIEHHBIX CEpBe-
pom. TecTupoBanue 1MO3BOJISIET HOJYYUTH JAHHBLIE O
paboTe MIPOTOKOJIOB C PA3JIMIHBIMU ITAPAMETPAMHU Ce-
TH, & TaKXKe OIPEIEUTD IIeJeCO00Pa3HOCTh UX HC-
1oJib30BaHust. OCHOBHBIMHU IIOKA3aTe/IIMH, KOTOPbIE
YUIUTBIBAJIUCD, OB BpeMs 3arpy3ku BM u ckopocTh
YTEHUS JAHHBIX BUPTYAJIBHOTO JUCKA IPU PA3IMIHBIX
3HAYEHUSX 33J€PKKHU U CKOPOCTH B CETH.

o TecTwl pOXOIAT B peKUMAX:

— TIOCJIEZIOBATEIBHOTO YTEHUST TAHHBIX OJIOKAMH 0
IMB — npum TecTHpPOBaHHE B TAKOM PEXKIME,
KaXKJIbIil KJIMEHT CKaunBaeT C cepBepa OJIOKH pas-
mepoM 1MB, koToprle J1e:kaT mocIe 0BaTeIbHO

— CIOyYaffHOTO UTEHWS JAHHBIX 110 CIyYaifHO BBI-
ObupaeMbIM cMmereHuaM Osokamu 1o 4KB — mpu
TECTUPOBAHUE B TAKOM PEXKHUME, KAXKJIbIH KJd-
€HT 3aIPAIIABAET CJAYUIAHO BLIOpAHHBIE OJIOKOB
JAHHBIX, KOTOPBIE MOTYT HAXOJUTHCS B PA3HBIX
MeCTax JIICKa

— 9TeHWs JAHHBIX 110 CJIy4YaifHO BHIOMPAEMBIM CMe-
menusm Omokamu 110 4KB ¢ omHOBpeMeHHBIM
BBINIOJTHEHNEM 32 Omlepalyil 4TeHWsl — IIPU Te-
CTUPOBAHWU B TAKOM PEXKWUMe, KaXKIblil KJIUEHT
3aIpaIBAET OJHOBPEMEHHO 32 CIyYaifHO BBHI-
OpaHHBIX OJIOKA JAHHBIX, KOTOPbIE MOIYT HAXO-
JIUTHCS B Pa3HBIX MecTax aucka. OOBITHO 3ampo-
Cbl TIOMEIAIOTCS B OYepenb W 00pabaThIBAIOTCS
APAJIIEIHHO.

VI. PesynbraTsl 9KCIEPUMEHTOB

B mporecce sKCIIepuMeHTOB I KasK0TO THUIIA TECTOB
MOJIyIEHBl JTAHHbIE, ITO3BOJISIIOIINE OIPEIEINTD IIeJIeco-
00pa3HOCTh TPUMEHEHUsT MPOTOKOJA B 3aBHCHMOCTH OT
mapaMeTpoB cetr. OCHOBHBIMU MOKA3aTeISMH, KOTOPHIE
YUATBIBAJINCH TIPU AHATHM3e Pe3YJIbTATOB JKCIEPUMEHTA
Ob1T0 BpeMst 3arpy3kun BM u cKOpOCTb UTEHUS JAHHBIX
C JINCKa TIPU Pa3HBIX 3HAUEHUSX 38JI€PKKU U CKOPOCTH B
ceTn.

o 3aJiepKKa — 3a€pP:KKa B CETH

o CeTb — CKOPOCTH B CETH

o IIpoTokos — TecTHpyeMbIil TPOTOKOJ

o T — Bpemsd 3arpy3ku — Bpems 3arpy3ku BM

o Rx — CxopocTh drenust — CKOPOCTb YTEHUs JAHHBIX C

JIACKA

I'padukn MOKa3BIBAIOT, UTO MPHU OTCYTCTBUH 3aJIEPIKKH

HAMJTYYIINi pe3yJbTaT JeMOHCTpUpyer mpoTokos SMB.

Puc. 3. T'paduku 3aBucumoctu Bpemenu 3arpysku BM or ckopocTu
U 3aJIEPKKHU B CETU C OJHUM KJIMEHTOM

910 00bsicHsieTcss TeM, uTo SMB onTuMmmzmpoBaH IS
OBICTPOIl Iepeatn JAHHBIX B JOKAJIBHBIX CETSIX M OOBITHO
o0ecreunBaeT BBICOKYIO IPOU3BOAUTEIBHOCTD IPU HU3KHUX
3ajiepKKax. OJIHAKO C yBeJUIeHIEM 3a,/IePKKH, KOTJIa Bpe-
Msl Ha T€peiady JaHHBIX CTAHOBUTCH 3HATUTEJHHDLIM, OIl-
THMAJIBLHBIM BBIOOpOM cTaHoBUTCs mpoTokol NBD. NBD
HO3BOJISIET CIIPABJSATLCH C BBHICOKAMH 3aJiepzKKamu OoJiee
sbdexrusHo. [losTOMY B cpemHeMm, mpu JIFOOBIX 3HAYEHHU-
X 33JEPKKH U CKOPOCTH HEPeJadr JAHHBIX, IIPOTOKOJ
NBD mnoxka3biBaeT HauMeHbIliee BpeMst 3arpy3ku. IIporo-
ko NFSv4 mpum Hu3KO# 3aep:KKe MOKA3BIBAET BpEMSI
6osbme, wem y SMB u NBD, ommako ¢ yBemmdenuem
3aJiepKKu ero 3GQeKTUBHOCTD Bhile, deM y SMB.

Puc. 4. T'paduxu 3aBUCHMOCTH CKOPOCTH YTEHUSI OT CKOPOCTH U
3aJIep>KKHU B CETHU IIPH TECTUPOBAHUU B PEXKUME CJIy4allHOIO YTEHUSI
C OJJHUM KJIHEHTOM

IIpu HU3KEX 3HAYeHUAX 3a/epKKU oT () 0 10 Mc HAB-
Jgydrmmii pesysbrar nokasbiaer mporokoi NBD (Network
Block Device). 9o cBsizaHo ¢ ero ek TUBHBIM MeXaHU3-
MOM TIepe/iadn JaHHBIX Yepe3 CeTh, KOTOPBIA MO3BOJISIET
00€eCTeInTh BBICOKYIO TTPOM3BOJAUTENBHOCTD TPU HU3KUX
zajepxkkax. OHAKO IPH YBEIUICHNHN 33IePKKH 10 15 Mc
GoJtee TIPEAMOYUTHTEBHBIM CTAHOBUTCS poToKoaT SMB. B
TO0 e BpeMsi, mpoToko NFS Bo Beex ciyvasx JeMOHCTPH-
pyeT HauXyIine pe3ynbTaThl, UTO, BO3MOKHO, CBSI3aHO C
0CODEHHOCTSIMU €70 PEATN3AIN UM HACTPONKAMHU CETH.
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Puc. 5. ['paduxu 3aBHCHMOCTH CKOPOCTH YTEHHUSI OT CKOPOCTH U
3a/I€P’KKU B CETH NP TECTHPOBAHUU B PEXKHUME [OCJIEJ0BATEILHOTO
YTEHHsI C OJJHUM KJIHEHTOM

[Ipu TecTUpoBaHUU B peKUMe TOC/IEI0BATELHOTO UTe-
HUSA, U3MEPSETCS CKOPOCTh ITeHHs OJIOKOB JIAHHBIX, KOTO-
pbIe HAXOJATCS Ha JIUCKE TOCjenoBaTebHoro. [IpoToko-
aet NFS u NBD mokassiBator cxoxue pesynbrarsl. [lpn
HyJIeBOI 3ajep:kKe, mpoTokoa SMB mokassiBaeT sydrmmii
pesysbrar npu ckopocr B 1000 M6ur/C. BepositHo, 310
CBA3aHO C BHYTPEHHHM YCTPOHCTBOM ITPOTOKOJIA M MeXa-
HU3MAME KIIHPOBAHMS.

Puc. 6. T'paduxu 3aBECHMOCTH CKOPOCTH YTEHHSI OT CKOPOCTH H
3aIePKKHU B CETU IIPU TECTUPOBAHUU B PEXKUMeE CIyIafHOTO UTEHHA
C OJIHOBPEMEHHBIM BBINIOJIHEHHEM 32 ollepanuil YTeHus C OJHUM
KJINEHTOM

[Ipu rectupoBannu B pekuMe CIyYAlHOrO UTEHHS C
OJIHOBPEMEHHBIM BBITIOJHEHNEM 32 Omepanmil, KaxKIplil u3
KOTOPBIX T€HEPUPYET OJHOBPEMEHHO 32 3a1poca, IIPONCXO0-
JIUT TAPAJIIEIGHOE BBINOIHEHIE 3aIIPOCOB, ITOMEIIEHHDIX B
ouepenb. B ycroBusax 3azepxkku ot 0 10 10 Mc Hamrydmmit
pesysbrar gemoncrpupyer nporokoia NFS (Network File
System). BepositHo, 910 0GYCIIOBIEHO €r0 MeXaHU3MAMU
006paboTKM 3a1pocoB U 3(PHEKTUBHOCTDHIO Hepeadn JaH-
HBIX B YCJIOBHSIX HU3KHX 3ajepKeK. OIHAKO TpH yBeHte-
HUHT 33IePXKKH 710 15 Mc Oostee pemouTHTETbHBIM CTAHO-
Butcst nporoko NBD (Network Block Device), BepositHo,
Oyraromapsi €ro MexaHm3MaM 00pabOTKH JaHHBIX H OoJiee

3GbPEKTUBHOMY YIIPABICHUIO 3aI€PAKKAM.

Puc. 7. T'padukn 3aBucumoctu Bpemenu 3arpysku BM or ckopocTu
U 33JIEPXKKU B CETU C YETHIPbMsI KJIMEHTAMU

Ha rpacduke mokazan pesyabraT pabOTBI CHCTEMBI ¢ 4
kimenTamu. QHI CXOXKHU C Pe3y/JabTaTaMU PAOOTHI OJHOTO
kimenTa. [Iporokosr SMB mokasbiBaer xyammuit pe3yabTar
Jlayke ¢ MHHUMAJBHOW 3aJiepkKKoil. Ilpnm ero mcmosb3o-
BaHUM BpeMs 3arpy3kdm Moxer jgocruratb 600 cekyH.
[Tporokossr NFSv4, B cpeamem, paboraer sydiie, wem
NBD mpu BeIcOKOI 3agepxkKe B ceTr. OTHAKO B OCTAIBHBIX
CJIy9IasX Pe3yJIbTATHI IOYTH OJUHAKOBBIE.

Puc. 8. T'paduxu 3aBUCHMOCTH CKOPOCTH YTEHUSI OT CKOPOCTH U
3aJIEP’KKU B CETH IIPU TECTUPOBAHUH B PEXKUME CJIyIalHOIO YTEHUs
C YETBIPHMSI KJINEHTOM

B sToMm TecTe, B omm4me OT Ciy4as ¢ YETBIPHMSA KJIU-
eHTaMH, PN HU3KUX 3HadeHusxX 3a7epKku oT 0 o0 10 mc
mporokosbl SMB u NBD mokasbiBaroT CXo:Kue pe3y/bTa-
Ter. OHAKO TIPW YBeIWYIEHUN 3a7epKKu 10 15 mc Gosee
[PEAIOYTHTETbHBIM CTAHOBUTCS TPOTOKOI SMB. D10 00B-
sICHgETCH TeM, 4To mporokos SMB mywmie copasisercs ¢
nepezateil TAHHBIX B YCJIOBUAX 00JIe€ BHICOKUX 33/ICPIKEK.
B 1o e Bpems, mporokonm NFS Bo Bcex ciydasx J1eMOH-
CTPHUPYET Pe3YJbTAThl XyXKe. 3aMETHO, UTO IIPOIYCKHAs
CIIOCOOHOCTD JEJUTCST MEXKY KJIHEHTAMH PABHOMEPHO.

[Ipu rectupoBaHum B peKuMe MOCIEIOBATEIHLHOTO UTe-
HUsI, I3MEPSETCs] CKOPOCTD ITeHHsT OJIOKOB JAHHBIX, KOTO-
pble HAXOATCST HA JUCKE [0CJIe0BATEILHOT0. [IpoToKosb!
NFS u NBD, kak u B ciy4ae ¢ OIHUM KJIHMEHTOM, IO-
Ka3bIBAIOT CXOXKHe Pe3y/braThl. lIpm HymeBoil 3alepxkke,

52



Puc. 9. Fpa(bI/IKI/I 3aBUCUMOCTU CKOPOCTU YTEHUA OT CKOPOCTU U
3aIePXKKNA B CETU IIPU TECTUPOBAHUHU B PEZKHUME IIOC/I€10BATEIBHOTO
YTEHUd C 9YeThIPbMA KJIMEHTOM

BCE MIPOTOKOJIBI TTOKA3BIBAIOT CXOKHE PEIYJIBTATHI, OJHAKO
[IpU  yBEJIMYEHUN 33ePKKHU, TpoTokoja SMB nHaunmnaer
paboraTh cuibHO Xy2Ke. 1Ipnm BBICOKOI CKOpOCTH B CeTH,
mporokos NBD moka3sbiBaer yrydmmmiit pe3ysibrar.

e

Puc. 10. I'paduku 3aBHCHMOCTH CKOPOCTH YTEHHsS OT CKOPOCTH U
3a/I€P’KKU B CETH IIPU TECTUPOBAHUK B PEXKUME CJIyHIalHOTO UTEHH
C OZIHOBPEMEHHBIM BBINTOJHEHHEM 32 ONepanuii YTeHHs C Y€THIPbMS
KJIHEHTOM

IIpu TecTnpoBaHWM B peXUMEe CIYYaflHOTO UYTEHUS C
OJTHOBPEMEHHBIM BBITIOJIHEHIEM 32 OIIEPAITil, KaXK bl 13
KOTOPBIX T€HEPUPYET OJHOBPEMEHHO 32 3aI1poca, IIPOUCXO0-
JIUT TapaJslieIbHOE BLITIOJIHEHUE 3aITPOCOB, IIOMEIEHHBIX B
ouepe/ib. [Ipn HU3KO# CKOPOCTH B CETH 1 MUHUMAJIHHOM 32~
JIEPKKE, TIPOTOKOJIbI TIOKA3bIBAIOT CXOXKUE Pe3yJibTaThl. B
YCIIOBHSX 33JIEPKKH OT 5 710 15 MC HAMIydIHi pe3yIbTar
nemoHcTpupyet mpoToko NBD.

Ilo pesymbraTam TectoB ¢ mpotokos NBD B cpemnem
[oKa3aJl HAWIYUIIne pe3yJbTaThl. BpeMs 3arpy3ku
BM mpu ero wucmosnb3oBaHuM B OOJIBIIHHCTBE CIIy9IaeB
OKa3bIBAETCSI HAMMEHBITMM. DTO CBS3aHO C TE€M, UTO B
mpotokosie NBD peanuzoBatbr 3¢hheKTUBHBIE MEXaHU3MBI
KAIIUPOBAHUS JIAHHBIX, KOTOPBIE MO3BOJISIOT YMEHBIINUTh
KOJIMYECTBO 3aIIPOCOB U YBEJMYUTh CKOPOCTH JIOCTYyTa K
JIAHHBIM.

[Tporokon SMB mokazanm xopomue pe3yabTaThl  BO
BpeMsi u3MepeHusi BpeMeHu 3arpy3ku BM mpu ycmoBum
MaJeHbKON 3a7epkKu. B apyrmx ciydasx — BpeMs

sarpy3ku 6osbiie, uem y NFS u NBD, tak kak mportoko:
IYBCTBHUTEJEH K W3MEHEHUIO 3aJIepKKU B ceTd. Takxke
€ro TMPOM3BOJNUTENHHOCTE B TECTaX CKOPOCTH UTEHUSI
okazanach odeHb HuU3KOH. NFS B cpemHem mokaszas
pe3ynbTaThl JTyIe, deM mpoTtokos SMB. Bpems zarpysku
BM mpu Huzkoit 3agep:kke ropaszo bonbire, uem y NBD
u SMB. Ilpu yBesmuenun 3ajepkKu BpeMs 3arpy3ku BM
¢ ucnosb3oBanneM NBD craHOBUTCS MeHbIIE, YeM IIpU
ucrosb3oBanun SMB.

VII. 3akmogyenne

UccnenoBanme moKaz3ajo, 9TO ONTHMAJIBHBIM BBIOOPOM
s paborel ¢ BM B TakoM pexxuMe sIBIAETCS MTPOTOKOT
NBD. B kauectBe (aitsioBoii crucTeMbl HCIOIb30BATH ZF'S.
Biaronapst onTuMu3anMOHHBIM MEXAHI3MAM, PEATH30BAH-
HBIM B HeM, OH 3(P@EKTuBeH Iph Pa3HBIX 3HAYCHUIX
CKOpOCTH U 337epKku B cetr. OnHAKO B Ciiydae HU3KOM
3aJIePXKKI B CETHU JIydine BuIOupars mporokos SMB3, tak
KaK OH ITO3BOJIAT COKPATUTH BpeMs 3arpy3ku BM.
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Annomauyua — PaccmaTpuBaeTcss MaTeMaTHuecKas MoJenb
ynpaBJjieHUsi TPAHCHOPTHBIMM NOTOKAMHM HAa CETH TOPOACKHX
aopor. Moneab npeacrabiisieT co00ii OpueHTHPOBaHHBIIl rpad, B
KOTOPOM y3;1aM rpad)a COOTBETCTBYIOT YYACTKH JA0POr, a pedpam
— MaHeBpbI HAa NepeKkpecTKax. B Mojesb BKII0OYEHO yIIpaBieHHe
TPAHCHOPTHBIM MOTOKOM, KOTOpPO€ OCYWIECTBJACTCH IyTeM
MepPeKII0YeHHs a3 cBeTo(hOpoB Ha nepeKkpecTKax.
Ilepexmouenne ¢a3 BbI3bIBaeT paspellieHHe MJIH  3amper
omnpejieIeHHLIX MaHEBPOB, YTO COOTBETCTBYeT YAAJICHHUI0 WJIH
CO3/1aHHIO ONpe/ieeHHBIX pedep rpada. Mogeab TPAHCIOPTHOTO

MOTOKA c H3BECTHBIMH mapaMmeTpamMmu — ﬂpOﬂyCKHOﬁ
CIOCOOHOCTHIO MAaHEBPOB H pacnpeaejcHueM IMOTOKOB 110
AJbTCPHATUBHBIM HAIIPABJICHUAM — MO3BOJAECT PACCUUTATH

KOJIHYeCTBEHHbIC XAPAKTEPUCTHKH H3MEHEHHS TPAHCIOPTHBIX
NMOTOKOB HA BCEX Yy4YaCTKaX J0POr HA Ka)I0M BPEMEHHOM IIare.
Jlisi  pacdera HMCHOJIb3yeTcsl CHCTeMa KOHEYHO-Pa3HOCTHBIX
ypaBHeHuii. i paccMaTpuBaeMoil Moaenu chopmyimpoBaHa
3aJaya ONTHMAJBLHOrO ynpabjeHus. PesyinbTraTom pemenus
3aJaYd ONTHMAJILHOIO YNPABJEHHUS SIBJseTCS ONTUMAJIbHBIN
IUIAH KoopAuHanuu paborsl cBerodopos. Ilnansl koopanHanuu
00bIYHO PACCYMTBLIBAKTCH I/ KOHKPETHOIO BPEMEHH CYTOK,
JHA HeleJH M Jaike ce3oHa. B omrumaabHOM 1UIaHe
KOOpIMHAUMHM [JHMTEeJbHOCTL padounx ¢a3 csBerodopos
paccUNTBLIBAETCA B 3aBHCHMOCTH OT NIapaMeTPOB MepeKpecTKa
o0beMa TPAHCNOPTHOIO MOTOKA C Y4YeTOM OIPAHMYeHHMii Ha
AIUTeJbHOCTh (a3 cBeTodopa, MOPSIAOK ciaeaoBaHust ¢a3 u
AMTEJIbHOCTh HUKIA (a3. [lapameTpsl nepekpecTka BKJIKYAKOT
B ce0s rpadguk paspelieHHbIX HA NepeKpecTKe MaHEeBPOB, Ha0op
¢a3, paspemaomux MaHeBpbl, a TAaKXKe IMPONYCKHYIO
CIHOCOOHOCTL KAKA0r0 MaHEBPAa H 10110 paclpejeieHus I0TOKa
N0 aJbTEPHATUBHBIM HamnpaBJjiecHUsIM. TpaHcHOPTHBIH NOTOK
u3MepsieTcsi B CPEJHHX €IMHMIAX TPAHCHOPTHBIX CPEJCTB.
IMapameTtpsl onpeeasoTcs Ha OCHOBe MPOEKTHOI
JOKYMEHTAIlMM HAa TIepPeKPecTKH paccMaTpHBaeMoOil ceTH M
JAHHBIX, MOJIYYEHHBIX C JAaTYHKOB M BHJeoKaMep JOPOKHOI
HHppacTpyKTypbl. OnTuManbHble IUIAHBI  KOOPAUHALUU
PACCYUTBLIBAOTCH 3apaHee ¢ HMCIOJIb30BAaHMEM CTATHCTHYECKHX
JaHHbiX. B cratbe paccmarpuBaercs  CHTyalHs, KOrjaa
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MPOMCXOAMT pe3Koe H3MEeHeHHe TPAHCIOPTHOro moroka. Toraa
PacCUHTAHHBIA ONTHMAJbHBIA ILUIAH KOOPAMHALMH IepecTaer
OBITH ONITUMAJIBHBIM. Pe3koe H3MeHeHHe TPAHCIOPTHOIO IIOTOKA
MOKeT OBbITH BBI3BAHO JOPOKHO-TPAHCIIOPTHBIMHU
NPOHCIIECTBUSIMH, PEMOHTOM JOpor u T. A. B Takmx ciay4asx
npeIaraeTcs CHHTE3HPOBATH $ynknuio yIpaBJICcHHS,
KOPPEKTHPYWOIIYI0 UINTeJIbHOCTh (a3 cBerodopa Ha OCHOBe
pasHHIBLI  Mexkay (AKTHYECKHM TOTOKOM M IOTOKOM,
napaMeTpbl KOTOPOro ObLIH HCIOJb30BAaHbI s PacyeTHOIro
niaaHa  koopauHanuu. CuHTe3  QYHKUMH  ynpaBJeHHs
OCyIIleCTBJISIETCSl 3apaHee BMecTe ¢ IUIAHAMH KOODAMHALMHU Ha
OCHOBE J[IaHHBIX, MOJY4YEeHHBIX Hu3 Moiead. B  crarbe
dopmynupyercs 3agadya CHHTe3a YNPABJIEHHS TPAHCHOPTHBIM
NMOTOKOM M IpeJJIOKEeHb] 1Ba MOAX0Ja K ee pemienuio. IlepBoblii
MOJAXO0/l OCHOBAH HAa MCHO/Ib30BAHHU MAIIMHHOIO 00y4yeHus, B
YaCTHOCTH — CHMBOJIBHOH perpeccun. MeToabl CHMBOJILHOM
perpeccHd MO3BOJSIIOT HAliTH MaTeMaTHYeCKoe BbIpaskeHHe
¢yHknun, 3anumcaHHoe B BHIe CINENHAJbHOIO KOAa, C
HCNO0/Ib30BAHMEM 3BOJIOLHOHHOTO anroputvma. PesyabTatom
pelleHus 3aJa4M CHHTe3a sBJseTc (YHKUUS YHpPaBJeHHS,
H3MEHAMAs JINTEIbHOCTh (a3 cBeTodopa B 3aBHCHMOCTH OT
NOTOKA TPAHCIOPTAa HAa y4YacTKax ceTH. Bropoii moaxox ocHoBaH
HA pelIeHUH 3a]a4H KJIaccupukanuy, Koraa TeKymas CUuTyanus
OLICHUBACTCS HEKOTOPLIM Ha0OpoOM MNapaMeTpoB, a jJaliee
MPOUCXOANT ee OTHeceHHe K OJHOMY H3 3apaHee ONMCAHHBIX
KJIACCOB CHUTYalMii, 1 KOTOPLIX €CTh pacyeTHbIe MPOrPaMMbl
ynpasJieHusl.

Keywords — nOMoOK MpaAnCnOPpMmMHBIX cpeocme,
mMpancnopmubLil HOMOK, ynpaenenue mpancnopmnvimu
nomokamu, MoOeﬂupogunue MmMpancnopmHvlx noOmokKoe,
onmumu3ayuas mpanCnopmHslxX NOMOKOE, 00p0.7l(‘Hll}l cemo,
ynpaejiemsle cemu.

L BBEJIEHUE
OCHOBHEIM METOAOM YyIipaBJICHUA TPaHCIIOPTHBIMU

IIOTOKaMH B OOJIBIINX ropogax Ha CeTOTHATITHUN JCHb
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SIBIISIETCS cBeroopHOE yIIpaBJeHHE. VYnpasnenue
OCYIIECTBIISIETCS C TIOMOIIBIO TIepektoueHust (a3 cBeTodopos,
rre Kaxzaas ¢aza XxapaKTepH3yeTcsl CBOeH IJIMTENLHOCThIO. B
TakoM Ccroco0e IIUTEeNLHOCTh KaXAoW ¢a3bl MOXKET OBITh
(UKCUpPOBAHHOW, PACCUMTAHHOW 3apaHee, a TaKkKe MOXKET
HCTIONB30BAThCA  afJalTUBHOE  MEpPEKIIOYeHHE, KOTOpOe
BEI3BIBACTCS JAHHBIMU O HAIMYHU TPAHCIOPTHBIX CPEICTB
(TC) B HemocpeaCTBEHHON ONM30CTH OT TEpPEKpecTKa,
MOJTy4aeMBIMH C IaTYMKOB JOPOXKHOU MHPpacTpyKTypsI [1-3].
B pabore pemaroTcst 3amadd  yOpaBiI€HUS I METOAA

cBeToopHOTO YIIpaBJIeHHs c paccuuThIBaeMOM
JUTATETHHOCTRIO (as.
Habop a3, mopsmok uX HepeKiIoueHuss H - uX

JUTATEIPHOCTH BXOAAT B IUIaH KoopauHaruu [4]. Tlmans
KOOpJWHAIIMK 3aBUCAT OT BPEMEHH CYTOK, THS HEACTH W
BpemeHU roja. OOBIYHO IUIAHBI KOOPAWHAIIMU CTPOSATCS Ha
OCHOBE OIbITa CIEIHAINCTOB, OTBEYAIOIIUX 332 OPraHH3aIHIo
JIOPOXKHOTO JBIDKCHMS. B mocieHee BpeMsl MPU COCTABICHUH
TUIAHOB KOOPAWHAIIUH HCIIOJIB3YIOTCS MAKEThl MMUTAIIMOHHOTO
MOJICJIUPOBAHUA [5], KOTOPEIC MO3BOJISIOT OICHUTH U3MCHCHHE
TPAHCIIOPTHOT'O MMOTOKA MPH Pa3HbIX IJIaHAX KOOPMHALIUH.

B 2008 r. 6puta chopMynupoBaHa 3agada ONTHMAILHOTO
YOpaBlIeHUS]  TPAHCIIOPTHBIMH  TIOToKamMu  [6].  3amada
ONTHMAJILHOTO YIPaBICHUS 3aKIIOYaeTCsl B IIOMCKE TaKOTo
IJJaHa KOOPAWHAIMK PabOThl CBETOPOpOB (YyIpaBIICHU),
KOTOpBIIl 00ecreynBacT MHHUMYM 3aJlaHHOTO KPHUTEpHS
KadecTBa Ui 33J]aHHOM MOJENN TIEePEeKpPecTKa WM CEeTH C
YY4ETOM OrpaHWYCHUIl Ha JUIMTENBbHOCTH (a3 cBeTodopa,
MOPSIOK ClieToBaHus (a3, NIMTETFHOCTh nukiIa (a3 u ap. s
pelIeHus 3a/1a4l ONTUMAJIBHOTO YIIPABJICHHs ObLIa TIOCTpOEeHa
MaTeMaTH4deckas MOJAeTb B BHIE CHCTEMBl KOHEYHO-
Pa3sHOCTHBIX PEKypPpeHTHBIX ypaBHeHHH [6-7]. Mogenb
BKIIIOYAaET ONHCaHHe rpada CEeTH JOpor, IapaMeTpoB
TPAaHCIIOPTHOH CETH W  TpaHCIOPTHOro mortoka. Jlns
omnpeneyieHHbIX (a3 cBeTopopoB  MOIENb  TIO3BOJISET
paccunTaTh M3MEHEHHME TPAHCIIOPTHOTO TMOTOKAa Ha BCEX
ygacTkax gopor cetd. CeTp IOpor pasieiieHa Ha YYacTKH,
KaXIbIi W3 KOTOPBIX XapaKkTepu3yeTcs MaKCHUMalbHOMN
BMecTUMOCTEI0 TC ¥ YHCIOBOM  OIEHKOM  TEKYIIEero
COCTOSIHMS, BBIp&XEHHOH B KonmuectBe TC ycpemaHEHHOTO
pasmepa. TpyAHOCTP TPHUMEHEHHUS ONTHUMAJbHBIX IUIAHOB
KOOpJMHAIMI COCTOMT B TOM, YTO B PEAIBHBIX YCIOBHAX
BO3MOXHBI HE TIPEIYCMOTPEHHBIE IMPHU pacueTax HW3MEHEHHS
TPaHCIIOPTHBIX IIOTOKOB.

B pabore mnpemnaraercs pemarth 3amady YIpaBICHUS
TPAHCIOPTHBIMH ITOTOKAMH KakK 3ajady CHHTe3a, B KOTOPOil
HEOOXOMMMO HAMTH ympaBieHHE Kak (QYHKIHIO BEKTOpa

MPOCTPAHCTBA  COCTOsIHUM.  Pemenwe  3agaun  cuHTE3a
00eCreYnT BO3MOXHOCTh  YYUTHIBATH  HEMPEIBHJCHHBIC
U3MEHEHUs TPAHCIOPTHOro TMOToka, Hampumep, JTII,

U3MEHEHUE TMOTOJHBIX YCIOBUHM, IPOBENEHHE MAacCOBBIX
MEpOTIPUATHH, KOTOPHIE INPOBOLUPYIOT PE3KOE YBEIUUCHHE
TPaHCHOPTHOrO MOTOKAa U mp. Bce 3T0 mMpHUBOIUT K pe3KkoMy
HM3MEHEHHUIO COCTOSHHA 00bekTa. IIpu 3ToM cHHTEe3upOBaHHAS
(GyHKOUS  ynpaBieHHS JIOJDKHA OOECIIeUHTh — IOJydeHHe
ONTUMAJIFHOTO PeIIeHHs 0e3 JOTOIHUTEIBHBIX BEIYHCICHUI, B
TO BpeMs KaK MPOrpaMMHOE€ YIpaBleHHUE, MOIydaeMoe MpH
peleHnH 3a/adn ONTHUMAJIBHOTO YIPABICHUS, MOXET OBITH
paccyMTaHO TOJBKO AN  OrpaHMYEHHBIX U 3apaHee

MPEeIYyCMOTPEHHBIX ~ HM3MEHEHWI  TOTOKa. B kadectBe
aJNbTePHATHBHOTO MOJX0/a HCCIIeyeTcsl pa3paboTka CUCTEMBI
BEIOOpa TMOAXOMSIICTO IUTAHA KOOPJHMHAIMKA cpeau 0a3bl
3apaHee pACCUMTAHHBIX ONTUMAJbHBIX IUIaHOB. [locie
¢dopmupoBaHus 0a3bl ONTUMAJBHBIX IUIAHOB KOOPAHHAIMU
HE0OX0IMMO pa3paboTaTh CHCTEMY KJIacCH(UKAUU WIN
BEIOOpa ONTHMATBHOTO IUTaHA U3 0a3bI IO COOTBETCTBYIOIIEMY
COCTOSIHHIO TTOTOKA.

II. TIOCTAHOBKA 3AJIAYM CUHTE3A

PaccmoTpum 3amady cHUHTE3a yIpaBlIeHUs TPAHCIOPTHBIMU
MOTOKaMH B CETH TOPOJCKHX [OpOT. 3aJaHa pEeKyppeHTHas
KOHEUHO-Pa3HOCTHAsl MaTeMaTudeckas MOJAENb YIpaBlICHUS
TPAaHCIIOPTHBIMH NOTOKAMH B CETH TOPOJCKHX JIOPOT,
MIOCTPOEHHAs Ha OCHOBE TEOPHUH YIPABISIEMBIX ceTel [7, 8]

x(k+1)=x(k)+f(x(k),A(u(k)))+0(k), (D
xell”, ueUcO™.

3HaYCHUSIMH KOMIIOHCHT

x(k) =[x (k)...x ()
TpaHCHOPTHOrOo ToToKa B emuHUIax TC ycpemHEeHHOTO
pasMepa Ha MHOXECTBE BCEX y4acTKOB jJopor L
paccMatpuBaeMoi ceTH. Bpemsi IMCKpPETU3UPOBAHO Ha TaKThI

BCKTOpa COCTOAHUA

SABJIAIOTCA YHUCJIOBBIC OLICHKH

ynpaenenust k, k=1,K, K - 3amaHHO€ KOJWYECTBO TaKTOB
ynpasieHus. VI3MeHeHrne TPaHCIOPTHOTO MTOTOKA 32 OIMH TakKT
ynpaBieHus omnpenensercs  ¢yukmueir  f(x(k), A(u(k))),
3aBHCSINCH OT BEKTOPa COCTOSIHUS M MATPHIBI KOHGUTYpaid
A(u(k)). Marpuua xoHpUTypanmuii TpeacTaBiser coboi
MaTpUIly CMEXKHOCTH rpada CeTH IOpor C MaHEeBpaMmu,
KOTOpEIC pa3pelIeHbl yIIpaBIcHAEM Ha TeKyIeM Takte. Kpome
3TOro, HAa KaXIOM TakTe€ VIPABICHUS IMPOUCXOIUT

HpHpaInieHne BXOIHOTo oToka 6(k) =[8; (k)...5 (k)]T .

Yr[paannoanI/I napamMeTpamMu SABJAOTCA AJTATCIbHOCTH

pabounx a3 cBeTopoOpoB HA  BCEX  PETYIUPYEMBIX
nepexpecrkax M B cern,  w(k)=[uy (k)...up (k)] .
JlmaTenbHOCTH pabounx ha3 OTpPaHUYCHBI.

[MocnemoBaTeIbHOCTE MEepeKITIOUCHHS (ha3 OnpeeIcHa 3apaHee
M He HM3MEHseTCsA. 3amaHa o00JacTb HadalabHBIX COCTOSHUM

x° cU”. Ha kakooM ydacTKe JOpPOTH YCTaHOBIICHEI
MUHMMAaJIbHOC W MAaKCHMaJIbHOE JOIMYCTUMBIC 3HAYCHUS
koamuectBa TC.

3anman KpUTepHil KauecTBa YIpaBICHU:
K
J =Y fo(x(k), A(h(x(k)) - min . (2)
k=1

Heobxonumo Haiiti QyHKIUIO yrnpaBieHUs Kak (QYHKIHIO
OT BEKTOpa HAYAJILHOT'O COCTOSHHUS

u = h(x(0),5(0)) € U, 3)

KOTOpast MUHUMHU3UPYET KpUTepHi KadecTsa (2).
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III. METOJibl PELLIEHUS

B mHacrosimmedr pabore mpejiaraercs pemaTh 3aaady
CHHTE3a YIpaBICHHUA MOTOKAMH TPAHCIOPTA  METOJOM
CHMBOJIbHOW perpeccun [9-12]. DTOT MeETON TO3BOJSET
MOJYYHTh HEIMHEWHYI0 (QYHKIMIO YIPABICHUS, apryMEHTOM
KOTOpO#l SBIAETCS BEKTOp COCTOSIHUA. JI7s TOBBIIICHHUS
3¢ (GEKTHBHOCTH BBIOPAHHOTO METOJA HCIIONB3YETCS MOAXO],
OCHOBAHHBI Ha aIlMPOKCHMAIIMH ONTHMAJbHBIX IUIaHOB
koopauHarmu. [lpy  TakoM mMOAXOAe  MEPBOHAYAIBHO
OTIpe/IeIIAeTCSI MHOKECTBO HAYAJBHBIX COCTOSHHIN

&:{xo’l,...,xo’s}eXo. 4

Jamee nanms KaXIOro HAYaJbHOTO COCTOSHHS PEIIacTCs
3a/1aya OnTUMabHOTO yrpasieHus [13, 14] mo kputeputo (2) u
HAXOJSATCS ONTUMAJBHBIC TUIAHBI KOOPAWHAIINN

U =" (h),... . u"S (k) e U. )

MopenupoBanune oObekTa yrnpabieHus (1) ¢ HaYaIbHBIM
ycrmoBueM U3 (4) U COOTBETCTBYIONIUM YyIpaBicHUeM u3 (5)
MPUBOAUT K  MONYYCHHIO MIPOTPaMMHOTO  HM3MEHCHHS
TPAHCHOPTHOrO MOTOKAa. MHOXKECTBO MPOrpaMM H3MEHEHHs
TPAHCIOPTHOTO TOTOKa, O0Opa30BaHHBIX IIyTEM TaKOTo
MOJICIMPOBAHUS C Pa3UYHBIMU HAYAIGHBIMH YCIOBHSIMH W3
(4) mmeet BUA

X" =Nk, xS (k) (6)

Pemenne 3amaum CHHTE3a OCYLIECTBIIAETCS HA OCHOBE
ANIpPOKCHMAalMM  MHOXECTBAa  INPOrpaMM  H3MEHEHHs
TpaHCIIOPTHOTO NOTOKa (6), TO ecTh QyHKLMS ynpasieHus (3),
HaXOJIUTCS 10 KPUTEPHIO

S K
7=y ”x(k) x5 (k)“ —> min . %)

j=lk=1

rae x(k) - COCTOSHHE TPaHCIIOPTHOTO TOTOKa B MOMEHT K,

BEIUUCIICHHOe 10 Mozaenu (1) ansd IutaHa KOOpIUHALMM,
CreHepupoBaHHOTO (QYHKIMEH ynpasieHus (3).

B pesynmpTate HaXoAuM MaTeMaTHYCCKOEC BBIPAKCHHE IS
¢dbyHKIMA yrpaBiieHus (3), COrIacHO KOTOPO# B 3aBHCUMOCTH
HavanpHOTO coctossHus X(0) mmoiydaeM IDIaH KOOPIUHALWH,

HauOonee ONM3KHH K ONTUMAIbHOMY U3 MHOXecTBa (5).
Oyaknust  ynpasineHust (3) oOecmeuyuBaeT BO3MOXKHOCTD
MONYYCHUST  ONTUMAIBHOTO  IUTaHA  KOOPAMHALMH  JUIst
Ha4aJIbHOTO COCTOSIHHS, HE BXOJSIIETO BO MHOXECTBO (4).
3amava CcHHTE3a YIPABJICHHUS SBISACTCS  BBIYHCIHTEIHEHO
CIOKHOW W Il MOAeNed OONBIIMX pa3MepHOCTed Tpeldyer
CYIIECTBEHHBIX BHIYHCIUTEIHHBIX PECYPCOB.

Jns GosbIux ceTell Mopor MpejularacTcs HCIOJB30BaTh
anpTepHaTUBHBIM moaxona. Iloaxon ocHOBaH Ha  OLIGHKE
TEKYIIETO COCTOSHUS U €r0 KIACCU(PHUKAINYU JUT TPUMCHCHHUS
OTIPEICJICHHOTO TIJIaHa KOOpIWHAIMHM K3 0a3bl ONMTHMAaIbHBIX
wranoB (5). Jlas 3Tol menm mpemiaraeTcs HMCIOJB30BaTh
HUCKYCCTBEHHYIO HEHpPOHHYIO CETh, KOTOpas oOydeHa pemiath
3aady KiIacCU(pUKAIMK ¥ ONPEICIITh TUIaH KOOPIWHAIINH U3
(5), COOTBETCTBYIONTNI TAHHOMY TEKYIIEMY COCTOSHUIO X(K)

Inxk)y=1,1e{l,...,5}, 7

rae fy (x(k)) - byHKUMA MCKyCcCTBEHHOH HEHpOHHOM ceTH,

*
u A IIaH KOOpAWHAIIMK, COOTBETCTBYIOIUN TCKYIIEMY

cocrostHui X(k).

OOy4eHne HCKYCCTBEHHOW HEWPOHHON CETH MPOU3BOIUTCS
Ha OJTale MPOCKTUPOBAaHWSA T[OCIE PELICHUs  3a1adu
onTHUMaNbHOTO YympaBieHus. OOydeHHass HEHpOHHAs CeTh
(YHKIMOHUpPYET B CHCTEME YIPABICHHUS TPaHCIOPTHBIM
MOTOKOM M OIpENeNseT COOTBETCTBHE TEKYILEro COCTOSHUS
TEKyIlleMy TIJJaHa KOOpIWHAanuu. M3MeHeHne IIaHOB
KOOPJMHAIIMK HEOOXOIVMO BBIMOJIHATE JUCKPETHO, Yepes3
3aJJaHHbIE HHTEPBaJIbl BPEMEHH.

IV. TTPAKTUYECKAS PEAJIU3ALIMS

Cxema pemieHuss M (YHKIMOHHUPOBAaHHS CHCTEMBI Ha
OCHOBE pEIICHUS 3aJaydl CHHTE3a YIPaBICHHS METOJOM
CUMBOJBHOM perpeccuu mpeicraBieHa Ha puc.l. Ilox
CIieHapHeM MOHHMMAEeTCsl COCTOSHHE OOBEKTa YINpaBieHHS B
HEKOTOPBI MOMEHT BpeMeHHU. B pesynbTare perieHus 3anadu
CHHTE3a TOJIy4aeTcs MaTeMaTH4ecKoe BhIpaKeHHe (QYHKLIUH
ynpasieHus. Texyimiee cocTosiHUE OOBEKTa IIepenaeTcs B
HalJIeHHOe ynpaBiieHne U GOPMHUPYETCs IUIaH KOOPANHALIIH.

Ha puc.2 mnpuBenena cxema peamm3aldd IOIXO/a,
OCHOBAHHOTO HAa KJIACCU(PHKANUHU JITOPOKHONW OOCTAaHOBKH U
BEIOOpE ONTHMANBHOTO IUIaHa KoopAWHaImu. [lepBoHavansHO
pemaercs 3amaya 0Oy4eHUS UCKYCCTBEHHOW HEHpPOHHOW CeTH
UIA  KINacCH(UKAlMy IUTAHOB KOOpPAMHAIMK, a Jajiee IIo
JMAHHBIM O TEKYIIEM COCTOSHAU OOBCKTa M TEKYIIEM IUIaHEe
KOOpAWHAIMK OOydYeHHas HEWpOHHAas CeTh OCYIIECTBISCT
BEIOOp TUIaHAa KOOPAWHAIIMK U3 CYIICCTBYIOIICH 0a3bl IIAaHOB
KOOPAWHAIINN.

Oy 13 BaKHEUIIMX poJiel MpH pelIeHnH 3a1a4ll CUHTE3a
urpaeT Mojenb OOBeKTa ympaBieHHA. Bompoc Bamumarmn
HCIOJb30BAaHHOW MOJIENM Ha TNpPeaIMEeT €€ COOTBETCTBUSA
peamsHOMY IIpOIecCy IBWDKEHHUS TPAHCIIOPTHBIX IMOTOKOB B
cTaThe HE MPEJICTaBIICH, XOTS OH MOJpa3yMeBaeTCsl.

Habop cueHapues

Ar

CuHTes
ynpasaeHus

L

Tekywwii cueHapuii = u(x)

i

MnaH KoopauHaLMK

ONA TEKYLLEro
COCTOAHUA

Puc.1.
YIIPaBJICHUS.

Peanmaum{ noaxomza Ha  OCHOBEC CHUHTC3a
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Ha6op cueHapues

17
OnTumusaums
oby4eHue
LU
MnaH KoopAuHaLuK
Tekyuwmii cueHapuii 5) OueHka [ Knaccudukatop ) m— ANA TekyLiero
cocToAHUA

Tekywuii nnaH
KOOPAMHA LK

Puc.2. Peanmaunﬂ IoJaxo/Ja Ha OCHOBEC BLI60pa OIITUMAJIBHOT'O
IJTaHa KOOpJAWHAIUH.

V. BBIBOJ,

[IpennoxxeHo pemiats 3a1auy yrnpaBieHUs TPAHCIOPTHBIMHU
MMOTOKAMH KakK 3a/ady CHHTE3a YIPaBICHHS, B PE3yJbTaTe

pelieHuss  KOTOpOM  MojydaeTcss IUlaH  KOOpAMHALMM,
COOTBETCTBYIOIINI TEKyIIeMy COCTOSIHUIO MOTOKA.
CdopmynmpoBana 3aja4ya CUHTE3a yIIpaBJICHUS

TPAHCIIOPTHBIMH [TOTOKAMH U MPEJICTABIICHBI JBa MOIX0/1a K ee
pCLICHHUIO.

IlepBbIit MOAXOJ OCHOBaH Ha pEIHICHUH 3a/ladyd CHUHTE3a
METOJIOM CUMBOJIFHOM ~ perpeccuu u MOJIy4YEeHUHN
MaTeMaTHYECKOTO BBIPAXCHUS (YHKIMH YIPaBICHHUS Kak
(YHKIIUH TEKYIETO COCTOSHHUSA. JIJIs perieHus 3a1aui CHHTEe3a
MIPEIUIOKEHO HCTIONIB30BaTh METOJ ANTPOKCUMALIIH
ONTUMAJIBHBIX MPOrpamMM YIPABJICHUS WIA ONTHUMAaJIbHBIX
IUTAaHOB  KOOpIWHAUMH. lIpuMeHeHWe MmaHHOTO IOAXona
MO3BOJIICT MOJIYYUTh ONTUMAJbHBIA IJIaH KOOPAMHALUHU B
peansHOM  BpemeHdu. [lpm  3TOM  MONy4YeHHBIM  IJIaH
KOOpJIMHAIIMM MOXXET HE COBMaJaTh HU C OJHUM IUIAHOM
KOOpAWHAIIMK M3 MHOXKECTBA IMPEIBAPUTEIBHO PACCUYUTAHHBIX
ONTUMAJIbHBIX IUIAHOB KoopAMHAUUHU. CIOXKHOCTb JaHHOTO
MOIX0/a 3aKII0YacTCs B HEOOXOAMMOCTH HCHOJB30BaHUSA
OOJIBIINX BEIYUCITUTEIBHBIX PECYPCOB.

Bropoii moaxo ocHOBaH Ha BRIOOpE ONTUMAIBHOTO IJIaHA
KOOpAWHAIINK M3 MHOXKECTBA IMPEIBAPUTEIBHO PACCUYHTAHHBIX
ONTUMAJIbHBIX IUJIAHOB KOOpAMHAUMU. s peuieHus 3anauu
KIaccuUKaMd  IJIAHOB  KOOPAWHAIIMHM  TIPEIUIOKEHO
HCTIONB30BaTh IMPEIBAPUTEIBHO OOYYECHHYIO HCKYCCTBEHHYIO
HEUPOHHYIO CETh.

0O0a TpeaNOKECHHBIX MOAXOJAa JUIA PEIICHHS 3aJadu
CHUHTE3a  YNpaBICHUS  IUIAHUPYETCS  KCIOJIb30BaTh B
pa3pabaTeiBacMOl HWHTEIUICKTYaJIbHON TPAHCIIOPTHOM CHCTEME
(UTC CTraf).
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Annomauyun — CeteBoe npouneccopnoe ycrpoiicrso (CIIY) —
3T0 NPOrpaMMHUpPYyeMBbIHi Tpomeccop, ApPXHTEKTypa KOTOPOIro
ONTHMHU3HPOBAHA 151 PadoThl B CeTEBBIX YCTPOMCTBAX M
olecrnieyeHHs1 yCTOMYMBOro pe:kuMa o0padorkm mnakeroB. Ero
OCHOBHBIE 3aJaYfl — BbIJIeJIeHHe 3aroJIOBKOB TAaKeTOB,
ocylrecTBiIeHHe KIacCHPUKANNM W 00paGoTKa 3arojiOBKOB.
Knaccndukanuss mpoumcxoauT Ha KoOHBeliepaxX, COCTOSIIIMX W3
CIEHAJbHBIX  BBIYHCIUTENBHBIX  SiUeeK. CymiecTByIOT
3aroJIOBKH, 00pafoTKa KOTOPBHIX 3aHMMaeT JJIMTeJbHOe BpeMs.
B 310 Bpemsit KoHBeliep He MOkeT 00padaThIBaTh HOBbIE AKETHI,
B pe3yJbTaTe 4Yero OHH TepsSIOT aKTyaJbHocTh. OxHO U3
pelieHUM [aHHOW MNpodjaeMbl — TEXHOJOIHS BO3BPATHOM
ouepean. OHa mogpasyMeBaeT BO3BPAT NMAKeTa B HAYaJI0 OIHOTO
U3 KOHBeilepoB s JajibHeilimeid o0padorku. B paGore
NpeaJIoKeH IOAX0A K OpPraHW3alMH BO3BPaTHOH odYepenu, a
TaKKe MpOBeJeH 0030p CYLIECTBYIOIIMX AJTOPHMTMOB BbIOOpa
KOHBeiiepa, Ha KOTOPBIi OTNIPABUTCH TMOBTOPHO
oOpadaTbiBaeMblil makeT. MexaHu3M BO3BPaTHOIl ouepeau ObL1
peanmu3oBaHn B uMuTanuoHHoii Mogeau CIIY RuNPU. B
MMHTAIMOHHYI0 MoJe/db J00aBJICHbI peaju3allid BbIOPAHHBIX
HAa OCHOBAaHMH 0030pa aJropuTMOB € BO3MOKHOCTBIO
NepeKJIIYeHAs] HCMoIb3yeMOoro aaropurMa. Belin mpoBeneHbI
JKCHepPUMEHTHI ¢ H3MEHEeHHeM 10J11 MOBTOPHO 00padaThIBaeMBbIX
NMAKeTOB, a TAK/Ke ¢ HEPABHOMEPHBIM pachpe/ie/icHHeM MaKeTOB
MesK1y KoHBeliepamu. Bbl1 BBIOpaH Jiyqimii cpeau aJropuTrMoB
BbIOOpa koHBeilepa — Central Manager. OH nogpa3ymeBaeT
OTCJIe:KHBAHHE YPOBHSI 3arpy3KM BceX KOHBeliepoB M TOMCK
cpeay HUX HAaMMeHee 3arpy:KeHHOro.

Knrwuesvie cnosa — CerteBoe npoueccopHoe ycrpoiicrso, NPU,
Kongeiiep, [loBTopHas o0padoTka nakeros, Pacnpenenenne
3a1a4

1.  BBEJEHUE

B Hacrosmee BpeMsi aKTHBHO Pa3BHBAIOTCS HPOTrPaMMHO-
konpurypupyembie ceru (IIKC) [1]. B TIKC ypoBHH
VIIPABJICHUS CETHIO W Iepeayd JaHHBIX Pa3IeisIoTCs MEKIY
IBYMs ~ KlaccaMd  YCTPOMCTB:  KOHTpOJUIEpaMH  H
KoMMyTaTopaMu. KOHTpOIIepEl OTBEHAalOT 3a YIpaBJICHHE
CEThI0, KOMMYTATOPHI — 32 00pabOTKy U Tepenavy MaKkeToB.

OcuoBHbiM smemenToM [IKC kommyTraTopa sBISeTCS
CeTeBOE TIPOIIECCOPHOE YCTPOHCTBO (CITY) -
NPOrpaMMHPYEMBIA  MPOLIECCOpP, apXHUTEKTypa KOTOPOTo

ONTHMHU3UpOBaHa  JJIsI  WCIONB30BaHHUS B
YCTPOMCTBaX M OOECTHEYCHHS  YCTOMYMBOIO
00paboTku makeToB [2].

Ero ocHoBHbIe 3amauM — KiacCUPUKAIMs TOTY4EHHBIX
MAaKeTOB M0 WX 3arojloBkaM W HX o00paborka. OTHM
3aHuMaroTcs kouseiepsl CITY.

Hekoropble makeTsl MOryT 00pabaThlBaThCs JIOCTATOYHO
JIONIT0. DTO TPHUBEAET K HAKOIUIGHWIO MAaKeTOB BO BXOJHBIX
ouepedsx KoMMyTaTopa (BeOb MakeThl HE MOTYT HadaTh
o0pabotky u3-3a 3amsitoctd KouBeiiepa CIIY) u morepe
aKTYyaJIbHOCTH 3THUX MaKETOB.

Jis  pemieHust AaHHOW TPOOJEeMbl ObUIO TPEIIOKEHO
BBECTH JIUMUT 4YHCIAa TAaKTOB, 32 KOTOPOE MAaKeT IOJIKEH
o0paboTaTbcs Ha KoHBelepe. [Ipu JoCTHKEHUH 3TOro TUMHTA
HY)KHO OCTaHOBUTb 00pabOTKY, COXpPaHHTb TEKyIIue
pe3ynbTaThl paboTbl M OTHPABUTh 3arojOBOK B HAdalo
Ipyroro KoHseliepa, rae o0paboTka HNPOTOIDKUTCS C Y4ETOM
COXPAaHEHHBIX PE3yJIbTAaTOB. TEKCT COCTOMT W3 BBEICHHUS,
MIOCTAHOBKHU 3aJaud, OMHCAHUs MPEIMETHON 00JIacTH, B TOM
YHClIe OIMUCAaHHMs CETeBOro Ipolleccopa W CaMoW  HueH
MOBTOPHON 0OpabOTKM MaKeToB, 0030pa METOIOB BhIOOpa
KOHBeliepa i1  TOBTOPHOM  00paOOTKM,  ONHCAaHUSA
umutanmonHod mopenu CIIY, Ha KoTOpOil MPOBOIMIKCH
9KCIIEPUMEHTHI, 3KCIIEPUMEHTAIBHOTO HCCIEJOBAaHUSI U €ro
UTOTOB, 1 3aKJITFOUCHUSL.

CEeTEBBIX
pexuMma

II.  TIOCTAHOBKA 3AJIAUM

Tpebyercss pa3paboraTh M peann3oBaTh METOXI BBIOOpa
konBeiiepa CIIY mis TOBTOpHOW 00paOOTKM 3arojoBKa,
coOuro1asi caeyrone TpeOOBaH:

e Bce konBeifeppl B apXUTEKType MJOIDKHBI OBITH
OJJMHAKOBBIMHU M PabOTaTh CHHXPOHHO.

e Bribop koHBeliepa [UII TOBTOpPHOH 00pabOTKU
JOJDKEH TPOMCXOANTh ObicTpo, uro0bl CIIY He

MPOCTAaNBaI, OXKU/IAs PEILICHUSL.

e [loBTOpHas 00paboTKa MakeTa JOIDKHA 3aBEPIIATHCS
KOPpPEKTHO TIpH JIIOOOM Ha0ope TpaBWiI TaOMIHUIT
KJ1accu()MKaIHH.

e [laker mOMKEH MNOKUAATh KOHBEHEP TOJBKO MOCIE
MPOXOXKICHUS BCEX sUeeK (MPH JOCTIHKEHHUH JIMMUTA
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YrciIa TAaKTOB MAKET MepeacTcss MOKIY siaciikamu 0e3
MOIU(DHUKAIIAN).

III.  OmMCAHUA HPEIMETHOM OBJIACTU

OcHoBHast mzesi MPOrpaMMHO-KOH(DHUTYpUpYeMBIX ceTeil —
paszeneHue ypoBHEH nepeaadn JaHHbBIX U YIPABJICHHS CEThIO.
Orto momoraer Oosee TMOKO HACTpaMBaTh TOMOJOTHIO CETH U
YBEJIMYUBAET YHUBEPCAIBHOCTD OT/IEIbHBIX YCTPOUCTB [1].

Kommyrarop B I[1IKC 3annMaercst 00paboTKO# 1 nepenaveit
MaKeToB (YpOBEHb Iepeadn JaHHbIX ).

VY TIKC xommytatopa ecth CIIY (ceTeBoe mporieccopHoe
YCTPOKCTBO), oIy (meHTpaNBHOE MIPOLIECCOPHOE
YCTPOWCTBO), BXOIHBIE U BBIXO/HBIC TIOPTHI, @ TAKIKE CUCTEMA.

CIIY orBeuaer HEMOCPENCTBEHHO 3a OOPa0OTKY IMaKEeTOB.
LITY ynpasnser komMmyTaTopoM (coOupaer JaHHbIe O padore,
yIpaBisieT NHTaHWEM W TPOYMMH  MOAYJISIMH), a TaKKe
OTBEYaeT 3a B3aUMOJICHCTBHE C KOHTPOJIEPOM (YCTpOCTBOM
YPOBHSI YIIPABIICHUSI CETHIO).

ITomumo storo, y IIKC xomMmyTaTopa ecTh onepaTuBHas U
IOCTOsSAHHAA IaMSATh, 6_]'[0]( IMUTAaHUA U CHUCTCMaA OXJIAXICHHA,
HO OHH HE OTHOCSITCS K TeME JIAaHHOTI'O MCCIIE0BaHUSI.

OcHoBHOe ycTpoiictBo B kommyratrope — CIIY. On
3aHUMaeTcsi 00paboOTKOM W KiaccU(UKalueld 3arojoBKOB
nakeroB. CIIY onTuMu3upoBaH WMEHHO [uisi pabOThl ¢
NaKeTaMH, YTO TO3BOJISIET YCKOPUTh UX 00pabOTKY M CHH3HTh
3aepKkn B ceTH. OHM MOTYT BBINOJHATH OHEpalUU C
[aKkeTaMy, TaKhe KakK KiIacCHUKalWs, MapIIpyTH3aIus,
(bunbTpanms U Tak Jaiee.

B nannoii pabore paccmarpusaercs CITY ¢ xoHBeliepHO#
ApPXHUTEKTYpPOH, HCHONB3YIOIeH [yl O00pabOTKH IMaKeToB
HECKOJIBKO OJTMHAKOBBIX KOHBEWepoB [3].

OO0paboTka MakeToB MPOUCXOIUT CIEAYIOIIUM 00pa3oM.
KomMmyTaTop nomy4yaer makeT ¢ OHOr0 U3 BXOJHBIX TIOPTOB U
nepemaer ero CIIY. Ha CIIY maker momagaeT B OAWH U3
OyhepoB BXOOHOW ouepenu, TIJe HAXOAUTCS OO Hadaia
00paboTKu. 3aTeM OH MoMajaeT B pa3AeiuTenb maMsati. Ero
3ajaua — OTJEJUTh 3arojOBOK MAaKeTa OT €ro Tejia, KOTopoe
OTIPABISETCS B OCHOBHYIO MHaMATb. OHO HE HYXHO IpHU

obpaboTke.
B uccnemoBaHuMm — paccmaTpuBaeTcs — KOHBEMEpHas
apxurektypa CIIY. Omna mnompa3ymeBaeT  HECKOJIBKO

OZINHAKOBBIX KOHBEHEPOB, COCTOSIINX M3 BBIYMCIHTEIBHBIX
STYEEK.

3aronoBok oOpabaThIBacTCs Ha OIHOM W3 KOHBEHEpOB, Ha
KakOM HMEHHO — 3aBHCHT OT peal3aluy JIOTMKH BbIOOpa
konBeifepa B CITY.

KonBeiiep OOBIYHO COCTOMT W3 HECKONBKHX SYEeK. Y
KaXJIOW S[MEHKH €CTh BXOAHOM IMOPT, BBIYMCIUTEIBHOE SIIPO,
MaMsATh W BBIXOAHOW TOPT. IlaMATh XpaHUT BHYTPEHHIOO
mporpaMMmy — SYeHKM ©W TaOnWIel  KiIaccu(UKAIlUH.
BrrancnurensHOE SAPO 0TBEYACT 32 00paOOTKY 3aT0JIOBKA.

B mpomecce o00paboTkm  sdeiika  IMOCIIEIOBATEIHEHO
MIPOCMATPHUBAET MPABMJIA B CBOCH MaMsTH H IOCJIE TOTO, KaK
HaleT moaxojsmiee, MOAU(UIMPYET 3arol0BOK M MeperaeT
€ro Ha BBIXOAHOH mopT. Wi e BhIONHAET OoJee CIOXKHBIE
JICUCTBHUS B 3aBUCHMOCTH OT TIPOTPAMMBI.

[ocire 3aBepmieHust 00pabOTKM Ha KOHBEHEpe 3aroJIoBOK
nakera romajgaet B Oydep BBIXOAHOHM odepenu KOHBeiiepa.
3areM — BHOBb COCJIMHSICTCS C TEJIOM M OTHpaBisieTcsi B Oydep
BBIXO/IHOW OdYepear KOMMYTaropa, a OTTyAa Ha BBIXOIHOW
TOPT.

Jist  pemieHuss MpoOJIEMBI  JONTOW  00pabOTKU IMAaKETOB
BBOJUTCSl JIMMHUT 4YHWCIA TaKTOB pPa0OThl KOHBeWepa Ha
00pabOTKy OJTHOI'O 3arOJIOBKA.

B ciyaae, eciim Bo Bpemst 00paOOTKH 3arojIOBOK JIOCTHI'aeT
JMMUTa BpeMeHN 00pabOTKH, B MPEIUIOKEHHON apXHTEKType
MPOUCXOJIUT CIIEYIONIee:

OOpaboTKa OCTaHABJIMBACTCS, 3arojIOBOK IepeiaeTcsi B
BBIXO/IHYIO ouepenb 0e3 0OpabOoTKHM B CIEAYIOIUX sSUYelKax,
€CJIM TaKHe €CTh.

3aroJioBOK TMakeTa COJAEpPKUT HAOOp MeTaJlaHHbIX — HEKOH
JIOTIOJTHUTEIBHOM WH(OpPMAUU O XoJc 00pabOTKHM MakKeTa
(HoMep B TIOCIEHOBATENbHOCTH WIJIM  YHCIO TaKTOB).
MeraiaHHbIe 100aBIISIIOTCS 3ar0JI0BKY Ha ATAIe OTAEIECHHS OT
Tena, a TaKXKe B X071e 00pabOTKH Ha KOHBeHepe.

B ciyyae moBTopHOI 00paOOTKM B MeTaJlaHHBIX JICJIASTCS
MOMETKa O TOM, 4TO 00paboTKa HEe 3aBEpIIICHA.

Taroke coxpaHsieTcsi KOHTEKCT 00paboTKu — HAbOp JAaHHBIX
0 xole 00pabOTKM, HEOOXOMUMBIH Il KOPPEKTHOI'O
3aBepIIeHus: 00paboTKM Ha HOBOM KOHBelepe.

[TosToMy HyXHa crienualibHas MporpaMMbl, paboTaromas
Ha LTV, koTtopyto OyziemM Ha3bIBaTh MEHEIKEPOM MOBTOPHOM
00paboTKH.

Menemxep Oyner mnpocMaTpuBaTh BCE BBIXOAAIIME C
KOHBEHEepOoB IakeThl M Oyarogaps OTMETKaM B MeTaJaHHBIX
OIpeneNiAiTh HeoOpaOoTaHHBIC TAKETHI, AT KOTOPBIX OH
BBIOEPET KOHBEHEepbl M IepelacT 3aroloBKM B HX BXOAHBIC
o4epenu.

Kak crnencrtBue, MeHemKep TakKe AOKEH OTCIICKUBATH
3arpy’KeHHOCTb KOHBEHEPOB M OCYIIECTBIATH COXpPaHEHHE
KOHTEKCTa 00paboTKH.

Ha pumc. 1 mpencraBmena cxema CIIY ¢ mommepikkoit
MOBTOPHON 00pabOTKH.

A e = I =
H s
= .

wrepgedc

Pty

Puc. 1: Cxema CITY ¢ noiep:xkoii moBTOPHOH 00pabOTKH.

IV. OB30P METOJIOB BbIBOPA KOHBEMEPA JIJI51
ITOBTOPHOI OBPABOTKH

Beutn  BBIOpaHBI  CiemyrOIINe
AJITOPUTMOB BBIOOpa KOHBelepa:

e Pacxox mamsatu CITY

e  CKOpOCTh MIPUHATHUS PEIICHUS

e  CJOXHOCTB peanu3annuu

KPUTEPUH  OLIEHKH
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e  CroMMOCTb pean3anuu
e KagecTBo paboOTHI (JTOPUTM JIOJDKEH 00ECIEeYHBATH
MaKCHMaJIbHO paBHOMEPHYIO 3arpy3Ky KOHBEHEpOB).

PaccmaTpuBaich HECKOJNBKO aJTOPUTMOB M Ha OCHOBE
KpHUTepHeB ObUIM BBIOpaHbI T€, KOTOPBIE OYIYT MPUMEHSATHCS
B MCCIICIOBAHUH.

3amaua BbIOOpa KOHBelepa AJsl TOBTOPHOH 00pabOTKH
raKkera BO MHOIOM IIOXOXKa Ha 3a/ady OalaHCUPOBKH
HarpysKH.

ANTOPUTMBI pacnpeiesieHns] Harpy3Ky ObIBAIOT:

Junamudeckue [4]. OHM HCMONB3YIOT HH(DOPMAIUIO O
COCTOSIHUHM CHCTEMBI JUIsl IPUHSTHUSI PEIICHUH Ha MPOTSHKEHUH
BCEr0 BpEMEHM padOThI CHUCTEMBI M CIIOCOOHBI MEHSTbH
peleHue O pacHpeleleHud 3ajad B Iporecce padoTel (To
ectb B koHTekcTe CITY OHM MOITTH OBl IEPESHOCHTH 3ar0j0BOK
C OIHOro KOHBEWepa Ha JpPYyroil mpsMo B THpolecce ero
00paboOTKH,  4YTO  TPOTHBOPEUUT  3aJaHHBIM  paHee
TpeOOBaHMUSIM).

Cratnueckme [4]. B cratmueckux anroputmax pelieHue
NPUHUMAETCsl JI0 Hayaja BBINOJHEHUS paboThl M He
n3Mensiercs. CTaTHYecKHe alropUTMbl BCE-TaKd CIIOCOOHBI
YUUTBIBAaTh 3arpy3Ky CHUCTEMbl (3arpy3Ky KOHBEHEpOB B
ciryqae CITY), HO TOJIBKO /10 MOMEHTA MPUHSITUS PELICHUSL.

CoOTBETCTBEHHO, [UIl pacCMaTpUBAaeMON apXUTEKTYphI
IIPUMEHUMBI TOJIBKO CTATHYECKHE aJITOPUTMBI.

Cpenu HUX I UCCIIeNOBaHMA ObLIM BBIOPAHBI CIEYyIOIIUE
AJITOPUTMBI.

Round Robin: Kouseiiepsl s moBTOpHOI 00paOoTKU
BbIOMpatoTcsi o ouepenu [5]. Hanpumep, ecim anroputm
OTIpaBWJ TakeT Ha J000paboTKy Ha 3-W KOHBeiiep, TO B
cremyromuid pa3 oH oTmnpaBuT maker Ha 4-W. Ilocne
rocJie/iHero OyeT BbIOpaH MepBbIid U TaK Jaajiee.

Round Robin npoct B peanuzalvu U HE MOJpa3yMeBaeT
cepbesHoii jopadorku CITY.

Randomized algorithm: KouBeiiepsl  BrIOHparoTCs
cinydaiiHelM oOpa3om. Takoif anroputM MpocT M JACHIeB B
peanmuzaumy W TpeOyeT MHHHMAaJbHBIA O00BEM TaMSTH.
OnmHako OH JIOCTATOYHO CIOXKEH B HCCICIOBAaHUU U3-3a
HETPEeCKa3yeMoro MOBEJCHUS, M3-3a YEro B JaJIbHEHIIEM
paccMaTpuBaThes He OyJIer.

Central Manager: Central Manager [S5] BbiOHpaer
HanMEHeE 3arpyKeHHbI KOHBEWEp Ul Ka)10i MOBTOPHOU
00pabOTKH W OTTIPABIIACT 3aTOJIOBOK Ha HEro. Takoi momxon
YUUTBIBACT pEAbHYIO 3arpy3Ky CHCTEMBI M HE J00aBiseT
paboThl yXe 3arpy’KCHHbIM KOHBEHepaM, 4YTO JaeT JIydIIne
pe3ynbTatel. [Ipn 3TOM anroput™ TpeOyeT Hanmuuusl CPEiCTB
MOHMUTOPHMHIA 3arpy3Ku KOHBeHepoB. B kauecTtBe KpuTepus
3arpy’kKeHHOCTH KOHBEHepa MOKHO BBIOPATh YMCIIO MAKETOB B
€ro BXOAHOW ouepeu.

Dedicated Pipeline: B apxurexktypy CIIY nobGaBnsercs
eme onuMH KoHBedep. OH 3aHMMaeTcs HCKIIOYUTEIHLHO
TTOBTOPHOW 00PaOOTKOM TTAKETOB.

DTOT MOIXOM MPOCT B peaTu3aini, padoTaeT MTHOBEHHO U
He TpedyeT momomHUTENbHOH mnamsath. Ho mpm OGompmiom
Ypcle IOBTOPHO 0OpadaThIBAEMBIX IMAKETOB €CTh PHUCK
Neperpy3ku  BblAEIEHHOrOo  KoHBeilepa. K  Tomy ke

Jno0aBiIeHNe eIle OJHOro KOHBEHepa YBEIMYHT HTOTOBYIO
croumocts CITY.

Send Same: B ciydae moBTOpHOII 00paOOTKHM TaKeT
OTIpaBIISICTCSl HAa TOT K€ KOHBeiiep, rie oOpabaTsiBaics 10
3TOTO.

Send Same He Tpedyer MHOrO TaMSATH © TIPOCT B
peammzanmu. Eciam  moBTopHass 00paboTka  IPOWUCXOIUT
OJIMHAKOBO YacTO Ha BCEX KOHBeHepax, BCe OHU 3arpyKaroTcst
paBHOMepHO. Ecnm ke Her — Te KOHBEWepwl, TIJe OHa
MPOUCXOJUT Yalle, MOTYT IIEPerpyKaTbCs, a OCTaJbHbIC
Oy/er mpocTanuBaTh.

Throttled algorithm: JIng kaxmoro  koHBelepa
BBIYHCIISICTCS TIOPOr 3arpy3Kd, IIPH JOCTH)KEHHH KOTOPOTO
KOHBeiiep cuuTaeTcs MeperpyKeHHbIM. 3aronoBoK

OTIPABIIACTCS Ha JIOOON U3 HE MEPErpyKEHHbIX KOHBEHEPOB.
AJITOPUTM MOYKET 00€CIEYHTh JTOCTATOYHO XOPOIIHA YPOBEHb
pacrpesie/ieHdss Harpy3Kd, OJHAKO, BBIYKMCIIEHHE TOpora
npobseMatuuHo. HyKHO BBISICHMTB, KAaKOH MOPOT 3a/1aTh, KaK
YacTO €ro MepeBbIYKCIIATh. M 3TO OYEHb CHIBLHO YCIOKHSET
pean3aluio alropuTMa.

st uccnenoBanust Obutd BeIOpaHel Round Robin, Central
Manager, Dedicated Pipeline, Send Same.

V. NMUTATIIMOHHAS MOJIEJTH CITY

SKCHepI/IMeHTbI JaHHOI'0 HMCCJICAOBAaHWA MPOBOAWIMCH Ha
smynarope IIKC kommyraTopa — HMUTAlMOHHOW MOJENH
(M) CIIY RuNPU. Ona HamucaHa Ha  S3bIKe
nporpammupoBanus Python 3.

Mogenb COCTOUT U3 HECKOJIIBKMX MOAYJICH: YIPABJISIOILINN
MOZYJIb, @ TAKKe MOIYJIH, OTBEYAIONIHE 32 (YHKIIMU BXOAHOM
odepey, KoHBelepa (B TOM 4HCIIE MOIYJIH, OTBEYAIOLIUE 32
pabory s4eek KoOHBeilepa), ympoumieHHbId Moxyns LY.
Bpemsi pabotbl m3MmepsieTcsi B TakTax pabOThl KOHBeiiepa.
Cuuraercst, uto L{ITY paboraer oueHb ObICTPO M BpeMs €ro
paloTHI HE YUUTHIBAETCS MOIEIBIO.

B pamkax uccienoBaHus B MMHTALMOHHYIO MOJENb ObLI
nobaBlieH MOAYNb, OTBEUAIONIMHA 3a paboTy MeHemKepa
MOBTOPHON 00pabOTKK C HECKOJIBKUMH allTOPUTMAaMH BBIOOpa
koHBeiiepa. Takke ObpUTa peanm3oBaHa  BO3MOXKHOCTB
OTIIPaBKM IIaKeTa Ha HOBBIM KOHBEHEp, COXPAHECHHE
KOHTEKCTa O00pabOTKM W psI MeEHee 3HAYUTEIbHBIX
HOBOBBEJIEHUH.

Cxema Moau(UINPOBAHHON
MpecTaBICHA Ha pHC. 2.

UMUTALIMOHHON  MOJEIIH
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CPU

[Plpelme‘ [ In_fifo
[P\pellnez [ In_fifo

Application

H = H
H = H

Pe3ynbTaThl epBO rpyIIIBl SKCIEPUMEHTOB (3KCIIEPUMEHTHI
MPOBOJMIINCH HECKOJIBKO pa3, 3HAYCHHS YCPEIHSUINCH)
TpuBe/ICHBI B Tabuie 1.

TABJHAIA [

CPEJTHEE YHCJIO TAKTOB PABOTBI CHEHAPUS ITPU 10% ITOBTOPHO
OBPABATBIBAEMBIX ITAKETOB.

s Round Send Central Dedicated | be3
Robin Same Manager | Pipeline TOBTOPHOM
00padoTKHU
[”"[ e H - ]'[ ot ” 2219 2222 2159 2158 2178
. J
Puc. 2: Cxema MoaHGHIMPOBAHHOMH NMHUTALIMOHHONW MOJIEIH. Ha 10% makeros BTOpOro Tulla BCE AJITOPUTMBI

Cranpnaptaele xapakrtepuctuku CIIY,
HCTIONB30BAJIKCh U B UCCIIEOBAaHUM:

e Uucno xoHBeliepoB: 24

e UYpcno BXOAHBIX M BBIXOAHBIX MOPTOB: To 24
(KaKZIOMy KOHBEHepy COOTBETCTBYET BXOAHOW U
BBIXOIHOMW TIOPTHI).

e  Yucno sueex KoHBeiepa: 1

e Pasmep 3aronoBka makera: 128 Gaiit. To ecTs mepBbie
128 OaliT makera CYMTAIOTCS €ro 3arojOBKOM, a
OCTaBHIASACS YaCTh — €TO TEJIOM.

KOTOPBIEC TaKXKe

VI. DKCHEPUMEHTAJIbHOE UCCJIEJIOBAHUE

DKCHEePUMEHTBI TIPOBOJIMIIMCH CIEYIONINM 00pa30M.

Ha xonBeleps! moaBasicsi HAOOp MaKeToB, COXPAHEHHBIX B
PCAP-paiinax.

Mogenb OCTaHABIMBAaeTCA IOCIE 3aBEpIUCHHS pabOTHI
mocjeTHero W3 KoHBeilepoB. Uem MeHbIIe TaKTOB Oyrer
MOTpaveHo Ha 00paboTKy BCEX MAaKETOB BCEMHU KOHBeiepamu,
TEM JIydlIlle.

Taroke BapbUpOBaJICS BXOJHOHM TpaduK: MeHsIach OIS

TIAKETOB, TPeOYIOLIHMX MTOBTOPHOM 00paboTku u
pacnpezeneHre akeToB MeX1y KOHBelHepaMu.
Uem oaddextuBHee  pacrpejieneHHe  3aJa4  MEXIy

KOHBelepaMu, TeM ObICTpee MOJIeb 3aKOHYHT paboTy.

B uccnenoBaHMM NpPUCYTCTBOBAJIO 2 THUIIA IIAKETOB.
IlepBrrit THI 0OpabaThIBaeTcs 3a 7 TaKTOB, BTOpOM — 3a 9.
JIumut yucia TakToB ObUT 3a7aH Kak 8. COOTBETCTBEHHO, IO
MIOBTOPHYIO0 00paboTKy OY/ET MomnaiaTh TOIBKO BTOPOH THIL

Jl1st KayKooM TpynIbl SKCIIEPUMEHTOB CIEpBa INPUBOAUTCS
OIMCAaHNE METOANKU TPOBEICHHS SKCIIEPUMEHTA, TI0CIE Yero
UAYT TaOJHIBI C YUCIIOM TAKTOB Pa0OTHI CIICHAPHS, a TIOCTIEC —
BBIBOJIBI U3 TIOJTy4EHHBIX PE3yIbTaTOB.

IlepBasi rpynmna sxcnepuMeHTOB.

B mepBoii rpymme AKCHEPUMEHTOB TAKETHI  OyayT
NIPUXOJUTh HAa KOHBEHEpbl pPaBHOMEPHO, TPH 3TOM Oyner
MEHSTHCS OIS TAKETOB, TPEOYIONNX OBTOPHON 00pabOTKH.

Bcero makeroB 5000 1mTyK, TpPOIEHT MOBTOPHO
00pabaTbiBaeMBIX MAKETOB (TO €CTh MAKETOB BTOPOTO THIIA)
cocraBsin 10, 25, 50 % B pasHeIx Tectax. B cuenapum c
BEIJICTICHHBIM ~ KOHBeHiepom Oputo 25 KoHBeiiepoB, 24
OOBIYHBIX W OJIWH JUIS TMIOBTOPHOH 00padoTku. B ocTampHBIX —
24 oOBIYHBIX KOHBEHEpa.

MOKAa3bIBAIOT CXOXkHKe pe3yabrarsl. [Ipu atom Central Manager
u Dedicated Pipeline orpabotamu gaxe jydiie ciydas 0e3
MOBTOPHOW  00paOOTKH. DTO  OOBSCHSETCS TeM, 4TO
W3HAYANBbHO  MAKeThl  PACMpPEACNCHbl  COyYalHO,  HO
PaBHOMEPHOCTh MX PACIIPE/ICNICHHUsI IO KOHBEHepaM Bce PaBHO
HewgeanbHas. Ha kakux-To KoOHBeliepax ObLIO OoJbIle
MaKeTOB, M OHHM 3aKaHuUMBANM To3ke. I[lepepacmpenencHue
MaKeTOB yOpasio 3Ty HePaBHOMEPHOCTb.
VBenuueHne JONH CIOKHBIX Ui 0OpaOOTKH MaKeTOB JI0
25% nmano crnemyrouiue pe3ynbTaThl.
TABJIULIA 11

CPEJIHEE YMCJIO TAKTOB PABOTBI CLIEHAPH S ITPU 25% ITOBTOPHO
OBPABATBIBAEMBIX ITAKETOB.

Round Send Central Dedicated | be3

Robin Same Manager | Pipeline TMOBTOPHOM
00padoTKHU

2392 2407 2293 3757 2293

Bce cuenapum pabotaroT uyTh JONblIe, TaK KaK 4HCIO
MIAKETOB TO e, HO JIONs TeX U3 HHUX, KOTOpbIE 3aHUMAIOT 9, a
HE 7 TaKTOB, BBIIIE.

Dedicated Pipeline mnoka3piBaeT ce0si 3aMETHO XYKe
OcTalbHBIX. BblneneHHblil KoHBelep neperpyxaercs. Ilpu
3TOM B IIEPBOM SKCIIEPUMEHTE 3TOT MOJXO[ JaBaJsl JIydIlue
pe3ysbTaThl. DTO TOBOPUT O TOM, YTO CXEMa C BBIJEICHHBIM
KOHBEHMEpOM XOpoIlla TOJBKO €CIM MOBTOpHas 00paboTka
MPOUCXOJUT OTHOCUTEIBHO PEIKO.

Jlyuue Bcex cebst cHoBa nokasbiBaeT Central Manager.

VBennuenne n0ad “‘caokHBIX” makeroB g0 50% mamo
0XHAEMBIC PE3YIIBTATHI.

TABJIMLIA ITT
CPEJIHEE YHCJIO TAKTOB PABOTBI CLIEHAPUS ITPU 50% ITOBTOPHO
OBPABATBHIBAEMBIX ITAKETOB.

Round Send Central Dedicated | be3
Robin Same Manager | Pipeline MOBTOPHOM
00padoTKHU
2579 2588 2486 7579 2370
Bropasi rpynna sxcnepuMeHTOB.
IloBropHOo oOpaOatbiBatorcst 10% TakeToB, HO OHH

MPUXOJSIT TOJIBKO Ha MEpPBhIE 2 TIOpTa.
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TABJIMLA IV

CPEJTHEE UMCJIO TAKTOB PABOTBI CLIEHAPHS ITPU 10% ITOBTOPHO

OBPABATBIBAEMBIX I[TAKETOB BO BTOPOI I'PVIIIIE TECTOB.

Round Send Central Dedicated | be3
Robin Same Manager | Pipeline MOBTOPHOMI
00padoTKHN
4451 5183 4338 4338 4653
Paznuna HeOonpias, HO 3ameTHa yxe Ha 10% “CioKHBIX”
ITaKETOB.
VII.  UWTOru 3KCIHEPUMEHTAJILHOI'O UCCJIEJJOBAHM S
Ha ocHOBaHMH TIPOBCIEHHBIX OSKCIICPUMCHTOB OBLIH

caciiaH
[ ]

Bl CIISYIOIIME BBIBOJBI 00 MCCICAYEMbIX alropuTMax:
Round Robin xopomo mnokasbiBaeT cebs BO BCEX
PACCMOTPEHHBIX CHTYAlMsIX, HO MPU 3TOM HHTJE HE
SIBJISICTCSl JIyYNIAM. XOpOIIO MOAOWAET B CIIy4asX,
KOrJla OICHKA 3arpy)KEHHOCTh KOHBEHEPOB HE MOKET
OBbITh MCIIOJIE30BAHA.

Send Same xopouo moka3biBaeT ceOsl B YCIOBHSIX
pPaBHOMEPHOI'O pacrpe/eseHus nakeToB. Eciu ke 1o

HE TaK, TO OH CWJIBHO TMEperpyXxaer IOpThl, Ha
KOTOPBIX ~ TIOBTOPHO  00palaThIBa€MBIX  ITAKETOB
Gorple.

Central Manager. Bcerya nokassiBan ce0st OJJHUM M3
JYYIIMX ~ CPEeOM  MCCIEIOBAaHHBIX  AJTOPUTMOB.
TouHOCTh PabOTHI HE 3aBUCHUT HU OT 3arpy’KEHHOCTH
KOHBEHEpoB, HHM OT TOrO, HACKOJBKO YacTo
MIPOUCXOJUT TOBTOpHAasi 00paboTka. EjnHCTBEHHBIN
HEIOCTaTOK — Oojee BBICOKHE TpeOOBaHHUA IS
peanuzauuy. IlomuMo camoro ¢axra BO3SMOXKHOCTH
aHanu3a 3arpy3kd KOHBEIepoB, OH eIle M JOJDKEH
MPOUCXOAUTh JOCTATOYHO OBICTPO.

Dedicated Pipeline. BbiueneHHblii KOHBeliep OYEHb
XOpOLIO TOKa3bIBaeT celsi, €ciu MOBTOpHAs 00padoTKa
MIPOUCXOIUT PeNKOo. B mpoTuBHOM ciyyae KOHBeEHep
MOXeT meperpyxkartbcsi U TopMo3uth CIIY. Kpowme
TOr0, 3TO JOCTaTOYHO JOPOIOCTOAIIMH, XOTS H
IIPOCTOM B peaIn3aliu MOAXOI.

VIII.  3AK/IIOYEHUE

B nmanHoll paGore Obla paccMOTpeHa 3ajavya MOBTOPHOM
00paboTKM MaKeTOB Ha KOHBEHEpax CETEeBOrO MPOIECCOPHOTO
YCTPOWCTBA U MOJTYYEHBI CIEAYIOIINE PE3YIbTAThI:

[Tockonbky cxema Central

[IpeanoxkeH TMMOAXOJ K OpraHM3alMK ITIOBTOPHOM
00pabOTKM  TAaKeToB, TOAXOJ  peaJiM30BaH B
nmutanmonHoi moaenu CITY RuNPU.

Ha ocHoBanum o030pa ObLIM OTOOpaHBI AJTOPHUTMBI
BbIOOpa KOHBeWepa JUIsi TOBTOPHOWH 0OOpaOOTKH
3aroJioBKa Iaxera.

BeiOpanHble anropuTMbl ObUTH peaiu3oBaHbl B MM
CITY RuNPU.

[IpoBeneHO  IKCIIEPUMEHTAIBHOE  HWCCIEAOBAHHUE
BBIOpAHHBIX aJTOPUTMOB, B pe3ylIbTaTe KOTOPOro
BBIOpaH AJTOPUTM, IOKa3bIBAIONIMK ceOsl JTydlIuM B
pasmuuHbIX yenopusx: Central Manager.

Manager mokaszana CBOIO

3¢ PEeKTUBHOCTh, B KayecTBE OyAyIIMX HampaBlieHHH paloT
MOYKHO BBLJICJITH ONTUMH3ALUI0O COOMpAeMbIX IapaMeTpoB
JUTS pabOThI JAHHOW CXEMBI.

(1]
[2]

[3]

(4]

(3]
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CpaBHEHME TUHAMUKU KOJILUYTH byciaesa u
[ETIOYKU KOHTYPOB C CUMMETPUYHBIM UJIU
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Abstract—PaccMaTpuBaloTCsl JHHAMH4YeCKHe CHCTEMBI,
npuHajIexkamue kJjaaccy cereii Bycnaesa. CpaBHuBaercs
NOBeJeHHe BAPHAHTOB [BYMEDHOH CeTH - KOJbYYTHM H
OJJHOMEPHOH CeTH - LENOYKH KOHTYPOB. Ioxa3zansbl, 4TO
KOJIbYyra XapakTepu3syercs Oosee Pa3H000pa3HbIM
NOBeJeHHeM M npouece (pyHKIHMOHUPOBAHUSA KOJIbYYIH MOMKET
ObITh JKBHBAJNEHTeH (YHKIMOHMPOBAHMI0 (parMeHTOB
KOJbYYIH.

Keywords—mooenu mpagpuka, knemounvie agmomamol,
cayuaitnvie npoyeccol ¢ 3anpemamu, cemu bycnaesa

I. BBEJEHHME
B w™omenrm  Harens-IllpekenGepra [1]  gacTupl,
COOTBETCTBYIOIIIHC ABTOTPAHCIIOPTHBIM cpelIcTBaMm,

JBIKYTCSL TIO OTpPEACTCHHBIM IIpaBWJIaM Ha peIIeTKe, B
KOKIOW suelke KOTOpOH HE MOXKET OJHOBPEMEHHO
HaXOOUTHCA Oojiee OMHOM YacTHIEL. Takue MOAEIH MOYKHO
HHTEPIPETHPOBATh, KaK KJICTOYHBIC aBTOMATHl [2] WU
CIIyJaifHbIe MPOIIeCcCH ¢ 3anpeTamu [3]. B mpocToM BapuaHTe
YaCTUIIBI IBHKYTCS TI0 TIPABUITY JIEMEHTAPHOTO KIIETOYHOTO
aBromata 184 (Elementary Cellular Automaton, ECA 184) B
nymepaunn C. Bombdpama. B coorBercTBHM € 3THM
MPaBWJIOM YacTUIAa TIEpeMelIaeTcss Ha KakaoMm Imare (B
JUCKPETHBI MOMEHT BPEMCHH) Ha OJIHY SYCHKY BIEpEI PU
YCIIOBUH, YTO sTYCHKa Biepean cBoOoaHA. J{71s Takoi Moaenn
MTOJTYYCHBI aHATNTUICCKUC PE3YIIbTaThI, HAapuMep, B [4].

B nBymepno#t momenn BML [5] gacTuisl IBHXKYTCS TTO
mpaBUly, aHanormyHoMmy npasmry ECA 184, B
MEPICHANKYISIPHBIX ~ HANpaBICHUAX HA  TOPOHMIAIBHOM
pemieTke. AHAJIMTHYECKHUE DPE3YNIbTAaThl [UISI TAKOH MOJEIH
WM ee 0000IIeHNH U Pa3HOBUAHOCTEH TIOY4EHBI, HAPHUMED,

B [6]-[8].

A.I1. Bycnaes pa3paboTalt Ki1acc TMHAMHUYECKUX CUCTEM C
LENbI0 CO3aHUs CETeBBIX MoAened TpaHcmopTa [9]. Otor
KJIACC Ha3BaH KOHTYPHBIMH CETSIMU Wi ceTsimu bycnaesa. B
IUCKPETHOM BAapHAaHTE TAaKOH CETH YaCTHIBI IBIDKYTCS MO
3aMKHYTBIM IIOCJIEIOBATEIbHOCTSIM SY€EK - KOHTYypam.
JIBmxeHune gactuil ocymiectisercs mo npaswry ECA 184
WIKM B COOTBETCTBUU C KJIACTepHbIM ABMKeHuu [10], mpu
KOTOPOM HAaxOJAIIMECS B COCEOHUX SYEHKaX YaCTHUIIBI
00pa3yIoT KIIaCTEePHl U IEPEMEIIAI0TCS OJJHOBPEMEHHO, pHC. 1.
Knacreproe JBIDKEHIE COOTBETCTBYET MIPaBUITY
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3JIEMEHTapHOTO KJIeTOYHOro aBromara 240. B HenpepbsIBHOM
BapHaHTC KOHTYPHOW CETH HAXOIAIIUECS B COCCTHHX
AYeHKax dYacTHIBI 00pa3yloT KIAacTephl M IHEePeMEIlaroTCs
OJTHOBpPEMEHHO. B HempepsIBHOM BapHaHTE 10 OKPYKHOCTSIM
JOBIDKYTCS OTPE3KH IOCTOSHHOM JUTMHBI IO AHAIOTUU C
JMCKPETHBIM BApUAHTOM HAa3BIBAIOTCS KiacTepaMu. KOHTYpEI
UMEIOT Oo0IMe TOYKH, Ha3bIBaeMble y3JaMH, IIpH
TIPOXOXKICHUN KOTOPBIX BO3HHKAIOT 3aJICPIKKHY,
00yCIIOBJICHHBIE TEM, YTO OoJiee OJHOW YacTUIBI (OJHOTO
KJIacTepa) HE MOXKET OJHOBPEMEHHO MPOXOAUTH Yepe3 y3ell.
Ecim Ha TekymieM TakTe sueiika BIepeIn YacTHIIE CBOOOIHA,
TO TepeMelleHue peanusyercs. Ecnu sueiika Brnepenu B
TEKyIIHA MOMEHT 3aHSTa, TO YaCTHUIIA OCTACTCS HA MECTE.

Ecmu Oosnee 01HOI 4acTUIIBI CTPEMSATCS IEPEMECTUTHCS B
OIHY M Ty XK€ A4elKy, TO MepeMellaeTcs TOJIbKO YacTHLa,
BBI6I/IpaeMa${ B COOTBCTCTBUH 3aJaHHBIM IIpaBUJIOM
paspenieHuss  KOHKYPEHIMH, KOTOPOE MOXET  OBbITh
JACTCPMUHUPOBAHHBIM U BEPOATHOCTHBIM.

C1 c2

Puc. 1. Cerb ¢ KJIaCTEpHBIM JIBUKEHUEM

CpenHee paccTosHHE, IPOXOINMOE JACTHIICH B SAUHUILY
BPEMCHH, paBHOC [UIS CETH C JAWUCKPETHBIM BpEMEHEM
CTallMOHAPHOW BEPOSATHOCTH TMEPEeMEIICHHUs YacTUIBI Ha
TEKYyIIeM TaKTe, HAa3bIBACTCS CPEIHCH CKOPOCTBHIO YACTHIIBL.
Ecmu cpeqHsist CKOPOCTh YaCTHI] OAMHAKOBA [UIS BCEX YACTHII,
TO OHAa paBHA OTHONICHHWIO CPEJHET0 YHCIAa YaCTHII,
TIEPEMETIATONIIXCS HA TEKYIIEM TakTe, K YUCIy BCEX YaCTHII.
MHOX€ECTBO BO3MOXKHBIX 3HAYCHHUH CpPEIHUX CKOPOCTEH
YaCTHUI] P PA3TUYHBIX HAYATBHBIX COCTOSHHI Ha3bIBACTCS
CHEKTPOM CPEIHUX CKOPOCTEH.

I[Ipn  nmeTepMUHHUPOBAHHOM  TPAaBWIE  pa3peIICHUS
KOHKYPEHIUH [OCTIe IEPBOTO MOBTOPEHUS OAHOTO COCTOSTHUS
KOHTYPHOH CeTH IEPHOANYECKH MOBTOPSIETCS 3aMKHYTas
MOCJIE0BATEIbHOCTh COCTOSIHUM CHCTEMBI  (pealin3yeTcst
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nuKn), puc 2. Jnga uccnemoBaBIIuiics BHIOB KOHTYPHBIX
ceTell C BEPOSITHOCTHBIM MPAaBHIOM KOHKYPEHIIMH CHCTEMa
CIYCTSI BPeMsI C KOHEUHBIM MAaTeMaTHUYECKHM OXHIaHHEM
JIBIDKCHUE CTAaHOBUTCS JETCPMUHHPOBAHHBIM U PEATIM3yETCS
LUK, Ha KOTOPOM HE BO3HHMKAaeT KOHKypEHLUIl
OJHOBPEMEHHO ITOJOMIEIINX K y3IIy YaCTHII.

w OO0

Puc. 2. Hukn

B [9] Obun BBemeHBI OJHOMEpPHAs KOHTYpHAas CETh,
KOTOpasi BIIOCIICJCTBHM CTaja Ha3bIBaTbCs OWHApPHOM
3aMKHYTOM LIETIOYKOM KOHTYpPOB, U JBYMEpPHas CETb C
TOPOUIATIBHOM CUCTEMON KOHTYPOB - KOJIbYYTa.

AHanutuyeckue pe3ynpTarhl mnonydensl [11]-[15] B
MPEIIONIOKEHIH, YTO Ha KaKAOM KOHTYpe KOIBUYTH
HMEIOTCS 4 SUeKy M ofHa yacTuna, Kaxxmas ssuelika sBiseTcs
00IIel 1 ABYX COCEIHUX KOHTYPOB - sSi9elika COBMEIEHA C
COOTBETCTBYIOIIMM  y3i10M, puc. 3. B [11], [12]
MIPEII0Iarajoch, YTO IS JTIOOOH Maphl COCEIHMX KOHTYpPOB
TOPOMAANBHOW CHCTEMBl HAa OJHOM U3 OTUX KOHTYpPOB
YacTHIla IBMKETCS B HAIIPABJICHUH IIPOTUB YaCOBOM CTPEIIKH,
a Ha JpyroM 4YacTHLa JBHXKETCA IO YacOBOH CTpeiKe
(conampaBnenHoe aBwkeHue). llpm pasmepe KOJIBUYTH
Mx N conanpaBieHHOE JBW)XEHHE pealM3yeMO JHIb B
ciy4ae, ecii yucna M u N - deTHble.

B [13] Hapsmy ¢ TOpPOMAAILHOW KOJBUYTOH C
COHANpPABJICHHBIM  JBIXKEHHEM H  APYTUMH  BUJAMH
KOHTYpHBIX  CETe  paccMaTpuBalach  KOJbYyra  C

OJTHOHATPABJICHHBIM JIBIDKEHHEM, IMPU KOTOPOM Ha BCeX
KOHTYpaX IBIDKCHHE YaCTHI[ HATIPABJICHO MPOTHB YacOBOI
crpenku. B [11]-[13] mpenmonaranoch, KOHKYpPEHITUH
pa3penraTcs M0 BEPOSTHOCTHOMY IPaBHIY, HAIIPUMED, IO
CIpaBeJIMBOMY [PAaBUIy, MPU KOTOPOM YYaCTBYIOLIUE B
KOHKYPCHIIUM YaCTHUIIBl BEINTPHIBAIOT PAaBHOBEPOSTHO. B
[14], [15] wapsamy ¢ TOpOHWIATBHBIMH KOJBYYTaMH C
COHAMPABJICHHBIM WM OJHOHANPABICHHBIM JBIDKCHHEM
(3aMKHYTBIMU KOJIbYyTaMu) paccMaTpuBaINCh
COOTBETCTBYIOIIHE KOJBUYTH Ha MPSIMOYTOJIBHON CHCTEME
KOHTYPOB (OTKPBITHIE KOJBUYTH).

AR
A Jemeel 9
AR
g Assey Sl

SRl

PR

o

Puc. 3. Konmbuyra

3aMKHyTas IEMOYKa KOHTYPOB MPEACTaBISICT COOOM
KOHTYPHYIO CE€Th, B KOTOPOM KaXAbli KOHTYp HMEET IO
OJIHOMY Y3J1y C OJTHUM M3 JIBYX COCETHUX KOHTYpOB.

Ha xaxmoMm KoHType OWHApHOW IIETIOYKH KOHTYpPOB
HaxoJATCsl B fAYECHKM M ofHa yactuua, puc. 4. Y3ibl

pacmiofioKEeHbI ~ MEXKAYy  SYeHKaMu.  AHATUTHYECKHE
pe3yapTaThl Ui OWHAPHBIX  IICTIOYEK KOHTYPOB C
pPa3IMYHBIMH ~ TIPaBWJIAMH  pa3pelieHus  KOHKYpPEHIIUH

MIOJTy4eHs B [16].

Puc. 4. bunaphas uenouka

B [17] wuccnemoBasics BapHaHT 3aMKHYTOW IIETIOYKH
KOHTYPOB, KOTOPBIi HauOoree CXOJeH c
paccMaTpUBABUIMMKCS BapHaHTAMU KOJIBYYTH. B 3TOM
BapUaHTe Ha KOHTYpEe 3aMKHYTOH UEMOYKH HAXOAUTCS
YeThIpe SYCHKU M OfHA 4acTuid. Kakablii KOHTYp HUMEeT
OOIIYIO SIYEHKY - y3€JI - C IBYMSI COCETHUMH.

B [18] paccMaTpuBanach 3aMKHyTas LIETIOUKa, HA KaXIOM
KOHTYpe KOTOPOM HAaXOAWTCS YETHOE YHCIIO S4YEEK M OJHA
4yacTuIa, puc. 5. Y3iIbl pacnonaratorcss Mexay sueiikamu u
JEISIT KOHTYPBI TIOTIOJIaM.

A=(2.3,1) A=@3.0,1)

Puc. 5. OnHouyacTHyHas 3aMKHYyTas LETOYKa

B [19] paccmaTpuBanach AUCKpeTHAs 3aMKHYTas [IETIOYKa
C KJIACTEPHBIM JBIDKCHHUEM Ha KOHTYpE.

B [20] paccmaTpuBanach TUCKpETHAS OTKPHITAs IEMOYKa
C KJIACTEPHBIM JIBIKCHHCM.

II. 3AMKHVYTAS IETTOYKA C CUMMETPUYHBIM
PACIIOJIOXKEHHMEM V3JI0OB HA KOHTYPE U 3AMKHYTASI
KOJIBYUVYT'A C OMTHOHAIIPABJIEHHBIM JIBDKEHUEM

A. Bapuanm 3amMKHYymot yenouku KOHmMypoe

B [17] uccnenoBanack 3aMKHyTas LENOYKa, CoAep Kalias

N xourypos 0,1,...,N. Ha xaxiaoMm KoHType umerorcst 4
staetikn 0, 1, 2 m 3, puc. 6. KOHTYpBI 11en0oYKyd HyMEpYIOTCS
cieBa HampaBo 1o Moxyimo N, Sdeiikm Ha KOHType
HyMEpYIOTCS 0 MOAYII 4 MPOTHB YacCOBOW CTpeNnku (B
HalpaBjeHNH JBIKeHUS dvacTul). Suedika 0 KoHTypa i M

syeiika 3 koutypa i+1 (choxenne mo wmoayao  N)
MPEACTABISIIOT cO00# OfHY M Ty e sUeiKy - o0Iyto Juis

64



3TUX KOHTYpOB. Ha Ka)xoM KOHType UMeeTcsl OJJHa YacTUla,
3aHUMAIOIIAst OJHY U3 TYEEK U IIePEMEIAIOIasCcsi B MOMEHTHI
Bpemenu ¢ =0,1,2,..., ecnu HeT 3aaepxkek. Kaxxnas yactuna
nepeMelaeTcsl B TeKYIUi MOMEHT BPEMEHH B CIEAYIOIIYIO
SYeMKy IO HANpaBJICHUIO JBWXKEHUS, €CIM 3Ta s4eiika
cBOOOZIHA W HE BO3HUKAET KOHKYPEHIHMS C YacTHIEH
COCEIHET0 KOHTYpa, CTpeMsILeiica nepeTu B Ty XKe S4eHKy.

Puc. 6. OnHo4yacTHYHAs 3aMKHYTasl LEroyKa

Ilpu  EBONPHOPUTETHOM paspeuieHust
KOHKYPCHITUIO BEIMTPHIBACT YaCTHIIA, PACIIONOKCHHAS CIICBA
0T 00I1Iero AJsi KOHKYPUPYIOLIMX YacTHIl y3ia, T.e. 4acThIla
KOHTypa [ (4YacTuma i) BBIUTPHIBACT KOHKYPEHITUIO Y

TIpaBuIe

YaCcTHIIBI i+ 1, cllokeHHue 1Mo Moayio N).

[Ipu cupaBemBOM TpaBHMiIe pa3pemieHUss KOHKYPEHIINN
Kaxnas W3 KOHKYPHUPYIOIIMX  YacTUIl  BBIUTPHIBACT
KOHKYPCHITUIO PAaBHOBEPOSITHO.

CoCTOSIHHE  CUCTEMEI
rue  x; -

MpEJCTaBIsACT CO0OW  BEKTOP
X0sXpsee s XN_15 HOMEp fAYEeHKH, B KOTOPOM

HaxoJuTcs yactuua kourypa i, i =0,1,...,N —1.
CpeaHIo10 CKOPOCTh YacTHI] 0003HaYaeM depes3 V.

Jnst  paccmartpuBaemoirt cuctembl B [17] JokazaHo
CIeIyIoNIas TeopeMa IS CIIEKTPa CPEIHUX CKOpOCTeH mpu
JICBOTIPHOPUTETHOM IIPABUIIE.

N
s mobozo k =0, 1,...,[?} (c nomowbio K8aOPammvIx

ckobox oboszHauaem yenyr Hacmo l{uCJZCl) cyuyecmeyoni

k

YUKIIbL CO CPeOHell CKOPOCIbIO V = l_ﬁ .

HMpumep 1. Ipu N =3 umeercs IHUKI CO CKOPOCTHIO 1
(cBoOOZHOE  JABWXKEHHE),  KOTOPOMY  COOTBETCTBYET
MOCNEIOBATEIBHOCTh  MEPEXOJ0B MEXAY COCTOSHUSMHU
(0,0,0) > (1,1,1) > (2,2,2) > (3,3,3) > (0,0,0) >..., wm
KT co cpenHei CKOPOCTBIO 2/3
(0,0,0) > (1,1,1) > (2,2,2) —> (3,3,3) > (0,0,0) > ...

Ipu cnpaseonusvim npasuiie paspeuteHusi KOHKYpeHyuu
cucmema 3a 6peMs C KOHEUHbIM OXNCUOAHUEM cucmemad
nonaoaem 6 cocmosiHue c60H00H020 OBUNCEHUSL.

B. 3amknymas xonvuyea ¢ 00HOHANPABIEHHbIM 0BUNCEHUEM

Konpuyra mnpencrabmseT coboil ceTh €O CTPYKTYpOit
MxN. ¥Y3nbl coBMeIIEHBI C sueiikamu. VIMeroTcs mn

KOHTYPOB Ha TOpe. OJIEMEHT MAaTPHIIBI A:(al'/)MxN’
s i=0,1,...,M-1,

j=0,1,...,N—-1. Ha xaxxgom KoHType pacrosaratorcs 4

COOTBETCTBYET  KOHTYypy 4,

staeiiku. Jlist KOHTYpa a;; staelika ¢ Homepom 0 coBMeleHa ¢
SYCHKOH 2 KOHTYpa ¢; ;_; (BBIYMTaHHE 10 MoAynw N),

siYeiika ¢ HOMepoM | COBMEILeHA C YCHKOI 3 KOHTYpa ¢;_; ;

(BeruuTanue mo moxymo M) u 1.4. [IpaBmiio ABWKEHUS Ha

KOHTYPE aHaJIOTHMYHO TPaBHUIy MABW)KEHHS HAa KOHTYpe
3aMKHYTOM LEMOYKH, paccMaTpUBaBIIeics B I1. 4.

PaCCMOTpI/IM JIBa BapuaHTa CUCTEMBbI.

Jna paccmampusaemotl cucmemvl npu  cnpaseoiu8oM
NpAasUIoM paspeulenusi KOHKypeHyuu epro creoyiouee [11].
3a epemsa ¢ KOHeuHBIM MAMEMAMUYecKUM OACUOAHUEM
cucmema nonaoaem 8 COCMOsIHUe, NpuHadiedxHcaujee

creoyouemy muodcecmsy cocmosnuti. IIycme uucna ki,
Bseeoslps Jloeees Jg» YOOBNEMBOPAIOM CACOVIOUSUM YCIOBUAM.
ecex pasbueaemcs Ha k

obpaszyem

Mnoorcecmeo KOHmMypos

nenepecexarouuxca  mnoxcecms G ,....G; o

bnox xoumypos pasmepa 2x2. Ilyemv G - Oonoanenue k
obvedunenuro smux Mmuodcecms.  Cywecmeyem makoe

umo muodxcecmeéa G, . ,...,G, .
i W Jk

HAX00AMCsl 8 COCMOSHUU KOMIANCca (CKopocmu yYacmuy
pasubl 0), a kadxicdan yacmuya kowmypa uz muoxcecmea G
Haxooumcsi 6 COCMOSIHUYU C60000H020 OBUICEHUS.

HauyajlvbHoe cocmosiHue,

Paccmotpum crnepyroluii  aHaior JIEBONPUPHUTETHOTO
MpaBWiia paspelieHusl KOHKypeHuuu. [lpu KoHKypeHUuu

YacTUll KOHTYPOB @; ; U d;,; ; (CIOXEHHE 10 Moxymo N)

o] i+l,j

KOHKYPCHIIUIO BBIMI'PBIBACT YacCTHULa KOHTYpa a npu

i

KOHKYPCHIIMU YaCTULl KOHTYpPOB al.j un q; Jj+ (CJ'IO)KCHI/IC 10

MOIyM0 N) KOHKYPEHLMIO BBIUTPHIBAET YacTUIAa KOHTypa
a;,i=0,1,...,.M-1, j=0,L...N-1

s paccmampusaemoii cucmemor [14]
paspeuteHust KOHKYpeHyu, AHANO2UYHBIM
JIe8ONPUPUMEMHOMY npasu.y, NOMUMO YUKI08,
peanuzyiouwuxcs 0isk CUCHeEMbl CO CNpAasedueblM NPAGUTIOM,
npu aobom s =0,1,....[N /3] cywecmeyrom maxue yuxne,

C mnpasuiom

umo Ol Kajicoou HAcmuysvl CpeoHsiss CKOPOCHb pPasHa
v=(M=-s)/M, u ona moboco s=0,1,..[M/3]
cywecmsylom makue YuKivl, 4mo 018 Kan#cOou Hacmuybsl
pasna v=(M—s)/ M. Ha smux yukiax Ha MHOX}CeCmeax

KOHMYpAx, COOMEEemMCMEYIOWUX CmpoKam Ul Cmoaoyam
KObYy2U, nocnedo8amenbHoCmu  Kongueypayuii  yacmuy
CcOOmeemcmsyiom Nnocie008amenbHOCMAM — KOHQuaypayuii
yacmuy — Ha  3aMKHYMOU — yenouke — KOHMypog  C
J1e60NPUPUMEMHBIM NPASUTOM.

C. Bapuanm 3aMKHYmOU Yyenouku KOHMypos

Kaxk cnenyer u3 uznoxeHHoro B mi. 4, B, npu aHanore
JICBOTIPUOPUTETHOTO TIpaBWIa pa3pelieHusT KOHKYPEHITUH
CYIIECTBYIOT IUKJIBI, HA KOTOPBIX YACTHIBI JABHXKYTCS TakK,
YTO Ha KOHTYpaxX, COOTBETCTBYIOIIUX CTpPOKaxX (CTOJOIaM)
MaTPUIIBI, TBUKCHUE YACTHI] AHAIOTUYHO JABHKCHUIO YACTHUI]
Ha 3aMKHYTBIX IIETIOYKaX C JICBONPHOPHUTETHBIM IPABUIOM
pa3pelieHus: KOHKYPEeHIIUH.

[Ipu cpaBeMBOM TpaBMIIE pa3pelieHus KOHKYPEHIIHN
JUTSI 3aMKHYTOM 1IeTIOYKH KOHTYPOB HE CYILIECTBYET LIUKJIOB CO
CKOpOCThIO MeHbIIe 1. B cooTBeTCTBMHM C 3THM IIpH
CIIPAaBEUIMBOM TMpaBWJIE DPa3pelICHUH KOHKYPEHLUU IS
KOJIBYYTH C OJHOHATIPABICHHBIM JBIKEHHEM HE CYIIECTBYET
LIUKJIOB CO CpeHEN CKOPOCTHIO MEHbIIE 1.

Hdns  obomx TpaBWiI  pa3pelieHus  KOHKYPEHIHU
CYIIECTBYIOT IIUKJIBI, HA KOTOPBIX €CTh OJIOKH pa3smepa 2x 2,
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HaxoJsIIMecss B COCTOSHUM KoJjutanica. Hanuuue Takux
LUKIOB TpeOyeT IBYMEPHOHW CTPYKTYpHI IENH U MOI00HBIE
LUKJIbl HE peaU3yeMBbl JJIs1 HETIOYKH KOHTYPOB.

III. OTKPBITAS HEITOYKA KOHTYPOB C CHUMMETPUYHBIM
PACIIOJIOXXEHHMEM VY3JIOB U OTKPBITAS KOJIBYYT'A C
OJ/IHOHAITPABJIEHHBIM IBUJKEHMEM

PaccmoTpuM BapuaHT OTKpBITOM IIEMOYKH KOHTYPOB,
OTJIMYAIOIIENHCsT OT PAcCMOTPEHHOro B 1. A BapuaHTa
3aMKHYTOW ILIETIOYKHA TEM, YTO KpalHWUU JIeBBIM W KpalHui
MpaBbId KOHTYP UMEIOT TOJBKO MO OJHOMY COCEAHEMY. KaK
cinemyetr u3 pesynbratoB [20], 01 omxpeimoil yenouxu c
J1€60NPUOPUMEMHbIM  NPABUTIOM (KaK u ons Yyenoyku co
CHpaseonusbiM  NPAasuiom) He Cyujecmsyem yuKkiog co
CKOpOCNniblo MeHbule 1.

Coomeemcmeenno, O1s1  OMKPLIMOU — KOJIbYyeU HA
NPAMOY2ONIbHOU CMPYKMYpe B03MOJICHbL MOJIbKO YUKIIbL, HA
KOMOpbIX MO2ym  cyujecmeosams O10KU pasmepa 2x2,
Haxoo0suyuecss 6 COCMOSHUU KOLIANCd, d Hacmuyvl, He
npuHaonexcawue 3mum OIOKAM, HAXOOAMCSL 8 COCMOSHUU
800001020 08UNCEHUA.

IV. 3AMKHYTAS LIEHHOYKA C HECUMMETPUYHbBIM
PACIIOJIOXKEHMEM V3JI0B HA KOHTYPE U 3AMKHYTAS
KOJIBYYTA C COHATIPABJIEHHBIM JBKEHUEM

PaCCMOTpI/IM KOJIbYYTY C COHANpPaBJICHHBIM JBUKCHUCM,
JJIA KOTOPBIX Ha KOHTYpaX, COOTBETCTBYIOIINX J3JIEMCHTAM
MaTpula g, 9aCTulla JABWKETCA IPOTHB YacOBOH CTpENKH,
€CJIM YUCIIO i+ j HEYETHOEe, U - 10 YaCOBOM CTpesiKe, €CiH
3TO YUCIIO YETHOE, pPUC. 7.

Puc. 7. Koanyra Ha TOpE C COHAIIPABICHHBIM ABHKXCHUEM

IMycte M =2m, N =2n. Benem noustue "nuaroHann’.
Ilycth d - HAaWOONBIIWI OOIIWI NENUTENh YHCEN M W .
Kaxnmas  aumaronans  comepxut 4mn/d  KOHTYpPOB:
Dy;(0),Dy;; (1),..., Dy (4mn/ k) —1) kOHTYpOB. DeMeHTOM

Dy;;(0) sBustercst koHTyp (7, /). Ilyets i+ j - etHoe yncio.

Torna snementst Dy;(1)..., Dy; ((4mn / d)—1) 3amarorcst Tax,

YTOOBI
DS

BBIIONTHANIOCH  cienyromee. Ecnmm Ha  KOHType

;7(0) = (i, /) 4acTMua HaXOAWTCS B BEPIIMHE C HOMEPOM

s, T.. X; =s§, a Ha KOHType D 4acTHUa HaXOJUTCS B
sqeiike §—1 (BbluMTaHHE MO MOAYNIO 4), €clau YHCIO k
YETHOE, M YAaCTHIIA HAXOMUTCA B SYEHKE s, €CIH 4YHCIO k
pmevetnoe, 0 <k <4mn/d, To Bce 4aCTHILI, HAXOMSIIUECT

Ha KOHTypax AWaroHaju, He OyAyT epemMeraTbes B TeKYIHH
MOMEHT U B OyaymieMm (CHCTeMa HAaXOIWUTCS B COCTOSHUH
konnanca). Ilycts i+ j - HedeTHOe ymcio. Toraa seMeHTHI

Dg;(1)...,Dg; (4mn/ d)—1)

BBINIONHAIOCH cnenytomee. Ecim wa xonrype D;(0) =ay

3a1ar0TCs Tak, 4TOOBI

YacTHWIla HaXOJWUTCS B BEpUIMHE C HOMEpPOM S, T.e.
Dg;(0)=a; =s, n na xontype Dy 4vacTMua HaXOIUTCS B
syeiike s+1 (cnoxkenne mo moxayao 4), ecnu 4ucio k
YETHOE, M YaCTHUI[A HAXOAUTCS B sSYCHKE s, €CIIU YUCIO k

0<k<4mn/d, 10 BCE oynyt
HAXOJUTHLCS B COCTOSHUH KOJUIAICA.

HCUYCTHOC, JacTHUIIbI

Ilycts i+ j - dyetHoe umcino. Ilepeuncium 3i1€MEHTHI,

KOTOPBIC COACPIKAT AUArOHAINA D,

sij> S = 0,1,2,3. CnoxeHue

" BBIYUTAHUC B NEPBOM HHJACKCE IMOHUMACTCA IO MOAYJIHO
M, a CJOXCHUEC U BbIMUTAHUEC BO BTOPOM HHACKCE
TIOHMUMACTCH 110 MOIAYJIHO N.

Jnaronainb Dol-j COZEPKUT JIEMEHTHI

DOi]-(Zk) = (i—k,j—k),DOij(Zk+1) =({-k-1,j-k).
Jnaronainb Dll-j COCTOMT U3 DJIEMEHTOB

Dll-j(Zk) = (i+k,j—k),Dll-j(2k+1) =(+k,j—k-1).
B nuaronamm D2ij COJIEPIKATCS DJIEMEHTHI

Dy (2k)=(i+k,j+k),Dy; Qk+1) = (i +k+1, j +k).
Juaronans D; j COICPIKUT IIEMEHTbI

D3l.j(2k) = (i—k,j+k),D3i/(2k+l) =(—-k,j+k+1).

Ilepednciaum 351€MEHTBI, KOTOPBIE COAEPIKAT AUATOHAIU B
IIPEIIOJI0KEHUH, YTO YUCIIO I+ j HEYETHOE.

Torma nuaroHaib Dol'j COCTOHT U3 DJIEMEHTOB
Dog/(zk) =(i+k,j—k), Doy(2k+1) =@{+k+1,j-k),

dmn

d

(BBIUMTAHHE B IIEPBON KOOPIMHATE KOHTYpa MO0 MOAYIIO M,

-1, i=01...M-1, j=0,...N-1

BBIYUTAHUE TI0 BTOPOU KOOPAUHATE KOHTYpa 110 MOAyio N).

Juaronans D, jj COICPIKHT SJICMCHTBI
Dy; 2k) =(i+k,j+k),Dy; 2k +1) = (i+k, j+ k+1).
Huaronans D, jj COMCPXKHT DIIEMCHTBI
Dzl-j(Zk) = (i—k,j+k),D2ij(2k+1) =({-k-1,j+k).
Juaronans D; j COIICPIKHT JICMEHTBI
D3l-j(2k) = (i—k,j—k),D3U-(2k+1) =({—-k,j—k-1).

Jlnst Takoil cuctembl BepHo crnenmyromee [14], [15].
Ilycmy  MmHOOICECMBO  KOHMYPO8  KONbYY2U pasmepa
(2m)x(2n) c conanpasnennvim dgudicenuem pazoumo na d

Henepecexaiowuxcsa ouazouaneii Dyyy, Dy - -» DOO(zd—z)-
Toeoa ona mobo2o HaGOpa YenviX YUCEN Sy,S|,-..,S4_i
i=1...,d,
cywjecmsylom Yukivl maxue, wmo Ha J000M KOHmype

yoosnemsopsrouezo ycrosuio 0<s, <mn/d,
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ouazonanu Dy cpednss  ckopocmy  uacmuyvl pasha
s;d/(mn), i=1,...,d.

Ecmu nuaroHans paccMaTpuBaTh B MPEANOI0KEHUH, YTO
OCTaJIbHBbIE KOHTYPBI KOJILYYTH OTCYTCTBYIOT, TO €€ MO>KHO
CYHTATh 3aMKHYTOH IEOYKON KOHTYPOB C HECHMMETPHIHBIM
PacIoIOKEHHEM Y3JI0B Ha KOHTYpe, puc. 8.

Puc. 8.

Hecummerpuunas
JIIarOHaJIX 3aMKHYTOH KOJIBUYTH C COHAIPAICHHBIM ABIKCHHEM

3aMKHYTasi [E€IOo4YKa, COOTBETCTBYIOIIAsS

Taxum o6pa30M, JABMIKCHHEC Ha UKJIAX KOJBYYTU MOXKHO
NpEACTAaBUTh KaK JBIKCHHUE Ha IMapalICIbHBIX 3aMKHYTBIX
LCIIo4YKax Takoro Byaa.

V. OTKPBITAA IIETIOYKA C HECUMMETPUYHBIM
PACIIOJIOXXEHMEM VY3JIOB HA KOHTYPE U OTKPBLITAA
KOJIbUYT'A C COHAIIPABJIEHHBIM IBDKEHUEM

Kak u m1s cooTBeTcTBYIOLIEH OTKPHITOW ILIETIOYKU C
CUMMETPUYHEIM PACIIONOXKCHUEM Y3JIOM, OJii OMKpbIMOU
Yenouku ¢ HeCUMMEMPUYHbIM PACHONONCEHUEM V3708,

AHANO2UYHOL  3AMKHYMOU yenouke, COOmMEemcmeyiouell
ougaeoHanu  Koavuyeu, — YCmMAaHaeiueaemcs — c60000HOe
osudicerue.

B COOTBETCTBUM C ITHM OJisi OMKPbIMOLU KOIbYy2d C
COHANPABNEHHBIM OBUICEHUEM 8Ce YUKIIbL COOMEECMBYIOM
€c80000HOMY OBUIICEHUIO.

VI. 3AKJIFOYEHUE

PaccMoTpeHsl pa3fiuuHble BapUaHTHl JIBYMEPHOU CeTH
BycnaeBa - KONBYyTH M COOTBETCTBYIOIIIE BapHaHTHI Ooiee
MIPOCTOM CEeTH - LIETIOYKH KOHTYpOB. OTMEUEHBI aHAJIOTUU
MEX]ly TOBEJICHHEM OJHOMEpHOM M nBymepHOW cetu. Ha
LUKJIaX JBYMEPHOU CETH MOBEICHHE ¢¢ ()ParMEHTOB MOXKET
COOTBETCTBOBATh IOBEICHHIO OJHOMEpPHBIX cereil. OmHako
TIOBE/ICHNE ABYMEPHOM ceTH Oojiee pa3HOOOpa3HO U Uil Hee
MOTYT CYIIECTBOBATh ITMKJIBL, JJIsI KOTOPBIX HET aHAJIOTHUH B
OJIHOMEPHBIX CETSX.
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3amuTa KOHTEMHEPU30BaHHBIX Cpel. AHAIN3
crieni(UKHU ysI3BUMOCTEH, HallpaBJICHHbBIX Ha
HapylieHue rpanull Konteitnepa (Container Escape
Attacks) u pa3paO0oTKa METOIOB UX OIPEACIICHUS C
MCIOJIb30BaHUEM COOCTBEHHBIX peain3aiyid
Container Runtime Interface (CRI) u ¢ Extended
Berkeley Packet filter (EBPF) ns sapa Linux
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acnupanm 2-20 Kypca kageopel « BTK (gpakynemem « Kubepnemuxa u unghopmayuonnas 6e30nacHocmoy)
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Annomayua—Koumeiinpusupoeannsie cpeovl u cucmemsl
UX ynpaenenus 3auANU C60I0 HUWY 6 PpA360paAvueanulU,
ynpasnenuu, u papabomKe NPOZPAMMHO20 Obecneuenus.
Yeposvt u yazeumocmu, komopwim nooseprcenvl maxue cpeovt
umerom c6oi0 cneyuduKky 6 cuiy apXumeKmypsl ROCIMPOCHUA
cucmem. B cmamve npoananuszupoeansvt munuunsie yzposst u
daxkmopsl, cnocoocmeyloujue nosenenul0 mMAKux yzpo3 Ons
KOHmMelHupUu3upoGannusix cpeo, coenan 00630p apxumexkmypol

KOMRNOHEeHmoe 6blNOJIHEHUA KOHmeI;HEPOB u ux
opekcmpamopoe, cnocooblt nocmpoenusn cucmem
npedomspameﬂ un Bmop.meuut? 6 cmamuiecKkom u

OUHAMUYECKOM UCHOJIHEHU.

Knioueevle cnosa—rxonmeiinep, KOHmMEUHEPU3UPOBAHHA
cpeoa, oonapyxycenue emopcenuii, Intrusion Detection Systen
(IDS), container escape attacks, Extended Berkley Packet
Filter(eBPF), Docker, Kubernetes, Container Runtime
Interface(CRI)

I. BBEAEHUE

ITockonbky KOHTEiHepHM3aIWsi CTaHOBUTCS Bce Ooree
TIOMYNSIPHOM JJIs1  Pa3BEPTHIBAHUS TIPUIOKEHMH, BaXKHO
obecnieunTh 6€30MacHOCTh KOHTEHHEPU3NPOBAHHBIX CPE OT

CYHICCTBYIOIIUX n IOTCHIMUAJIBHO HOBBIX yrpos.
KOHTeﬁHCpHBaHHﬂ IpeaOCTaBIISICT MHOXXECTBO
NPpEUMYIICCTB JId pa3BCPTbIBAHUS HpPIJ'IO)KGHHﬁ, BKJIIO4Yas
NEPEHOCUMOCTD, MaCHITa6I/IpyeMOCTB u

IIOCJICA0BATCIIbHOCTD. O,HHaKO OHa TaKK€ BHOCHUT HOBBIC
BBI30OBEI B 00/IaCTH 6630HaCHOCTI/I, KOTOpbIC HCO6XOIII/IMO
PCUINTD, YTOOBI 3aMATUTBCA OT HOTCHIHUAJIBHBIX YI'PO3.

KOHTGI\/'IHepI/IEuaHI/Iﬂ — 9TO TCXHHUKA pa3pa60TKH
nporpaMmMHOro O6€CHC‘16HI/IH, KOTOpasd IIO3BOJIACT
paBpa60T‘lI/IKaM YIIaKOBBIBATH MIPUITOKCHUC u €ro
3aBUCUMOCTH B CAWHUILY, HAa3bIBACMYIO KOHTCﬁHCpOM.

KonreiiHepsl W301MMpOBaHBI ApPYyr OT Jpyra H©  OT
OIICpaIlOHHOM CHUCTEMBI XOCTa, 4YTO JefaeT Hux Ooree
MIEpEeHOCHMBIMA W O€30HAaCHBIMM, YeM TpPaAWIMOHHAS
BUpTyaJibHasg MamuHa. [Ipy KOHTEeHHepH3alK OTINYaeTCs
MOAXO/ K BHPTyaJIN3allMi: KOHTEHHEpHI paboTaloT MOBEpX

XOCT-MAIlIMHBI U HCIOJIB3YIOT €€ PECYPCHI, OJHAKO, BMECTO
BHUPTYyaIU3aLUU 6a30Bor0 obopynoBaHus, OHH
BHUPTYaIU3UPYIOT ONEPALIOHHYIO CUCTEMY XOCTa.

OO0pa3bl KOHTEHHEPOB MOTYT OBITH OOLIMMH ¥ TIOBTOPHO
UCTIOb3YEeMbIMH, 4TO obnervaer ObICTpOE u
TIOCIIe/IOBATEIbHOE pa3BepThIBAHKE MIPIIIOXKEHUH [1].

KonTeliHepr3anusi peBONIOIMOHU3UPYET pa3pabOTKy M

pa3BepThIBaHUE MPOrPaMMHOr0 obecrieyeHusl,
WHKAICYITUpYsl TPHIOKEHHS B JIETKUX, H30JMPOBAHHBIX
cpemax. ObecreunBast  3((EeKTHBHOE  HCHOIB30BaHHE

pecypcoB M MacHITaOMpPyeMOCTb, KOHTEHHEPHI IPHOOpEH
3HAUUTENBHYI0 MOMyIspHOCTb. Il0 1MaHHBEIM  OTYETOB
orpacnu Ha 2023 roz, ypoBeHb NPUHATUS KOHTEHHEPHU3ALUU
cpequ  OpraHmM3alUii 1O BCEMY MHUPY  COCTaBIISET
BrievaTarontme 67% [1].

Docker, Ha ceromHsIIHUI JeHb, SBIICTCS OIHON W3
TUANPYIONX TaTdopMa i KoHTelHepu3anuu. OmHAKO,
HECMOTPSl Ha BUPTYAIHM3aNUI0 M H3OJIUI0 KOHTCHHEPOB,
9Ta miaTthopmMa (KaK 4YacTHBIA ciydail) W MOmOOHBIE
m1aTHOPMBI TTOJIBEPIKCHBI OTIpeIeIeHHBIM TUTIAM
crenu(UIHBIX YTPO3.

II. KOMITOHEHTBI MTH®PACTPYKTYPbI DOCKER
[IOJBEP)KEHHBIE ATAKAM U3 KOHTEMHEPOB

Paccmorpes BEICOKOYPOBHEBO KOMTIIOHECHTHI
uHppacTpykTypsl Docker, MOXHO BBIIETUTH KAK MHHUMYM
3 daxTopa 00yCIIaBIMBAIOIINX BO3MOKHOCTh aTaK Ha TAKYIO
CHCTEMY U CITOCOOBI MCIIOIh30BAHMUS TaKuX (haKTOpoB [2].
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Docker atrakam us

COCoBbl UCNoNb30BaHKA Yo

"y1* ["PackpbITHe WHPOpMaLMM MEXKAY KOHTEMHEDAMM Ha TOM XE LUENesoi OC"

KonTeiHep
(MpUNOXEHAR, BUBAMOTEKW, [B0UUHEIE (aiinsl)

Vnv aTaim Ha Linux OC Aapa”

‘ *y2" | "MIOBLILIEHME MPUBIANENWit YEPE3 UEN0.IE30BHUE CUCTEMHEIX LinUx OC BbI30B0B

"Y3" | "MIOBLILIEHYE MPUBIANETWit Y3-3a 3aMYCKA KOHTEIHEPA OT root USEr
W aTaky DoS Ha Lenesyio OC no pecycpa (LMY, uck, NamaTe)!

"Y1 MHoxecTan Kokeimiepon
yeEnuIMBaIT pHCKN ANA UEneBTh OC"

‘ Sapo Docker ‘

L O T DU e e PR B 7

Y3, KOHTEFiHEDS! MOTYT NOTYSWTs MpAMOR A0CTYMNK #Apy OC Lensso Malmkel

| AP0 OC LEnNesoit MalmHs! ‘

Puc. 1. — KomnonenTsl nHbpacTpykTypbl Docker mogBep:keHHbIE aTakam
13 KOHTEHHEepOB

TABJIMIIA I.  ONUCAHUE ®AKTOPOB YT'PO3 OBYCJIABJIMBAIOIINX
BO3MOXHOCTb ATAK HA UHOPACTPYKTYPY DOCKER

Cnocod
HMCHO0JIL30BAHUSA

®axkTop Onucanne

YIpo3sl

V1 ObdexTuBHAS ~ apXUTEKTypa C
HCIOJIb30BaHHEM HECKOJIbKUX
KOHTEHHEepoB  Ha  XOCTe H
COBMECTHOE HCIIONB30BaHHUE
mpomeccopa, — NaMsATH,  CeTH,
UICHTU(DUKATOPOB IOJIb30BATENICH
U JAPYTHX PECypcoB OT OIHOIO
sapa TaKxKe SIBIISCTCS
YS3BUMOCTBIO M PUCKOM IS
6e30MacHOCTU. DTO CBA3AHO C TEM,
4TO, €CIM SApPO  aTaKyercs,
370yMBIIUICHHUKI MOTYT
[OJNy9UTh MPHBUIICTHH OOt Ha
XOCTe U OTTYJa aTaKoBaTh IPYrue
KOHTelHepsl U Bcio cucremy [3].
Hexoropsie YSI3BUMOCTH,
coobmennsie B CVE: CVE-2020-
15257, CVE-2021-41103, CVE-
2021-4154 u CVE-2022-31030

PackpsiTe
nHpopMau
KOHTeltHepaMu
3alylIeHHBIMH Ha TOH
ke renesoi OC.

MEXIy

IToBbrenne
TIPUBUIIET I
HCIOJIb30BaHHE
(HEIOKYMEHTHPOBAHHOE)
CHCTEMHBIX BEI30BOB
1eJIeBOi oC U
IpsIMbIC aTaKH Ha Hee.

v2 Konteitnep nonmaraercss Ha sapo
Linux, # CymecTByeT MHOKECTBO
YSI3BUMOCTEH, CBSI3aHHBIX C SIPOM
Linux, KOTOpble MOI'YT HOBIHATH
Ha 0€30IaCHOCTh KOHTEWHepa,
HaINpyuMep, YS3BUMOCTb B MOZYIE
runc, 103BOJIIIOIIAS
37I0HAMEPEHHOMY KOHTeifHepy
[OJNy9UTh MPHBUIICTHH TIOOt Ha
xocToBoii  MmammHe [4]. Ha
cerogusmuuii  g1eds B MITRE
Details nepeuncneno oxosio 3000
yszBuMocTeii B Linux [5]. OnHako
He OBUIO IIPOBEIEHO JOCTATOYHO
rIyOOKHX — HCCIENOBAaHHH IO
KOJIMYECTBY u THIIAM
ys3BuMocTed B Linux, KoTOpble
HEMOCPEACTBEHHO  BIUSIOT — Ha
KOHTEHHEpHI. HexoTtocpsie
YS3BUMOCTH ~ KOHTEHHEpPOB  Ha
OCHOBE sifipa OBLIM HENABHO
obHapyxeHbl H coobmensl CVE-
2018-16884, CVE-2021-3669 wu
CVE-2021-44733.

gepes

IToBbimIeHNE

MIPUBHIICT Ui 4yepe3
ucronp3oBaHue  (axra
3alycka KOHTeliHepa OT

V3 OnHol u3 oco0eHHOoCTEN
KOHTelHepa SBJIETCS ero MpsiMoe
MOAKIIOYCHUE K SAPY XOCTa, B
OTJIMYHE oT BUPTYaJIbHOU

root II0JIb30BATE/SI HIIN
aTaKyl HallpaBJICHHBIE Ha

mammHel  (BM), i koTopoit
Tpebyercst obxon siapa BM u

THIEpBH30pa IpUIOKeHHeM. B | oTka3 B oOciyxuBaHUH
pesynbTare 3noymbiuieHHUKy | (DoS) mo  pecypcam
nerde noxyduTs poctyn k sapy | (UIIY, mamsrte, guck u
X0CTa, eci OH MOXeT | Tm).

[OPOHUKHYTh B  IIPUJIOKEHUE
BHYTpU KOHTeWHepa Ha xocte [6].
Ora YSI3BUMOCTb ObLIa
ucnonb3oana B CVE-2018-
16884, CVE-2021-4154 u CVE-
2022-0811.

III. ATAKHM HA IIPEOJIOJIEHUE I'PAHUI] KOHTEMHEPA
(CONTAINER ESCAPE ATTACKS)

"Container escape attacks"—sTo THm aTak Ha
0€30MacHOCTh, IMPU KOTOPBIX 3JIOYMBIIUICHHUK [OTy4aeT
HECAHKIIMOHUPOBAHHBIN JTOCTYN M3 KOHTeiiHepa K 0a30BOi
CHCTEME XOCTa WJIM K JIPYrUM KOHTEHWHEpaM, padoTaromiuM
HA TOM € XOCTe. DTO TMO3BOJISET 3JI0YMBIIUICHHUKY BBIATH
3a TIPEJIEITbI KOHTeliHepa u MOTEHIUATBEHO
CKOMIIPOMETHUPOBATh BCIO CHCTEMY XOCTa WM JAPYrHe
koHTeliHepbl. OCOOCHHOCTH TAaKMX aTak B TOM, YTO OHH
BKIIFOYAIOT B ce0s HCMOJb30BAHME  YSI3BUMOCTEH B
wiatopMe KOHTEHHEpU3AIMd BPEMEHH  BBIOJHECHUS,
MaHUMYJSIUIO  pecypcaMH  siipa WM UCIOJIb30BaHHE
HEMPaBWILHBIX HACTPOCK B CpeJie KOHTeHepa.

Hekoroprle HemaBHHME W KPHUTHUYECKHE YA3BHMOCTH
Common Vulnerabilities and Exposures (CVE), cBs3annsbie ¢
aTakaM¥ Ha "container escape', BKIIIOYAIOT:

A. CVE-2020-15257, CVE-2021-41103. ®@axmop yzpo3bl
V1. Iosvuumenue npusunezuti u docmyn Kk opyeum
KOHMeUHepam.

CVE-2020-15257 [7]

Containerd—>T0  CTaHAAPTHBI  KOMITIOHEHT  CPEIbI
BBINOJTHEHNST KOHTEWHEPOB, JOCTYIHBI B Ka4eCTBE CEpBUCA
it Linux w Windows, ¢ akmeHTOM Ha IIpOCTOTY,
HaJCKHOCTh M ITIepeHocuMocTh. B Bepcmsix containerd mo
1.3.9 u 1.4.3 API xonreiinepa containerd-shim myOmuaHO
JIOCTYIIEH JPYTMM KOHTEHHEpaM B TOM K€ IPOCTPaHCTBE
nMeH cetd. KOHTpoJb 10CTyIa OCHOBAH TOJIBKO Ha TOM, 4TO
moJIKITFovaromuiics mpormecc umeer 3ddexruapii UID 0.
OTO MO3BOIISUIO BPEIOHOCHBIM KOHTEHHEpaM, padOTaroIINM
B TOM JX€ IPOCTPAaHCTBE HMEH ceru, 4yTo u shim, c
s¢¢pextrBEEIM UID 0, HO B OCTallbHOM C OTpaHHMYCHHBIMU

NPUBWICTHAMY,  3allyCKaTb  HOBBIE  IPOLECCHl €
TIOBBIIICHHBIMHU TIPUBUJICTHAMHU.

CVE-2021-41103 [8]

boima obOnapyxena ommubka B containerd, korma

KOpPHEBBIE KaTaJOTH KOHTEHHEpa W HEKOTOpPHIC IUIarHMHEI
HMEIIN HEJOCTaTOYHO OTPAHUYEHHBIE Pa3peIIeHHs], O3B0
B MNPOTUBHOM  CIydac€ HE  HIPUBWICTHPOBAHHBIM
momb3oBaressiM Linux o0XOauTh COepKUMOE KaTajJoroB M
BBINMOJHATH mporpammbl. Korma B KoHTeliHepax ObLIH
BKJIIOUCHBI HCIOJHSIEMBIE TPOTPaMMBl C PaCIIMPECHHBIMHU
o6utamu pa3pemneHust (manpumep, setuid), HE
NPUBWICTHPOBAHHBIE  TOJB30BaTeny  Linux  Morim
O0HapYKMBAaTh W BBIIOMHATH 3TH nporpammbl. Korma UID
HE TPHUBWIECTMPOBAHHOIO TMojb30oBarens Linux Ha Xocte
coBmajzal ¢ BiazenbleM (aiima WiIM TPYyNHol BHYTPH
KOHTel{Hepa, He NMPUBIIETMPOBAHHBIM Moib30BaTenb Linux
Ha XOCT€ MOr OOHapyKHBaTh, YUTaTb W W3MEHATH 3TH
(aitsl.
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B. CVE-2022-31030, CVE-2022-1708, CVE-2021-3669.
Daxmop yeposvl ¥2. Omxas 6 obcryscusanui.

CVE-2022-31030 [9]

boma oOHapykena ommbOka B peanmsanuu Container
Runtime Interface (CRI) B containerd, korma mporpamMel
BHYTPH KOHTelHepa MOTYT TIPUBOANTH K
HEKOHTPOJIMPYEMOMY ITOTpeOIeHUI0 MaMsATH containerd Bo
Bpems Bbi3oBa API ExecSync. DTo Moxer mpuBecTHm K
WCYEPIaHUI0O BCEH MOCTYMHOW MaMATH Ha KOMIIBIOTEpe
containerd, 4To MpHBENET K OTKa3y B OOCTY>KUBAHUH JPYTUX
JIETUTUMHBIX ~ paboumx Harpys3ok. ExecSync moxer
WCTIONB30BaThCA TIPH  BBHIMIOMTHCHHM IPOBEPOK  (probes)
cucremoii Kubernetes miim npy BBIITOTHEHNH TIPOIIECCOB C
TIOMOIITBIO cpencTBa ""exec'.

CVE-2022-1708 [9]

3ampoc ExecSync BeImonHsAeT KOMaHAy B KOHTEHHEpE U
Bo3Bpamaer BeBOA B Kubelet. OH wucmomp3yercs s
MIPOBEPOK TOTOBHOCTH M YXKM3HECIIOCOOHOCTH BHYTPHU IOJA.
CRI-O 3amyckaer xomaumbl ExecSync depes conmon.
conmon - TIPOrpaMMa MOHHTOPHHTAa W KOMMYHHKAIHH
MEXIy MeHekepoM KoHTeiiHepoB (Hampumep, CRI-O) u
OCI cpenoii BEIITOTHEHNS (HAIIPUMEp, runc) ist OTAeIBHOTO
koHTeliHepa.CRI-O  3ampammBaer conmon  3aIlyCTHTh
TIPOLIECC, a CONMON 3aNKCHIBAET BHIBOA Ha aucK. 3ateM CRI-
O guraer BBIBOA U Bo3BpamaeT ero B Kubelet.

Ecnmun  BBIBOL KOMaHABI JIOCTaTOYHO BEJIHK, €CTh
BO3MOJKHOCTh HCYEpIaTh NaMATh (WIM WCIOJNB30BaHHUE
mucka) y3ma. Hmke mnpusemen mnpumep yaml-caiina
pa3BepThIBaHMs, KOTOPHIM Oynmer BeIBOAWTH OKoino 8 I'b
CHMBOJIOB ‘A’, KOTOpbIE OyIyT 3alMCaHbl Ha JUCK cONMON M
npountansl CRI-O.

containers:

- name: nginx
image: nginx:1.14.2
lifecycle:

postStart:
exec:

command: ["/bin/sh", "-c", "seq 1 50000000°; do
echo -n 'aaaaaaaaaaaaaaaa'; done"]

CVE-2021-3669 [9]

UreHne W3 CHCTEMHOrO KaTajora /proc/sysvipc/shm
OTBEUAIOIIETO 34 pa3lesieMyl0 TMaMATh HEMpPaBUJIBHO
MacuTabupyercss B COOTBETCTBUU C YHCIOM CErMEHTOB
TAaKOW MaMSTH, YTO NPHBOIUT K HMCYEPIAHUIO PECYPCOB U
OTKa3y B 00CITyKHBaHUH.

C. CVE-2022-0811 [10]. @axmop yeposvl ¥3. [Jocmyn k
A0pY XOCMaA, NOGbIUIEHUE NPUBUTEC2ULI.

Kubernetes - »3Tto orkppITas 1ulatdopma Ui
OpKECTpallud  KOHTEHHEpOB, KOTOpas AaBTOMAaTU3UPYET
pasBepThIBaHME,  MaclITaOMpOBaHWE ¥ YIPaBICHHUE
KOHTCHHEPH3UPOBaHHBIME  TpwiioxkeHmssMu.  Kubernetes
UCTIONB3YeT MEHeKep KOHTelHepoB, Takoi kak CRI-O mmn
Docker, mna 6e3omacHOro pasfeleHus sjapa U pecypcoB
KaXJIOro y3ja C pa3IndHbIMH KOHTCHHEPH3HPOBAHHBIMHU

MPWIOKEHUSIMY, paboraromyMu  Ha HeM. Sapo Linux

NIPUHAMAET IapaMeTpbl BPEMEHH BBITIONHECHUS, KOTOpBIE
VIPaBISIOT €ro MoBeAeHWeM. HekoTopele mapamerpsl
MIPOCTPAHCTBEHHO OTPAHWYEHBI U MOT'YT OBITh YCTaHOBJICHBI
B OJHOM KOHTEilHEepe, He 3aTparuBasi BCIO CHCTEMY.
Kubernetes u MeHemKepsl KOHTEHHEPOB, KOTOPHIE OH
YIIPaBIISET, ITO3BOJISIOT [O1aM OOHOBJIATH 3TH "Oe30macHbIe"”
HACTPOUKH siapa, OIOKUpys AocTym K apyrum [11].

Jedexr, Benpennsiii B Bepcun CRI-O 1.19, ncnons3yer
YTWINTY pinns /I YCTAaHOBKM OMNIMH sapa st noxa. Pinns
OOBIYHO BBI3BIBACTCS TAK:

“pinns -s
kernel parameter1=valuel+kernel parameter2=value2”.

B cBs3u ¢ nmobaBieHneM MojuiepXkn sysctl B Bepcum
1.19, pinns Temepp NPOCTO YCTAHABIMBAET JIIOOBIE
nepeaHHble €My TapameTpbl sapa 0Oe3 mposepku. B
pesynpTare  JMI0OOH  TONMB30BaTENb € IpaBaMH  Ha
pasBepTeIBaHME Tona B Kiactepe Kubernetes, KoTopblit
ucronp3yer MeHemkep KoHrteitHepoB CRI-O, woxer
370ynoTpeOuTs IapameTrpoM siapa "kernel.core pattern”. B
YaCTHOCTH, ATOT IIapaMeTp HCIONb3yeTcs NpH 3aJaHuH
¢dopmaTa nMeHu (Qaiina gamra npu nageHnd. Vcnons3oBas
cnerduKy KOMaHABI pinns, MOXKHO yKa3aTb KOMaHIHBII
¢daiin  (mailicious.sh)  KOTOpeIlf  BBIMOTHUTCA  TIpH
coxpaHeHnu (aitma mamma smgpa [12]. Jlanee HecIoXHOM
komaHnoi BeBBIB mamir. “kill -SIGSEGV <PID>" moxxHO
BBIMOJHATD TPOM3BOJIBHBIA (alil ¢ root mpaBaMu Ha
1IeJIeBOM MalIiHe, BHE TpaHUIl KoHTelHepa [11].

> cat ./sysctl-set.yaml
apiVersion: vl
kind: Pod
metadata:
name: sysctl-set
spec:
securityContext:
sysctls:
- name: kernel.shm rmid forced

value:
"l+kernel.core pattern=|/var/lib/containers/storage/overlay/3
e6/diff/malicious.sh"

containers:
- name: alpine
image: alpine:latest
command: ["tail", "-f", "/dev/null"]
> kubectl create -f ./sysctl-set.yaml

pod/sysctl-set created

IV. KOMIIOHEHTbI U UHTEP®ENCbI CUCTEM
KOHTEMHEPU3ALINN. MEXAHU3M PEAJIM3ALIAN CUCTEMBI
OBHAPYXEHUS CONTAINER ESCAPE ATAK OCHOBAHHbBII HA
AHAJIM3E [IAPAMETPOB.

[Tpoanamu3upoBaB pacrpoCTpaHEHHBIE YTPO3BI U PUCKU
(CVE - Common Vulnerabilities and Exposures) mis
VIIOMSIHYTBIX BBILIE KOMIIOHEHTOB containerd, cri-o, MOXHO
VBUIETh, YTO JAaHHbIC KOMIIOHGHTHI HMEIOT CIHCKH
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yﬂBBHMOCTeﬁ HCYUCIACMBIC NCCATKaMHU, B 3aBUCHMOCTH OT
0a3bl JAHHBIX YIp0O3 U TUIIA 3a11poca.

Hanpumep, wucmons3oBaB  0a3y  JaHHBIX  YTpo3
Vulners.com ayst containerd Haxoautcs 36 M3BECTHBIX YTPo3
U PHUCKOB, I cri-0 — 9. MeHpIee 9ncino OOBACHICTCS
MEHBIIICH PacIpOCTPaHEHHOCTHIO0 KOMITOHEHTA.

TABJIMILA II.  YUnCJIO U3BECTHBIX YT'PO3 110 TUITY MEHEJDKEPA
KOHTEWHEPOB
KomnoneHnt Anpec 3anpoca YucJio yrpos u
pHUCKOB
containerd https://vulners.com/search? 36

query=affectedSoftware.name:%22g
ithub.com/containerd/containerd

https://vulners.com/search 9
2query=affectedSoftware.cpeName:
%22kubernetes:cri-0%22

cri-o

s Oomee meTanbHOrO PaccMOTPEHHsT 00O3HAYCHHBIX
KOMITOHEHTOB B MH()PACTPYKTYpE CHCTEM KOHTEHHEpH3ALNH
U OpKECTpaLuy, NIPEICTaBUM UX HA AUarpaMMe:

" fick! cucTem

KOMTIOHEHTLI NI0ABEpXeHHbIe aTaKam

CRI 370 API ocryna Kubemstes
K NATHOPMEM KOHTEHEpHIaH

Dacker Shim == Mockonky AP CTaHI3pTHSHPOBEH, BOIMOXHO BHIGpaTS pEanusaLy

w containerd o Dacker

- CRI-0 o7 IBM/RedHat
vk paspaBorars cobacrashHylo

Agarmrep wirepdyeiica docker k
CRI-cosmecTuomy AP
B Hobix Bepcwax Kubemstes ygansh. |

CrawaapTvaupoBanHbii Creundikam An
CO34aHAR 1 3aNYCKa 06pa3I08 KoHTeTHEPOR

1UNC NPEANAraSMan PEATMIALMA N0 YMONYZHH.

)
[Viusira peanwacaawan cornacio OO eneungueapn
" MENOAL3YeMaR 477 CO3RAHAR TPOLSCEOB B KOHTEIHEDEX

Containers
(KoHTeiiHepbl)

Puc. 2. KomnoneHTsI 1 nHTEpdEiichl cucTeM KOHTelHepu3aiuu [13]

BzanmopeiictBue ¢ mmatdopMamMm  KOHTeWpH3aIMn
CTaHAAPTU3MPOBaHO U creruduposaHo cormacEo Common
Runtime Interface (CRI) n Open Container Initiative (OCI).
[Mpoananm3upoBaB  onmcaHHBIE  HHTEPPEHUCH, MOXKHO
YBHAETh, 4YTO TapaMeTpbl 3alycka H HWHUIHAIN3AINN
KOHTEHHEPOB, KOTOPBIE YacTO SIBISIOTCS LEMSMH aTaKu H
KOMITPOMETALINH, JTOCTYITHBI JUTS [IPOrPaMMHOI'0 aHAIN3a, He

TpeOyIOT reverse engineering CTOPOHHETO KOAa —WIJIH
JUINTCIIBHBIX I/ICCJ'IGHOBaHI/Iﬁ HaXO0XACHUA CHOCOGOB
WMHTETpAIH U ITepexBarta BEI30BoB [14],[15].

message ContainerConfig {

// MeTanaHHHE KOHTeMHepa. HbpopmaLma
ONHOBHAYHO ONpelesyigeT ¥ MUISHTUOUMUMPYET KOHTENMHEP.
ContainerMetadata metadata = 1 ;

// 0O6pas mjsa UCIOJb30BAHUMA.

ImageSpec image = 2;

// KomaHma 3anycka (HanpuMmep TOouKa

Bxogma (entrypoint) nna docker)

repeated string command = 3;

// ApPTYyMEeHTH KOMaHIb (HampuMep koMmaHna (comand)
nnsa docker)

repeated string args = 4;

// Texkymasa pabouas IOUPEKTOPUS.

string working dir = 5;

// CHMUCOK IEepEMEHHHX OKPYXEHUS.

repeated KeyValue envs = 6;

// TOUukM M TOMa nJjid MOHTUMPOBAHUMA B KOHTeﬁHep.
repeated Mount mounts = 7;

// Koudpurypaumm Linux wu
Windows KOHTEMHEpPOB.
LinuxContainerConfig linux = 15;

WindowsContainerConfig windows = 16;

crieuuomuHLEe nJisd

message CreateContainerRequest {
string pod sandbox id = 1;
// KoHbuIypauus KOHTeMNHepa
ContainerConfig config = 2;
PodSandboxConfig sandbox_config = 3;

(onmcaHa BHIIE)

message ExecSyncRequest {

// ID KOHTeMVHepa.

string container_id = 1;

// KomaHma 3amnycka.

repeated string cmd = 2;

// BpeMH B CeKyHIOaxX OTBeIEeHHOEe IJid 3aBepllieHUA
KOMaHmEL. [lo-yMmosruanmio 0.

int64 timeout = 3;

service RuntimeService {
// BLIHOJ'IHS[@T KOMaHAY B KOHTCﬁHeDG CHUHXPOHHO.
rpc ExecSync(ExecSyncRequest) returns
(ExecSyncResponse) {}

B mapamerpax coobmennst ContainerConfig mocTymHbI
KOMaHJa 3allycKa, apryMEHTBl, MOHTUDPYEMBIC IHCKH,
KoH(uryparus konteitHepa gt Windows/Linux.

B wmaTepdeiice RuntimeService u ero merone

| ExecSyncRequest - 3ampoc Ha 3amyckaeMyl KOMaHIY.

Joctym Kk 3THM JaHHBIM, TO3BOJSIET pPEAIH30BATh
MEXaHU3MBl MPEJOTBPALICHUS aTak, HMEIIUX Te XKe
Bektopa uto u CVE-2022-31030, CVE-2022-1708, B
3aBUCHMOCTH OT HCTOib30BaHus ys3Bumoctd CVE-2021-
3669, CVE-2022-0811.

Pa3pa60TaB COOCTBEHHEIC peainm3anu, MCHCIKCPBI

KOoHTeliHepoB ~ cormacHo  cnemudukammsm  CRI/OCI,
BBICTYNAIOIIME B POIM  JEKOpaTopoB  (IarTepH
nmpoekTHpoBaHust ~ Decorator),  MO3BOJMUT  IIOMYYUTH

MHTErpaliOHHble TOYKM I IEepPEXBAaTa BBI30BOB 3allycKa
KOHTEHHEPOB M KOMaHJ B HUX HE3aBHCHUMO OT TOTrO, OyJeT
JI KOHTEHHEp HMCHOJIB30BaThCs OpkecTpatopoM Kubernetes
WIN  CHCTeMOM  KoHTeifHepm3ammu  Docker. Ot
WHTETPAIlIOHHBIE TOYKM IIepexBaTa IapameTpoB OyayT
SIBIISITBCSL  JIOCTATOYHBIMH ~ JUIS  Pa3pabOTKH  METO/OB
OOHapy>KeHUsI M TIPEAOTBPAIICHNS THUIIOB aTaK, ONMCAHHBIX
BBIIIIE.

V. MEXAHU3MBbI PEAJIU3ALIMM CUCTEMbI OBHAPYKEHU S
CONTAINER ESCAPE ATAK BO BPEMS BbIITIOJIHEHU A
HUCII0JIb3Y 1 EXTENDED BERKELEY PACKET FILTER.

Tem HE MCHEC, IJId pcain3alilui MCTOO0B 06Hapy)KGHI/I${
" MPCAOTBPALICHUSA aTaK HAIPABJICHHBIX HaA SAOpPO IIeJIEBOM
OC u ee cucTeMHbIe BbI3OBBI, MCTOAbI HpeI[J'IO)KeHHBIﬁ BBIIIIC
HC MMOAXOOUT U ’I‘pe6y€TC${ Oomee HU3KOYPOBHCBBIX TOAXOH
KOTOpBIﬁ MO3BOJIMT aHAJTU3UPOBATH BEChb IMOTOK CHUCTCMHBIX
BbI3OBOB U HAXOXXJACHUS CUTHATYP B UX MapaMeTpax.
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PaccmMoTpuM  BapmaHT — peanm3alMd  MeXaHM3Ma
ompenenennst  ys3BuMmoctin CVE-2024-23651 (ouepenHast
YSI3BUMOCTH ITPH 3KCIUTyaTaIli KOTOPOH yJaaeTcs HapyIIuTh
TpaHMIB! KOHTEHHEPa). YI3BUIMOCTh BO3HHKACT M3-32 TOHKH
BpEMEHH TIPOBEPKH/UCTIONB30BAHUS
(TimeOfCheck/TimeOfUse-TOCTOU) npu MOHTHpOBAaHHH
K3II-TOMa BO BpeMms cOopku KoHTedHepa. Buildkit
Npe/IaraeT WUCIOJIb30BAHME KOII-TOMOB C  ITOMOIIBIO
mupektuBel RUN  --mount=type=cache B Dockerfile, uro
MO3BOJISIET ~ MOHTHPOBATh  IOCTOSHHBIM ~ KaTajJor B
KOHTPOJIMPYEMOM MecTe BO BpeMst co3fanus oopasa Docker.
Orta (yHKIMOHAIFHOCTh IIpEeJHA3HAYCHA JUIS YIyqIICHHS
TIPON3BOIUTEIIEHOCTH WHCTPYMEHTOB, TaKHX KaK
MEHEKEPHl TAKeTOB, IIyTeM COXpPaHEHHs IOCTOSHHOTO
K3II1a MEXIy COOpKaMu.

Bo3MOXXHO yKa3aTh IyTh WCTOYHHMKA BHYTPH YXKe
MIPUMOHTHPOBAHHOW KEIl JUPEKTOPUH, W OBUIO BBISBIICHO,
YTO MPOBEPKA ATOTO IMyTH UCTOYHMKA CYIIECTBOBAHUE MYTH
U SIBISIETCS JIM OH JUPEKTOPHEH HPUBOAUT K COCTOSHHIO
roHKH. llapaiienbHO BBINONHSIONMKCS 3Talm  cOOpKH,
KOTOPBIM YK€ MOHTHPYET LEJICBOM KaTalor KdIIa, MOXKET
3aMEHUTH ITyTh HCTOYHHKA CUMBOJIMYECKON CCHUTKON MEXITy
NPOBEPKOM M HCHONB30BaHMEM  (T.6.  MCTOYHHKOM
CHCTEMHOTO  BBI30Ba  mount), YTO TPHUBOJUT K
HETPaBWIFHOMY MOHTHPOBAHHUIO ITPOM3BOJBHOIO KaTaiora
neneBoit OC B (¢aiiioByro cucteMy KoHTelHepa [16].

Jlis BBUIBIICHWSI MaHUITYJIALMA Ha YpoBHE (aitioBoi
CHCTEMBI, HEOOXOIMMO YMETh OTCICKHUBATH CHCTEMHBIH
Bb3OB: syscalls/sys mount [17]. Peanm3oBbIBaTh Takon
¢yaxmmonan no3sonser Extended Berkeley Packet Filter.

eBPF (extended Berkeley Packet Filter) - aTo mMommbIit
MeXaHn3M B spe Linux, KOTOpbIi MO3BOJSIET CO3AaBaTh M
BCTpaWBaTh NpPOrpaMMBbl WA aHaIW3a | (QuisTpanun
coObITMii B sape  omepanuoHHOW — cucteMbl.  OH
MIPEIOCTABISIET BO3MOXKHOCTH  PEAJIM30BBIBATH  ITHMPOKUA
CHeKTp (YHKLIMHA, BKJIIOYas MOHHUTOPHHI CHCTEMHBIX
BBI30BOB, CETEBYIO aKTHBHOCTh W IOBEJICHHWE KOHTEHHEPOB,
9r0 gemaerT ero d3(QEKTUBHBIM HHCTPYMEHTOM IS
obecrieyeHust ~ 0€30MacHOCTM W MOHHTOpPHMHra B
KOHTEHHEPHU30BAHHBIX OKPYKCHUSIX.

[porpammer eBPF 3amyckaroTcss mo COOBITHAM W
BBIMOJHAIOTCS, KOTJa SAPO WIM TPHIOKEHHE MPOXOIUT
OIIPEACNICHHYI0 TOYKY HOAKIIoueHus. IIpemomperneneHHbIe
TOYKM TOAKIIOYEHUS] BKJIIOYAIOT CHUCTEMHBIC BBI30BHI,
BXO/I/BBIXO U3 (DyHKIWH, TpaccHpOBOYHBIE TOYKU sIpa,
ceTeBble coOBITHS 1 MHOTHE npyrue [18].

Omncas Ha eBPF mporpammy manst MoHWTOpWHTa
YKa3aHHBIX CHCTEMHBIX (pyHKIHIA:

struct trace_event raw_sys mount {
unsigned short common_type;
unsigned char common_flags;
unsigned char common_preempt count;
int common_pid;
int__ syscall nr;
const char *dev_name;
const char *dir name;

const char *type;

unsigned long flags;

const void *data;

struct event {
_u32 pid;
__u8 dev_name[255];
_u8 dir name[255];
_u8fs type[l16];

__u64 timestamp;

const struct event *unusedevent __ attribute  ((unused));

struct {
__uint(type, BPF_ MAP TYPE RINGBUF);
__uint(max_entries, 1 << 24);

} events SEC(".maps");

SEC("tracepoint/syscalls/sys mount")

int trace_mount(struct trace_event raw_sys mount *ctx)

{

if (lctx) return 0;

const char *dev name = (const char *)ctx-
>dev_name;

const char *dir name = (const char *)ctx-
>dir_name;

const char *fs_type = (const char *)ctx->type;

struct event *event;

event = bpf ringbuf reserve(&events, sizeof(struct
event), 0);

if ('event) return 0;

u64 id = bpf get current pid _tgid();
u32 pid = id;

event->pid = pid;

u64 timestamp = bpf ktime get ns();
event->timestamp = timestamp;

bpf probe read user str(&event->dev_name,
sizeof(event->dev_name), dev_name);

bpf probe read user str(&event->dir name,
sizeof(event->dir name), dir name);
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bpf probe read user str(&event->fs_type,
sizeof(event->fs_type), fs_type);

bpf ringbuf submit(event, 0);
return 0;

}

M CTEHEPUPOBAB KITMEHTCKI KO HA HEOOXOINMOM SI3BIKE,
marpuMep 111 Go ucnons3ys bpf2go, MOKHO peaan3oBaTh
KOJ[ YTE€HHsI COOBITHI TOCTYIa K CHMBOJMYECKAM CCHUIKAM
[19]:

type Event struct {

Pid uint32
DevName string
DirName string
FsType string

TimestampMicros uint64

type ExploitDetectionHandler func(*Event)

func Listen(handler ExploitDetectionHandler) {
objs = bpfObjects{}
if err := loadBpfObjects(&objs, nil); err !=nil {

return
H
defer objs.Close()
chdir, err = link. Tracepoint("syscalls",

"sys_enter mount", objs. TraceMount, nil)
iferr I=nil {
return
} else {
defer chdir.Close()

readEvents(objs.Events, handler)

func readEvents(events handler

ExploitDetectionHandler) {

*ebpf.Map,

reader, err := ringbuf.NewReader(events)
iferr I=nil {

return

for {
record, err := reader.Read()
iferr I=nil {
if errors.Is(err, perf.ErrClosed) {

return

return

bpfEvent =
(*bpfEvent)(unsafe.Pointer(&record. RawSample[0]))

devName =
utils.ConvertCString(bpfEvent.DevName][:])

dirName =
utils.ConvertCString(bpfEvent.DirName[:])

fsType := utils.ConvertCString(bpfEvent.FsType[:])

timestampMicros := bpfEvent. Timestamp / 1000 //
eBPF timestamp is in nanos

handler(&Event {bpfEvent.Pid, devName, dirName,
fsType, timestampMicros})

}

PeanmzoBaB TPOBEpKYy MOHTHUPYEMOW JITUPEKTOPHU
(dirName) ma macky "/var/lib/docker/buildkit/executor/([a-
zA-Z0-91{24,})/rootfs/" cMoxxeM OOHApyKUBaTh M3MEHEHUC
TOYKA MOHTHPOBAHHS KEIla W €ro IpeIHaMEPEHHOTO
M3MCHCHUS.

Hcronp3yst MexaHU3MBl ONMCAHUS TTOBE/ICHNSI OCHOBAHHBIE
Ha CTaTWYHBIX MpaBWIaX, HA OCHOBE KOTOPHIX paboTaioT
OOJIBIIMHCTBO CHCTEM OOHapyxeHHs1 BTopxkeHHH (Intrusion
Detection  Systems, IDS), B0O3MOXHO pealn30BaTh
KOHQUTypUPYEMYIO JHHAMHYECKYIO CHCTEMY OOHapY)KEHHUS
aTaK Ha ypOBHE IIENEBOM OINEPAIIOHHON CHCTEMBI U MOXKET
ObITh 3aJeliCTBOBAaH HE TOJNBKO JUISI TIPUMEHEHHS C
MEHe/KepaMu KOHTeHHepoB. [Iporenypa co3maHusi IpaBuil
MOKa3blBaeT, 4ro s 3(dexTHBHOrO MOHUTOPHHTA
0e30MacHOCTH HEOOXOOMMO HWMETh TOYHBIC 3HAHHUSA O
3allyIIEHHBIX B KOHTEHHEpax CepBHCAaX. JTO BKIIIOYACT
TOYKM KOMMYHHUKanuH, TpeOyemble IIyTH GaiijioB u
Ha3BaHus mnporpamm [20]. Takoil moaxox o3HA4aeT dTO
HaOOp TpaBmi Ui aHaiW3a MJODKCH OBITh ITOCTOSIHHO
OOHOBJIEM.

VI. 3AKJIFOYEHUE

KonrelinepnsnpoBanHble  cpepl  007aga0T  CBOMMH
YHUKJIBHBIME ~ (D)aKTOpaMu  TIOJBEPKEHHOCTH  YIpo3aM.
Cymectyromme yrpo3s! u pucku (CVE) HampaBieHHbIE Ha
TaKue CPeAbl OTIMYAIOTCS CBOSH Pa3HOHANPABIECHHOCTHIO B

HaIlpaBJICHUHW  HUCIIOJIb30BaHUU yHBBPIMOCTeﬁ. HaubGonee
KPpUTHYCCKUMU, C MOEH TOYKH 3pCHUA,  ABJISIIOTCA
YA3BUMOCTU TIO3BOJIAIOIIUE HapyHIUTb NEpUMETp

KOHTCHHEpa W TIOBBHICHTh NPUBWICTUH TIPH peaTU3aIiu
ataku. [IpemokeHHBIE MEXaHM3MBI B CTAaThe MO3BOJISIOT
peann30BaTh CUCTEMBI ONPEICIICHAS W IPEIOTBPAIICHNUS (Ha
ypoeae CRI) momoOHBIX ysa3BEMOCTeH. OTAETBHBIM
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ACIIEKTOM SIBIISIETCS CO3/IaHME 0a3bl CUTHATYD JUIS aHAIH3a B
000MX TMOAX0AaX, OCOOEHHO B YAacTH JAWHAMHYECKOTO
aHainm3a ocHoBaHHoro Ha c¢BPF. Amamus ma eBPF mia
OITMCaHMs CUTHATYPBI TpeOyeT 3aJaHus NaTTepHa IIOBEICHH
CHCTEMBI, W 4YeM pa3HoOpa3zHee  IPEAIIONaraeMblil
3aJaBaeMblii TATTEpH, TeM OOJbIIE ACIEKTOB CHCTEMBI
HeoOXoauMo HaOmoAaTe ¢ moMmombio (GuibTpoB. 3amada
OIMMCAaHWA IIATTEPHOB YK€  pEIIaeTcss  HEKOTOPHIMH
CYIIECTBYIOMNMH MTPOIYKTaMH Ha PBIHKE, BOIPOC MacIITada
HaOIONEHUS W TiepexBaTa C MOMOINbI0 (GriIbTpoB Tpedyer
KOHQUTypyeMOero TIoaxoJa K  HACTPOHKE  IPaBHI
pearnupoBaHusL.
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Abstract—Network processing unit (NPU) is a pro-
grammable processor. Its architecture is optimized to work
in network devices and to provide stable packet processing
mode. Such processing units are made to deal with the
extraction, classification and processing of network packets.
High-performance network switches meet a raw of different
requirements. Main of these requirements are: support for a
large number of network protocols (usage scenarios) and high
bandwidth. Devices that are based on modern NPUs are able
to transmit data at high speeds: up to 52 terrabits per second.
To develop new NPUs it is necessary to determine which parts
of such kind of processing units are the most important to
pay attention to. To design a competitive device the following
aspect should be clear: what are the main trends and possible
improvements of the technical solutions that can be found
in modern NPUs of common network vendors.

In this article authors make a review of some latest devices
of major manufacturers. The purpose of this review is to
emphasize the most effective architectural solutions to use
them for a new device and to improve its characteristics.
The criteria of provided review are as following: NPU pro-
grammability, NPU type, chip characteristics, performance,
classification table sizes, network packets pipeline features,
memory organization, software structure, used monitoring
methods, supported queuing methods, supported policies
of QoS. Authors focus on several devices designed by the
following companies: Huawei, Cisco, Broadcom, Barefoot and
Nvidia. As a result the most perspective solutions found in
observed devices documentation are highlghted. Also a set of
NPUs parts that are of the greatest interest for the following
improvements has been found.

[. GENERAL VIEW ON NPUS ARCHITECTURE

In general, a network packet processing device [1], [2],
consists of five main blocks:

1) interface modules for receiving input data and trans-
mitting output data with optional buffering;

2) programmable blocks for packets processing that
can be implemented using a pipeline;

3) internal memory;

4) external memory access control unit;

5 CPU or CPU interface.

Common NPU architecture is shown in Figure 1.

1)

2)

- 1
Input data | Programmable pac " Output dat
interfaces | processing unit: ﬁl[ interfaces
j Q9 p
Memory Acce A L~ Internal
Control Unit I ‘ ‘—v memory
x
The contro
processor

Fig. 1: Common NPU architecture

Interface modules for receiving input data and
transmitting output data with optional buffering.
Interface for receiving input data are PHY receiving
data block interfaces that implements an access
to the physical data transmition environment. The
data received from these interfaces is interpreted as
incoming packets and transmitted to the packet pro-
cessing units. Interfaces oh the output data are the
PHY physical environment transmitters interfaces.
Programmable packet processing blocks. Packet
processing blocks implements core NPU features:
packet fields emphasizing; classification; modifica-
tion. These functions can be performed sequentially
by one block or in parallel on many different blocks.
The packet processing units can be fully or partially
programmable, can be equipped with some special-
ized processors or with processors based on general-
purpose processor cores. The programmability capa-
bilities are defined by the type of NPU.

Internal memory, memory on the chip. The in-
ternal memory in located on the chip. Most of the
implementations use this memory to store the clas-
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TABLE I: Comparison of modern

network processors according to the review criteria

Name Release Performance Process programma- | . . Available switches inter-
year bility P faces configurations
Marvell Octeon 10 | 2024 | 800 Gb/s | Yes | SoC ARM processor | 16x50 GbE
Broadcom Trident 5 | 2022 | Up to 16.0 Thys | Yes | ASIC | 24x400GbE 8x800GbE
128x400GbE, 256x200GbE,
Marvell Teralynx 10 2023 Up to 51.2 Tb/s Yes ASIC 512x25/50/100GbE
64x800GbE,  128x400GbE,
Broadcom Tomahawk 5 | 2022 Up to 51.2 Tb/s Yes ASIC 956x200GbE
L 64x800GbE,  128x400GDbE,
Nvidia Spectrum 4 2022 Up to 51.2 Tb/s Yes ASIC 256x200/100 /50/25/10GbE
. ‘ 4x400GbE,  24x100GbE,
IF'I;“‘WEI NetEngine 8000 | o5, Up to 6.4 Th/s Yes ASIC 48x50GbE, 240x10GbE,
448xGbE
. 36x400GbE, 48x100GbE,
Cisco Nexus 9800 400G 2019 Up to 14.4 Tb/s Yes ASIC 10x25x50GbE

=

sification tables, some of them even use it to store
packet bodies. SRAM and TCAM memory types are
used for internal memory.

External memory control unit. Network switches
can be equipped with blocks of external mem-
ory (DDRDRAM or RLDRAM arrays) for temporary
placement of the processed packets bodies, . As
usual, classification tables and other data that needs
fast access are located in internal memory or in
TCAM memory blocks. Metadata of the processed
network packet such as: header, output port, packet
body address (in memory) are usually located in
register files. Access time for the external memory
is access time to external memory is several times
bigger than to on-chip memory. That is the reason
why the packet bodies, binary trees and hash-tables
for packet classification can be stored using this
memory.

CPU or CPU interface. In network switches the
processing unit can be implemented as a processor
based on general-purpose processor cores that is
presented by separate micro scheme element or by
a certain part of the network processor VLSI. The
processing unit is frequently used to implement
the administrator interfaces and the management
software. It is also responsible for some auxiliary
problems: collecting statistics, providing an access
to peripheral devices and etc. These problems are
not directly related to the packet processing. Pe-
ripheral devices interfaces are made to connect the
processing unit that is responsible for system man-
agement and external NPU blocks.

II. STOCKING POINTS OF THE MODERN NPUS
DEVELOPMENT

Modern NPUs architectures have many growth points:

o network packet header processing;
« organization of the memory hierarchy;

organization of classification tables;

organization of the NPU pipeline;

organization of re-processing network data units;
organization of the processing program,
organization of queues;

quality assurance methods;

methods of monitoring the state of the NPU.

III. REVIEW OF MODERN NPUS

A. Criteria of the review

The following criteria are used to make the review of
network switches architecture:

year of release;

brief description;

price (price of the network device that uses NPU).
performance - maximum possible bandwidth of the
switch;

processor unit programmability - ability to develop
new programs for network traffic processing, pro-
gramming language and SDK (Software Development
Kit) that are used for it;

type - ASIC, NPU or integrated circuit based on
general purpose processors;

available configurations of the switch interfaces;
key architecture features description (if available):

- device [ network packets pipeline structure;

- network packets processing units characteristics;

- traffic control unit structure;

- classification tables memory type;

- classification tables features (used data struc-
tures, size) ;

- the location of memory blocks for package bod-
ies and classification tables relative to the crystal;

chip characteristics (if available):

- energy consumption;
- process technology;
- micro-scheme square;
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TABLE II: Comparison of modern network processors according to the review criteria

Device / p ac!(et packet processing classification tables | Organization of energy technical
Name processing pipeline | processors memo e the classifica- consumption rocess
structure characteristics y op tion tables P P
Marvell Octeon P.rogr.ammable vector network pack- DDRS On the chip 70 Br 5 nm
10 pipeline ets handlers
.| Programmable
g;iidgom Tri pipeline and | No data g?ared AcCess MeM= 1 oy the chip No data 5 nm
NetGNT Y
Marvel P?ogyammable No data No data On the chip L5 kWt per de- 5 nm
Teralynx 10 pipeline vice
Broadcom Tom- P.rogyammable No data No data On the chip 4 kWt per de- 5 nm
ahawk 5 pipeline vice
e 500 Wt per chip,
Is\lvéfi?um 4 Piroeglriir:mable No data No data On the chip 2 kWt per de- | 5nm
p pip vice
Huawei . 2 T6/c: 1.6 kWr;
NetEngine Piroeglriarllr:mable No data No data ?a?dsthe linear 6.4 Tb/s: 23 | No data
8000 F8 PP kWt per device
;;880400GN6XHS Il;rlc))eglriir;lmable No data TCAM On the chip No data 7 nm

- control processor on a chip (if provided);
- type of CPU interface;
- used methods of switch parameters monitoring;
- supported queuing methods, QoS policies;
- switch software architecture.

Review focuses on the following devices:

1) NVIDIA (Mellanox) SPECTRUM-4

2) Marvell Teralynx 10

) Marvell Octeon 10

) Broadcom Tomahawk 5

)

)

)

B W

Broadcom Trident 5
Cisco Nexus 9800
Huawei NetEngine 8000 F§

~N O U1

B. NVIDIA (Mellanox) SPECTRUM-4

Nvidia Spectrum 4 Proccessor [3]in an programmable
ASIC (Application-Specific Integrated Circuit). This al-
lows users to set its work up according to some certain re-
quirements of an application. Bandwidth of this processor
51.2 terrabits per second. Such a high perfomance gives
this processing unit an opportunity to deal with large
data volumes rather effectively. Spectrum 4 provides dif-
ferent configurations of the switch interfaces, for exam-
ple: 64x800GbE, 128x400GbE, 256x200/100/50/25/10GbE.
Different methods of switch parameters monitoring are
available using this processor, for example: FabricView
telemetry, open and scalable API. Processing unit is
equipped with fully distributed packets buffer. This fea-
ture increases the effectiveness of network packets pro-
cessing.

The manufacturer also provides an adaptive routing,
load balancing and network congestion. Traffic manage-
ment and congestion prevention become more effective
due to this feature.

The technical process of the processing unit is 5
nanometers. It leads to high performance and low energy
consumption. The processor consumes 500 watt per chip
and 2 kilowatts per device. This is a quite low energy con-
sumption for a processor with such a high performance.

Finally, processing unit can be used with different
CPUs (Control Processing Units), such as: Intel x86, AMD
x86, ARM. Interface to connect with the CPU is PCle4
x4.

C. Marvell Teralynx 10

This device was developed in 2023 [4]. Its bandwith
equals to 51.2 terrabits per second. Processing unit is pro-
grammable and compatible with SDK Mellanox Teralynx
7.

The device has a programmable network packet pro-
cessing pipeline that uses special processor cores. Traffic
management is organized using the control processing
unit. Classification tables are stored with special memory
that is located on the chip.

Technical process of this device equals to 5 nanometers.
Its energy consumption equals to 1.5 kilowatts. The man-
ufacturer keep the square of the microscheme in secret.
Chip is equipped with a control processing unit of ARM
arcitecture with PCIe5 x4 interface.

Special proprietary Teralynx Flashlight utilities are
used to monitor the switch parameters.

QoS policies hardware support includes the following
features: big packet buffers and scalable shared law la-
tency bus.

D. Marvell Octeon 10

Marvell Octeon 10 processor was introduced in 2024 [5].
It is a SoC ARM with 3 ARM Neoverse N2 2,7 gigahertz
cores with several hardware accelerators on the chip.
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TABLE III: Comparison of modern

network processors according to the review criteria

. used methods of | quality quality architecture of
name CPU on the chip CPE interface monitoring the | assurance management the device soft-
P switch parameters methods methods ware
Marvell Octeon Yes, ARM with 36 Network  analytics: | hardware queue | Hardware queu- | Proprietary
ARM Neoverse N2 | PCle 5 .
10 sFlow, IPFIX management ing Marvell
2,7 GHz cores
Broadcom Tri- | Yes, 6-core ARM No data No data Broadview Gen No data No data
dent 5 processor 4
propritary ~ Teralynx Big buffers,
Marvell ARM —micropro- PCle5 x4 Flashlight utilities, | No data scalable. shared Mellanox SDK
Teralynx 10 cessor bus with low
P4 bus telemetry 1
atency
Competible with 80?5;3[12 with
Broadcom Tom- | ARM  micropro- OpenBMC, Open p )
No data No data No data Open Network
ahawk 5 cessor Network Install Install
Environment )
Environment
Adaptive
Nvidia FabricView telemetry, | Fulle routing,  load
Spectrum 4 No PCle4 x4 open and shared API | distributed balancing, No data
P WJH packet buffer congestion
control
Huawei Monitoring of the | Software  and
NetEngine No No data key performance | hardware No data No data
8000 F8 indicators (KPI) queuing
. Monitoring of the
Cisco  Nexus |\, PCle 4 SPAN and RSPAN | Hardware queu |y 4.0 No data
9800 400G ports ing

Maximum bandwidth provided by this processing unit
equals to 800 Gb/s. It supports a configuration with 16
ports with 50 GbE for each. Manufacturer provides a
programmable pipeline with vector packets handlers and
specialized cores. DDR5 memory is located on the chip.
Energy consumption of the processor equals to 70 watts,
its technical process equals to 5 nanometers.

Network analytics methods such as sFlow and IPFIX
are used to monitor the switch parameters. Device sup-
ports such queuing methods as hardware queues manage-
ment and hardware queuing.

Software architecture is Marvell proprietary.

E. Broadcom Tomahawk 5

Broadcom Tomahawk 5 [6] processing unit was re-
vealed in 2022. Its price is not in public access.
Bandwitch of this device equals to 51.2 terrabits per
second. Processor is programmable, NPL language is
used to make programs for it. This processor is an
ASIC (Application-specific integrated circuit). The de-
vice supports different switch interfaces configurations:
64x800GbE, 128x400GbE, 256x200GbE. Network pack-
ets processing is performed on the chip using a pro-
grammable pipeline. The following classification tables
are supported by this processing unit: 128 thousands
of MAC table records, 4 thousands of VLAN table
records, 850 thousands of ALPM(V4) records, 360 thou-
sands of ALPM(V6_64) records and 240 thousands of
ALPM(V6_128) records.

The device using this processor consumes 4 kilowatts
of power. CPU is located on the chip, it is a 6-core ARM
that wark with OpenBMC and Open Network Install
Environment.

F. Broadcom Trident 5

Broadcom Trident 5 [7] processor is programmable and
was presented in 2022. Its technical process equals to 5
nanometers. It leads to a high bandwidth of 51.2 terrabits
per second. This processing unit is an ASIC. It supports
different switch interfaces configurations: 64x800GbE,
128x400GbE and 256x200GbE.

Programmable pipline is responsible for packet pro-
cessing. The following classification tables are used:
128 thousands of MAC records, 4 thousands of VLAN
records, 850 thousands of ALPM(V4) records, 360 thou-
sands of ALPM(V6_64) records and 240 thousands of
ALPM(V6_128) records.

Energy cosumption of a device using this processor is
up to 4 kilowatts. CPU is located on the chip, it's a 6-
core ARM that works with OpenBMC and Open Network
Install Environment. This feature provides an effective
software architecture and quality management.

G. Cisco Nexus 9800

The device was introduced in 2022, its announced
bandwidth equals to 6.4 Tb/s. This NPU is an ASIC with
programmable pipeline. The device supports different
configuration of such interfaces as Ethernet 100GbE,
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50GbE, 40GbE, 25GbE, 10GbE and 1GbE. Classification
tables are stored using linear cards with TCAM memory.
The device have two different performance modes: 2
Tb/s and 6.4 Tb/s. Energy consumption when using these
modes equals to 1.6 KWt and 2.3 KWt correspondingly.
This device supports intelectual monitoring of key
performance indicators(KPI). Both software and hardware
instruments are used for queuing and traffic management.

H. Huawei NetEngine 8000 F8

This device was presented in 2019. Its bandwidth equals
to 14.4 Tb/s. This NPU is an ASIC with programmable
pipeline. Its technical process equals to 7 nm.

The device supports different of such interfaces con-
figurations as: 36x400GbE, 48x100GbE and 10x25x50GbE.
Classification tables are stored via TCAM that is located
on the chip.

This device is equiped with Intel Xeon general pur-
pose processor with PCI Express interfaces of the fourth
generation. The SPAN and RSPAN ports monitoring is
supported. Hardware instuments are used for queuing and
traffic management.

. Comparison of the reviewed architectures

All considered NPUs belong to the backbone class, with
the exception of Marvel Octeon 10. It is used for endpoint
maintenance of 5G network base stations. Also, almost
all processors are made according to modern 5nm and
7nm process technologies, which allows the considered
NPUs to have significantly reduced power consumption.
A comparison of the considered SPAS according to the
review criteria is presented in the tables: I, II, III.

Modern solutions in the architectures of the considered
NPUs allow to achieve speeds up to 51.2 TBit/s. Some
NPUs use GDDR5 memory to store classification tables,
which makes the device cheaper, unlike using TCAM
memory.

Almost all of the considered NPUs are of the ASIC type,
which simplifies the production and design of the chip,
but complicates the implementation of new protocols.

IV. SOLUTIONS TO THE PROBLEMS OF MODERN NPUS

A. Header processing

The header processing stage includes separating the
packet body and extraction separate headers for each
supported protocol. This process is crucial for under-
standing how to handle the packet correctly. The use
of packet descriptors, which are special data structures
that store the header fields required for processing, can
improve the efficiency of further packet processing. These
descriptors allow for quick access to the necessary header
information, thereby reducing the time needed to send
necessary information between conveyor stages.

B. Memory organization

In network processing devices, memory is organized
hierarchically to ensure high performance. High-speed
SRAM is used for temporary storage of packets and
metadata, DRAM is used for larger data storage, and cache
memory is used to speed up access to frequently used
data. This organization allows for the efficient processing
of large volumes of network traffic in real time. Clas-
sification tables are also stored in the memory units to
facilitate quick lookup and efficient packet processing.
This organization allows for the efficient handling of large
volumes of network traffic in real time.

C. Classification tables organization

Modern classification tables use various variants of
binary trees as methods of searching and storing data. The
problem with this solution is a large number of pointers to
the memory cells that store the rules. Using data hashing
methods aside of Linked Lists, it is possible to achieve
better overhead memory performance, and even improve
search time. As downside, the time for inserting a new
rule into the table worsens slightly.

D. Pipeline organization

Pipelining plays a vital role in achieving effective data
processing in network devices. It enables faster commu-
nication speed by allowing for parallel processing while
maintaining optimum utilization of network bandwidth
resources. Data transfers over networks can be problem-
atic when dealing with heavy volumes, packet loss during
transmission or routing process can add additional delays
and reduce network efficiency, which can lead to poor us-
ability in communication. There is a raw of investigations
that focus on different aspects of pipelines development,
for example: [8], [9],The pipelined architecture is able to
send numerous packets simultaneously serially without
stopping until all packets have been sent without waiting
for previous acknowledgments from receiver. Pipelining
enables the overlapping processing of packets at different
stages/stations of network communication lines, allow-
ing more efficient utilization of available bandwidth and
resources over the network. Pipelining techniques for
packet switching reduces network latency and response
times to a minimum while reducing congestion points
since simultaneous processing reduces intermediate wait-
ing time/queues formation leading to high bandwidth
usage optimization rates that improve overall network
performance.

E. Queueing methods

Queueing mechanisms are used in any network device
where packet switching is used — a router, a network
switch, or a destination node. The need for a queue
arises during network congestions. If the cause of the
congestion is the processor block of the network de-
vice, then the raw packets are temporarily placed in
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the input queue. In the case when the cause of the
congestion is the limited speed of the output interface
(and it cannot exceed the speed of the supported protocol),
the packets are temporarily stored in the output queue.
Using intellectual queuing methods leads to increasing
the effectiveness by decreasing buffer time of input or
output ports. Also queuing methods often make queues
based on some packet priorities. This leads to some of
remarkable abilities for implementation of QoS policies.
There is a raw of queuing policies [10], that are used in
modern network devices, for example:

1) FIFO - First In First Out

2) Priority Queuing

3) Custom Queuing

4) WFQ - Waited Fair Queuing

Adding features related with configuration of queuing
methods into network devices makes it universal and
increases its performance.

F. QoS methods

Quality of Service (QoS) is an important aspect in
modern network technologies. QoS techniques can be
applied in various areas to ensure the reliability and
availability of mission-critical applications. The following
QoS methods allow you to manage the use of available
network resources, optimize data transfer and ensure
priority for mission-critical applications:

1) bandwidth limitation

2) priority management

3) delay control

4) jitter control

5) limiting the number of data packets

These methods can be applied in different areas, for
example: mobile networks [11], high performance net-
working [12] and etc. However, there is some limita-
tions: QoS methods may require additional resources and
complex network configuration, which may increase the
cost and complexity of its maintenance. In addition, the
effectiveness of QoS methods may depend on the type of
network applications and network characteristics that are
used in a certain network device.

G. Monitoring network switches parameters methods

This point is very important, because monitoring net-
work switches parameters gives automatic or manual con-
figuration systems an opportunity to change the current
device configuration according to real-time parameters
values. Monitoring can be used for a raw of different
problems, for example: filtering of network data [13],
preventing DDoS attacks [14],and etc. All manufacturers
of network devices also provide monitoring tools. Making
data that is collected by this tools more accurate and full
and making user interfaces of such tools more friendly
for users increases QoE metrics of network devices.

V. CONCLUSION

In this article authors make a review of some latest
devices of major manufacturers. The article considered
the architectural problems of modern NPUs faced by
major manufacturers: Huawei, Cisco, Broadcom, Barefoot
and Nvidia.

The results of the review were possible architectural
solutions that can be applied in the new NPU. Also a set
of NPUs parts that are of the greatest interest for the
following improvements has been found.
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I. INTRODUCTION

Quality of Service (QoS) is a technology that provides
different classes of traffic with various priorities in service [1].
This work considers the following 4 QoS indicators:

o bandwidth;

« latency;

o jitter;

o loss ratio.

In modern conditions, it is critically important to create
sovereign solutions in the field of algorithmic support for QoS
management in heterogeneous channels in data transmission
networks (DTNs). Known approaches and products (manage-
ment complexes of cloud and/or edge computing, software-
configurable overlay networks, etc.) can hardly be called
entirely Russian. Firstly, they contain several modules that
are either proprietary or freely distributed foreign software.
Secondly, the mentioned intelligent network management tools
are trained based on foreign repositories. Additionally, passive
borrowing of applied task settings for centralized/decentralized
resource management of DTNs and the widespread use of ex-
isting algorithmic support hinder the proactive development of
the theoretical base and mathematical apparatus for effectively
solving the growing number of applied tasks for managing
and optimizing the use of DTN resources. All this does not
allow creating trusted software complexes and, in general,
does not lead to ensuring technological sovereignty of the
Russian Federation in the field of information technology. The
reasons for the current problematic situation in the field of
mathematical and algorithmic support are:

o the lack of adequate mathematical models of modern
DTN and their components, due to the scale, complexity,
and dynamic development of the systems themselves;

« the uncertainty and non-stationarity of the DTN structure,
data transmission flows;

« incomplete available information about the internal algo-
rithms of the functioning of DTN hardware and software,
related to trade secrets;

« insufficient use of a large amount of observations that
indirectly contain useful information about the current

Dmitry Volkanov
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load level and state of various parts of DTNs;

o lack of trusted training sample resources for software
configuration; “poverty” of existing resources in terms
of the diversity of scenarios of heterogeneous data flow
fluctuations;

o lack of theoretical results on estimation in some classes
of stochastic systems.

This article considers a range of subtasks related to the
formation of training sets that can be used to solve the tasks of
analyzing and predicting the QoS of heterogeneous channels
in DTN.

Section 1 of this article presents the formulation of the
problem of predicting the quality of heterogeneous channels in
DTNG. Section 2 describes the QoS parameters for the hetero-
geneous channel, and section 3 provides the choice of methods
for collecting and storing network traffic. Section 4 contains a
description of the architecture of tools for collecting, storing,
and analyzing network traffic.

II. FORMULATION OF THE PROBLEM OF PREDICTING THE
QUALITY OF HETEROGENEOUS CHANNELS IN DATA
TRANSMISSION NETWORKS

Informally, the problem of predicting the quality of hetero-
geneous channels in DTNs can be formulated as follows:
Given:

o a set of characteristics of the studied heterogeneous
channel (maximum bandwidth, maximum packet loss
percentage, etc.);

1) maximum bandwidth;
2) maximum packet loss percentage;
3) nominal range of delay fluctuations.

o a network traffic trace collected on this channel over
the time interval [0; 7], containing information about the
headers of protocol data units from the data link layer
(L2) to the transport layer (L4). It may also contain infor-
mation about application layer (L7) headers to simplify
traffic identification and extract information about QoS
characteristics.

o a set of QoS indicators:
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bandwidth;
latency;
Jitter;

loss ratio.

Required:

o determine the QoS indicator values over the interval
[0; T

o predict the QoS indicators over the time interval (77 7.

This problem is broken down into the following subtasks:

1) development of methods for calculating numerical val-
ues of QoS indicators for the heterogeneous channel,

2) development of methods for collecting network traffic;

3) development of methods for storing network traffic;

4) development of methods for predicting QoS indicators
of the heterogeneous channel.

This article considers subtasks 1, 2, and 3.

III. QOS PARAMETERS FOR THE HETEROGENEOUS
CHANNEL

Let’s take a closer look at the four QoS indicators and
consider ways to calculate them [2].

1) Bandwidth: Bandwidth is a quantitative characteristic
that reflects the data transmission capabilities of a particular
connection medium. In DTNs, bandwidth refers to the amount
of data that can be transmitted from one point to another in a
certain period.

2) Type-P-One-way-Delay: Measuring one-way delay in-
stead of round-trip delay is due to the following factors:

o In heterogeneous channels, the path from the source to
the destination may differ from the path back to the
source ("asymmetric paths”), so different sequences of
intermediate network nodes are used for the forward
and backward paths. Independent measurement of each
path reflects the performance difference between the two
paths.

o Even if the two paths are symmetric, they may have
differing delays due to the asymmetric organization of
the queuing mechanism.

« Application performance may depend mainly on perfor-
mance in one direction. For example, file transfer using
TCP may depend more on the performance of the data
flow direction rather than the acknowledgment direction.

o In QoS-enabled networks, provisioning in one direction
may radically differ from provisioning in the reverse
direction, and hence QoS guarantees differ. Independent
measurement of paths allows verifying both guarantees.

3) Jitter: Jitter is the difference in packet delays within the
same stream.

If the period before a packet that has reached the device
is sent by the device differs from one packet to another
in the stream, fluctuations occur, and QoS deteriorates. For
some services (voice, video), the presence of high jitter is
unacceptable as it causes real-time interruptions.

4) Loss rate: Packet loss occurs when one or more data
packets transmitted over a DTN do not reach their destination.
Packet loss can be caused by either transmission errors or
network congestion. Packet loss is measured as a percentage
of lost packets relative to sent packets:

PLR = N"-N"

where N;, and N, are the total number of transmitted and
received protocol data units (PDUs) respectively. This estimate
can be easily performed by extracting all packet sizes in real-

time, which are transmitted and received respectively.

IV. METHODS FOR COLLECTING AND STORING NETWORK
TRAFFIC

In the work [3], three main methods of traffic collection
with different memory requirements were considered:

« collection of all packets;
o collection of network flow;
o collection of extended flow.

In the first method, the collection, processing, and storage
of a copy of each traffic packet for subsequent analysis are
performed. These data contain complete information about the
packet headers and the information transmitted in the packets.
When using the second method, the size of the collected
information is reduced due to the fact that the network flow is
a set of network packets that meet several conditions (such as
packets sent approximately at the same time, having the same
source address and port number, having the same destination
address and port number, using the same protocol). The
extended flow collection includes the collection of all packets
and network flow. At the same time, information from the flow
is added to the information directly from the packet headers
or the information transmitted in the packets. Together, the
extended flow may also contain additional information from
some external source, such as the geographical location of the
source and destination IP addresses. For the task of predicting
QoS for heterogeneous channels in DTN, it is sufficient to
collect information only about network packet headers and
apply a hash function to user data. When collecting data,
the device on which the traffic collection is carried out also
anonymizes it, including the anonymization of confidential
data and truncation of data not required for further use.

When collecting traffic, each packet arriving at the device
must go through processing, including the following stages:

1) filtering;

2) anonymization;
3) compression;
4) storage.

Various data storage methods can be used for storing
network traffic, such as files (e.g., log files); databases and
their combinations [3]. Each of these methods has its own
aspects. Most data collection and analysis applications support
the pcap format [4], so it was chosen as the storage format.
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Fig. 1: Diagram of the collection and analysis system archi-
tecture

V. ARCHITECTURE OF TOOLS FOR COLLECTING,
STORING, AND ANALYZING NETWORK TRAFFIC

The ability to capture packets and save them for subsequent
analysis allows the tasks of information collection and its
analysis to be separated.

Thus, the process of data collection can be represented in
the form of the following components [5]:

« a tap device that collects information directly from the
data stream;

o a server that saves the collected data;

« an analysis server that analyzes the collected data.

The diagram depicts the process of collecting and analyzing
network traffic. A tap device is connected to the network and
captures all incoming and outgoing traffic. The collected data
is sent to the server, where it is stored in pcap files. The
analysis server processes the collected data to predict QoS
indicators.

VI. CONCLUSION

This paper has presented an approach to collect and store
network traffic for solving the problem of predicting the qual-
ity of heterogeneous channels in DTNs. The proposed method
collects only the necessary data, ensuring its anonymization
and compression. The architecture for collecting and storing
traffic separates the collection process from the analysis,
enabling efficient and secure data handling. Further work will
focus on developing methods for predicting QoS indicators
based on the collected traffic data.
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Abstract—At the stage of development of transport logistics
in the conditions of the data economy, the processes of
information transmission to railway, automobile and aviation
vehicles that carry out the movement of goods or products at
distances in a transport corridor equipped with radio access
points are being investigated. The task of ensuring continuity
of communication with vehicles over the distances of the
transport corridor has been set and solved, in which there are
differences in the parameters of access to the data transmission
network in the geographical zones of this corridor. New
information and logical models for intelligent management
telecommunications have been developed — data transmission
from the control point to the vehicle. The novelty of the models
lies in ensuring continuous transmission of information when
passing a vehicle in neighboring distances, which differ in the
parameters of access to the data transmission network. To
implement novel models, it is recommended to apply a method
consisting in the implementation of these models in well-
known technical solutions - in digital platforms for supporting
organizational systems processes. The positive effect of the use
of novel models is to ensure continuous communication with
vehicles and, as a result, to increase stability when remotely
controlling the movement of these vehicles along the distances
of the transport corridor.

1. INTRODUCTION

The development of the logistics industry at the current
historical stage of the data economy [1, 2] is characterized by
an increasing scale of automation of transport logistics
processes, which should ensure the achievement of the
targets of projects for the delivery of goods and products to
on time and with the declared quality.

In transport logistics, these processes are:

* logistics processes that solve the problems of organizational
and financial support of ways of delivering goods and
products to along transport corridors [3-5];

« transport (track) processes that solve the tasks of logistical
and digital support on railways, highways and aviation lines,
for example [6] (the work examines organizational, technical
and engineering measures for the development of digital
infrastructure);

* information and telecommunication processes that provide
solutions to the problems of controlling the movement of
vehicles over the distances of the transport corridor, for
example [7] (problems of information interaction in railway
and maritime transport logistics are studied), [8] (methods
and models, technologies and technical solutions designed
for adaptive management of information systems are
studied).

A.A. Zatsarinnyy
Federal research center "Computer Science and Control”
Russian Academy of Sciences
Moscow, Russia
alex250451@mail.ru

A. The subject area of the research

In Fig. 1 presents a structural diagram of processes and
tasks in a logistics project, which are implemented on the
basis of the forces and resources of enterprises-owners of
goods and products, -operators and -manufacturers of
products, enterprises-purchasers of goods, -product
maintenance centers, factories, logistics companies and
centers, transport enterprises and companies providing
information and  telecommunications  services  in
geographical areas (hereinafter referred to as areas) adjacent

to the transport corridor.
Telecommunication
processes
Information
processes

Track processes

Logistics
processes

Tasks
of logistics and

Organizational and operation Taslc-s

financial support for managing the
task = movement

: of vehicles

‘ Purpose I
logistics project

Fig. 1. A block diagram of processes and tasks in a
logistics project (projects).

The block diagram of processes and tasks (Fig. 1) clearly
shows the logical connection between the tasks that need to
be solved and the processes that need to be completed in
order to achieve the target of a logistics project:

< The target of a logistics project can be achieved by
solving the tasks of organizational, financial,
logistical support, operation and management of the
movement of vehicles >. 1)

J

< The tasks of the logistics project (1) can be solved
by performing logistics, track, information and
telecommunication processes >. 2)

The subject area of this research is the
telecommunication processes of information transmission
between the vehicle movement control point and its on-board
equipment in the conditions of the information digitalization
stage, which is infrastructurally characterized by highways
equipped with radio access points to data transmission
networks in areas of the transport corridor with the
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possibility of accessing the Internet and further to vehicle
control points (systems).

B. Relevance of the research

This study is being conducted for the first time and is due
to a specific factor inherent in the stage of digitalization of
information in the data economy, consisting in various types
of activities in the transport corridor zones carried out by
small, medium and large enterprises that locate their offices
and branches, retail outlets, repair centers, gas stations,
stations, including radio access points to data transmission
networks in these areas.

Each enterprise requires radio communication services
with access to the data transmission networks of the
companies providing these services in the areas under
consideration, followed by Internet access to conduct digital
operations by type of activity.

The diversity factor is inherent, in particular, in
companies providing radio communications, data
transmission, information and meteorological services, as
well as other services, including vehicle location, navigation
and video surveillance of vehicles, including aircraft.

Along with the intensive economic development of areas
in the transport corridor, which, in fact, is evidenced by this
factor, it is also a source of a new objective situation that can
have a negative impact on the processes of data transmission
to vehicles.

The reason is that the parameters of access to data
transmission networks for service providers, as a rule, differ.
As a result, communication is interrupted for the time of
changing access parameters for vehicles.

In order to clarify and formalize the entities related to this
objective situation, based on the analysis of scientific and
scientific and technical publications, for example [8, 9], and
patents (RU2744296C1, RU2784715Cl1), a hypothetical
scheme for supporting the processes of organizational
systems (enterprises, companies, services, ...) participating in
logistics projects in the transport corridor has been developed
(Fig. 2).

A digital platform for
supporting
organzafional systems |

processes
for example, based on
5
patent No. 2744296)

Seurce data, includmg
location vehicles

Organizational systems —
parficipants
of logistics projects in the
transport corridor

Carry out

Logistics, track, information and telecommunication processes with the use of

> Eailway vehicles > > Maotor vehicles > >A¥iaﬁ on vehicles >

Ensures confinuity of communication between control points
and vehicles

Support

The m eaning of the digital platform

Automatic structure

- change in the
virtual data chamnel /

Impreving stability
when driving
avehicle

Fig. 2. A hypothetical scheme of support processes for
participants in logistics projects.

Based on a cognitive-subjective examination of the
content of the circuit components (Fig. 2), conducted taking
into account the hypothetical possibility of using the
resources indicated in the diagram of the digital platform for
supporting organizational systems processes (patent
RU2744296C1), the study formulated the following chain of
logical judgments (3) — (6):

< The digitalization of information in the data
economy is characterized by a factor of diversity of
activities in the areas of the transport corridor,
including the provision of radio communication and
data transmission services >. 3)

J

< The technical reality at the distances of the
transport corridor, which is due to factor (3), is the
heterogeneity of access parameters vehicle
equipment to data transmission networks >. “4)

< Movement of vehicles at transport distances The
corridor is carried out in the conditions of technical
reality (4) >. &)

d

< During the movement of vehicles in conditions (5),
objective situations may arise — at the next distance
of the transport corridor, the parameters of access to
the data transmission network differ from the
parameters previous distance >. (6)

< If an objective situation arises (6), there is a break
in communication between the control point and the
vehicle at the time of making changes to the access
parameters >. @)

From the above chain of logical judgments (3) — (7) it
follows that in transport logistics, at the stage of
digitalization of information in the data economy, new
situations objectively arise that can initiate interruptions in
the processes of managing the movement of vehicles in
transport corridors.

Thus, conducting the research aimed at preventing
(preventing) communication interruptions caused by the
manifestations of the considered objective situation is an
urgent event.

C. Research problems

In order to prevent interruptions in communication
between control points and vehicles driven by them, due to
the circumstances discussed above, the following scientific
and scientific-technical research tasks have been set and
solved.

The scientific problem is to ensure the continuity of
communication between the control point and the vehicle
during its passage along the distances of the transport
corridor equipped with radio access points, regardless of the
difference in the parameters of access to data transmission
networks set in them.

The scientific and technical problems of the research is to
develop novel information and logical models for intelligent

86



management telecommunications - data transmission from
the control point to the vehicle.

The information and logical models for intelligent
management telecommunications are tools for solving a
scientific problem.

The solution of the problems set is designed to ensure the
stability of vehicle control by maintaining continuity of
communication during the change at the next distance of the
parameters of access of its equipment to the data
transmission network (for example, the parameters "login"
and "password").

The research adopted the following initial assumptions
regarding the process of transferring information from the
control point to the vehicle.

1. Information is transmitted via a composite data
transmission channel, in which the following components are
technically compatible:

virtual data transmission channel from the control point
of the cargo carrier to the radio access point;

the radio communication channel from the radio access
point to the on-board equipment of the vehicle, which is
located in the direct radio visibility zone.

2. A virtual channel is understood as a means in a data
transmission network based on packet switching, which,
during the passage of a distance, ensures the transmission of
information from the control point of the cargo carrier to the
point of radio access.

3. A radio access point is understood as a remotely
controlled radio station equipped with interfaces, on the one
hand, with a virtual channel, on the other hand, with the on-
board equipment of the vehicle, and which provides
information reception from the control point and its
transmission to the vehicle.

Examples of composite data transmission channels:

from the control point of the railway enterprise to the
telecommunication equipment of the (unmanned) train;

from the control point of the carrier company to the
telecommunication equipment of the (unmanned) vehicle;

from the control point or from the station of an external
pilot of an aviation company to the telecommunications
equipment of an (unmanned) aircraft.

II. ANALYSIS OF MODELS FOR INTELLIGENT MANAGEMENT

In this research, models for intelligent management
telecommunications are understood as models of managing
information and telecommunications systems developed
using the cognitive efforts of subjects and modern
information technologies for structuring semantic knowledge
bases and network management of processes, for example
[10-12]. Examples of such models are intellectual property
objects — digital platforms to support the activities of
organizational systems with capabilities:

(a) automatic development and application of solution
scenarios to prevent the negative impact of "hidden
problems" — possible problem = situations (patent
RU2744296C1); in this research, the "hidden problem" is the
threat of a break in communication between the control point
and the vehicle;

(b) automatic recognition of the address of the incoming
system based on the "need for information", the formation of
a data transmission channel and the transmission of the
required information from the outgoing system (patent
RU2784715C1); in this study, "need for information" is the
need to control the movement of a vehicle.

The analysis of the entities of the subject area related to
the solution of the problem was carried out on an array of
scientific  articles, including [13-19] and patents
RU2715104C1, RU2767605C1, RU2769359C2,
RU2805539C2, RU2814573C1, taking into account logical
judgments (3) — (7).

In the analysis carried out, attention is drawn to the
influence exerted on the development of novel models by
external, in relation to the considered, information transfer
processes that accompany the logistics and track processes of
transport logistics (Fig. 1), business processes of other
enterprises operating in the areas of the transport corridor.

External information transmission processes use the
productive resources of enterprises providing information
and telecommunication services in the areas of the transport
corridor.

At the same time, the number of productive resources
may be limited due to the following circumstances (8) — (11).

< The development of the economy in the areas of
the transport corridor is accompanied by an increase
in the number of wusers of information and
telecommunication services. Resources in the areas
of the transport corridor >. ()

< Increasing the information load on radio access
points and on the data transmission network in the
areas of the transport corridor >. Q)

< The incommensurability of user needs in terms of
the permissible time of information transmission with
the growth rate of information load and productivity
of information and telecommunication resources in
most of the areas of the transport corridor >. (10)

< When developing novel models for intelligent
management telecommunications, there is a need to
justify the requirements for the data transmission
channel to ensure timely transmission time
information formulated in contractual agreements >. (11)

Based on the results of the analysis, logical judgments (3)
— (7) and circumstances (8) — (11), the following works were
performed in the research.

1. A typical model of telecommunications architecture in
transport logistics for unmanned aircraft systems has been
developed that meets the requirements of the international
standard [20].

2. The closest analogue (prototype) for the novel models
for intelligent management telecommunications of a
technical solution for preparing a scenario to prevent
communication interruptions between the control point and
the vehicle in the event of a threat from a "hidden problem"
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has been determined. It is a "Digital platform for supporting
organizational systems processes" — patent RU2744296CI1.

3. Based on the productive resources of the prototype
(point 2), a novel information model for intelligent
management telecommunications has been developed — data
transmission from the control point (external pilot station) to
the vehicle.

4. The closest analogue (prototype) for the new models
for intelligent management telecommunications has been
identified for a technical solution for the formation of a new
virtual data transmission channel in the area of the transport
corridor in the event of a threat from a "hidden problem". It
is a "Digital platform for supporting organizational systems"
— patent RU2784715C1.

5. Based on the productive resources of the prototype
(point 4), a logical model for intelligent management
telecommunications has been developed — data transmission
from the control point (external pilot station) to the vehicle.

III. TYPICAL ARCHITECTURAL MODELS FOR
TELECOMMUNICATIONS IN TRANSPORT LOGISTICS

In the analysis of well-known publications and technical
solutions (section 2), the search was conducted of
telecommunications schemes similar in function used to
control the movement of "specific" means - railway,
automobile and aviation in transport logistics.

As a result of the conducted research of analogies and
differences in the requirements for telecommunications
facilities due to the belonging of a vehicle to a particular
type, the following provisions are formulated.

< The objectives of telecommunication facilities for
the implementation of functions in the processes of
information transmission are similar in the "specific"
requirements >; (12)

< The parameters of telecommunication facilities can
be different >. (13)

Based on the provisions (12) and (13), the structural
transformation of well-known telecommunications models in
transport logistics into a single architectural form was carried
out and standard models of telecommunications architecture
in transport logistics were developed.

Fig. 3 shows an example of a typical telecommunications
architecture model built for remote control of aircraft flight
in accordance with the general requirements of the
international standard [20].

In Fig. 2 is marked:

T1, T3, ..., T2N-1 — the time of entry of aircraft V1, V2,
..., VN into the radio visibility zone, respectively, of points
R1,R2, ..., RN of radio access;

T2, TS, ..., T2N — the time of departure of aircraft V1,
V2, ..., VN from the radio visibility zone, respectively,
points R1, R2, ..., RN of radio access.

At the same time, various options for radio access modes
are acceptable.

A logical understanding of the typical model of
telecommunications architecture for unmanned aviation
(Fig. 3) allowed us to formulate the following particular

\ T — I

\Vh—-D5 \ | BT

'.\ '|,| Remate location Y

Radio access Radio access Radio access
point £ paint &7 paoint By
| 2

FPublic data nstwork

External External
pilofs pilot's ‘
stafion 51 stafion 53
Fig. 3. A typical model of telecommunications

architecture for unmanned aircraft systems.

statements that are important for the development of
unmanned aviation transport:

< Each radio access point can be tuned to the same
radio frequency when the conditions are met:
T3> T Ts>Ta; ..., Ton > Tona >, (14)

< As a consequence of (14). It is enough to place one
at each radio access point a radio station remotely
controlled by one external pilot >. (15)

< As a consequence of (15). A significant reduction
in telecommunications, information and management
resources in aviation transport logistics >. (16)

IV. METHODOLOGICAL APPROACH TO INTELLIGENT
MANAGEMENT TELECOMMUNICATIONS IN LOGISTICS

The following models, technological and technical
solutions were used in the selection of essential components
in the novel models for intelligent management
telecommunications and in determining information flows
between components and with the external environment.

1. The architecture of a typical telecommunications
model in transport logistics (Fig. 3) — as a sample for
displaying.

2. Technological solutions to ensure compatibility
between their information systems of organizational systems,
for example [21] — for conditions of dynamic parameters of
access to data transmission networks in order to ensure
continuity of communication between control points and
vehicles.

3. A digital platform model with the ability to
automatically develop a solution scenario to prevent a
negative impact on business processes, for example patent
RU2744296C1 — as a sample when creating a digital
platform for intelligent management telecommunications
with the ability to develop and apply a solution scenario to
prevent a break in communication between the control point
and the vehicle.

4. A (digital platform model with the ability to
automatically determine the address of the incoming system
and transfer data to it, for example patent RU2784715C1 —
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as a sample when creating a digital platform for intelligent
management telecommunications with the ability to
automatically determine the radio access point, form a virtual
channel and transmit data from the control point (external
pilot station) over it.

In order to methodically study the issues of choosing
essential components and their relationships and determining
information flows, the issue of applying the well-known
methodology of adaptive management of an information
system [8] to the subject area of this study was considered.

As a result, it seems possible to apply in the study those
provisions of the methodology [8] that relate to its target
settings. As a result, a novel methodic approach to intelligent
telecommunications management in transport logistics has
been developed.

In Fig. 4 shows the purpose and objectives of the
methodic approach to intelligent telecommunications
management in transport logistics. The purpose of this
methodic approach is to develop novel information and

logical models for intelligent management
telecommunications in transport logistics.
Ensuring
stahility in information support
in the environment of information
transmission processes in the
areas of the fransport
corridor
At the stages of the life cycle of the network of
virtual data transmission channel s in the areas
h 4 of the transport corridor h J
4 The stage of
e oot i
virtual channel

network
network
The information model
for intelligent
managem ent
telecommunications

Monitoring and
reconfiguration of
the virtual channel

network

L]

Synthesis of the g
virtual channel
network structure

|

A logical m odel for
» intellizent managem ent
telecommunications

Fig. 4. Purpose and objectives of the methodic approach
to intelligent management telecommunications.

A

V. INNOVATIVE SOLUTIONS FOR TELECOMMUNICATIONS IN
LOGISTICS TRANSPORTATION

A. The information model for intelligent management
telecommunications

The information model for intelligent management
telecommunications at transport corridor distances was
developed using a methodological approach (Fig. 4) and
characterizes the composition of essential components used
in:

synthesis of the network structure of virtual data
transmission channels in the transport corridor;

reconfiguration of this network at the operational stage,
depending on the location of vehicles on the distances of the
transport corridor.

The block diagram of the intelligent control information
model is shown in Fig. 5.
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—_ — —

Eadio accesspoints

| IT enterprises in
the area of the
transport corridor

-~

Neswarkof virmal
data tremisin i sion channels

Virtual channels

FPublic network
(Iternet)

Enterprises
participating in
transport logistics

A digital telecommunications
management platform

Fig. 5. Block diagram of the information model for
intelligent management telecommunications.

The rule for reconfiguring virtual channels in the data
transmission network of the transport corridor is shown in
Fig. 5 in relation to the VH vehicle as follows:

< By the time T, a virtual channel K; is formed to
transmit information from the station SM of the
external pilot to the vehicle VH and back >. (17)

< By the time Tj, a virtual channel Ky is formed to
transmit information from the station Sy of the
external pilot to the vehicle Vi and back >. (18)

The rule < (17) N (18) > of reconfiguration of virtual
data transmission channels corresponds to all vehicles and
stations of external pilots (control points) that control the
movement of vehicles over the distances of the transport
corridor

In general, this rule is structured in the form of a logical
model for intelligent management telecommunications,
presented in section 6.

The table:

shows a brief description of the components in the
information  model  for intelligent = management
telecommunications (Fig. 5), essential in relation to the
information transmitted from the stations of the external pilot
(control points) to vehicles at the distances of the transport
corridor, taking into account the time constraints on the
availability of virtual data transmission channels;

examples of specific virtual channels K; and Ky of data
transmission, the station Sy of the external pilot, the vehicle
Vu and the time T; and Tj of the readiness of the channels for
transmitting information from the station SM to the VH
vehicle are given
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Table. Characteristics of the essential components in the
information model.

Purpose (in relation to

Essential : . Active state
components the information (main fragments)
transfer process) &
Readiness to transmit |Receiving data  with
data to the vehicle V' |information from the
Virtual via the radio access st.ation S of the gx.terna}l
point Ry by time 77. |pilot and transmitting it
channel K. to the vehicle Vi in the
time period from 77 to
T;.
Readiness to transmit |Receiving data  with
data to the vehicle ¥y |information from the
Virtual via the radio access | station Sy of the external
channel Ky. | point R;by time 7. |[pilot and transmitting
them to the vehicle Vy
from time 7.
Readiness to receive | Transmission of control
control information | information to a vehicle
External pilot from enterprises via virtual data
stations and participating in transmission  channels
control points | transport logistics, its | (for example,

structuring, analysis, |transmission of control
formation of a solution |information to a vehicle
scenario and transfer of | V).

control information.

(example —
station Su).

Readiness to
reconfigure virtual
channels in the data
transmission network

Receiving data  with
control information about
the locations of vehicles
from enterprises

A digital in accordance with the |participating in transport
platform for | requirements for the |[logistics, and about the
telecommunic time of network resource parameters of IT
ations reconfiguration enterprises in the areas of
management. | (examples — 71 and 7)) |the transport corridor.

and with the locations
of vehicles at the
distances of the
transport corridor.

Readiness to transfer |Transfer of  control
control information |information about the
about the parameters of | parameters of its radio
its resources to a communication resources

IT enterprises
in the areas

of the . o
digital and data transmission
transport .. ..
. telecommunications |networks to a digital
corridor. o
management platform. |telecommunications
management platform.
Readiness to transfer |Transfer of  control
control information |[information about the
Enterprises | about the locations of |locations of vehicle at the
participating | vehicle at the distances | distances of the transport
in transport of the transport corridor to a digital
logistics. corridor to a digital | telecommunications

telecommunications
management platform.

management platform.

B. The logical model for intelligent management
telecommunications in a logistics project

Based on

the conducted cognitive analysis of the characteristics of
the essential components in the information model for
intelligent management telecommunications (Section 5.1),

using a methodological approach to intelligent
telecommunications management in logistics (Section 4),

and guided by the rule < (17) = (18) > (Section 5.1) on
the configuration of virtual data transmission channels, a
typical logical model for intelligent management
telecommunications has been developed for use in a
logistics project at transport corridor distances.

The term "typical model" refers to a property of the
logical model for intelligent management that allows it to be
replicated for use in other logistics projects when managing
the movement of their funds in the same transport corridor.

The logical model, along with the information model, is
the basis on which data processing processes are built in a
digital platform (Fig. 5) for telecommunications
management.

This model is shown in Fig. 6 and represents a formal
structure with connections of essential components in an
information model with operations (functions) reproduced in
a digital platform.

The logistics
project C;
as been delivered

Y (mj. im hyd—K,=D(T; C: S, Vi Ry)
i n i
Electronic models of An dectromc m odel of
virtual data transm ission the virtual channel The digital

channels in the transport (4——
corridor
Kn=D (I}; Ci; Sm: Vi Ri2)

network is being
created in the semantic
database

{ Monitoring the time of

entry of the vehicle

into the joint radio
commumnication zone
(&-AZ)

4— telecomm unications ——
management platform

D,
Enterprises
participating in
transport logistics

N —

'y

4

‘A vehicle 7 entered the
joint radio communicati o
zone of the points R;and

Riradio access?

The virtual channel is
being created in the
infrastructure of the
transport corridor
K

The wvirtual
data transm ission

Fig. 6. Block diagram of the logical model for intelligent
management telecommunications.

Based on a survey of the semantic content of the logical
model for intelligent management telecommunications (Fig.
6) its essential property is determined and the formula (17) of
the model is developed:

essential property: the control object in the logical
model is the data transmission channel K, between the
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station Sm of the external pilot (control point) and the
vehicle Vy,

running in the transport corridor through the radio access
point R;,

created in the logistics project C;,

based on a digital telecommunications management
platform,

by transformations over the operator D (Tj; Li; Sm; Vh;
Rj;),

performed from the time Tj of the vehicle's entry into the
radio communication zone (Zj - AZj).

The formula:
V (n,j,i,m, h): 4 — K,=D (T Ci; Sm; Vi; Rj;),

I;=F(Z- AZ), (17)
Where
Z; — coordinates of the radio access point R;;
AZ;— radius (distance) from the radio access point R;;
(Z; - AZ) — a joint radio communication zone with
vehicle access to the Z; and Z;.; radio access points in the
transport corridor.

VI. CONCLUSION

The research of the information transmission processes in
the conduct of logistics projects in the areas of the transport
corridor equipped with radio access points to data
transmission networks of enterprises doing business in these
areas, including IT enterprises. The features of the
infrastructure of these areas for the stage of digitalization of
the data economy, which is characterized by the expansion of
the use of logistics, track, information and
telecommunication processes, are considered.

The subject area of the research is defined — the processes
of information transfer between control points for the
movement of  wvehicles and their on-board
telecommunications equipment in the conditions of the stage
of digitalization of information and with the unity of
approaches to railway, automobile and aviation modes of
transport.

It was found that the technical reality at the distances of
the transport corridor is the heterogeneity of the parameters
of vehicle access to data transmission networks. This reality
made it possible to identify the "hidden problem" of the
formation of a break in communication between the control
point and the vehicle, at least for the time of making changes
to the access parameters.

The tasks of preventing the manifestation of this problem
have been set and solved. This is a scientific task — to ensure
the continuity of communication between the control point
and the vehicle during its passage along the distances of the
transport corridor equipped with radio access points,
regardless of the difference in the parameters of access to
data transmission networks set in them, and a scientific and
technical task - the development of novel information and
logical models for intelligent management
telecommunications.

The  structural transformation of  well-known
telecommunication models in transport logistics into a single
architectural form has been carried out and typical models of
telecommunications architecture in transport logistics have
been developed. The article provides, as an example, a
typical model of telecommunications architecture for
unmanned aircraft systems (Fig. 3).

A novel methodic approach to intelligent management
telecommunications in logistics has been developed (Fig. 4).
The application of this approach has allowed to carry out the
necessary research and achieve a scientific result — to
develop novel information and logical models for intelligent
management telecommunications in transport logistics.

A novel information model for intelligent management
telecommunications has been developed (Fig. 5). The model
characterizes the components and information flows
characterizing the subject of the research.

A novel logical model for intelligent management
telecommunications has been developed (Fig. 6). The model
is a formal structure with connections of essential
components in the information model and with operations
(functions) reproduced in the digital platform.

The primary effect of using novel information and logical
models is to ensure the continuity of aircraft traffic control in
conditions of heterogeneity of access parameters to data
transmission networks in the areas of the transport corridor.
The effect is achieved by timely preventing the negative
impact of "hidden problems" caused by heterogeneity of
access parameters.
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Abstract—This paper explores the use of blockchain technology
to increase the reliability and fault tolerance of data storage in
applications for the RunOS Software Defined Networking (SDN)
controller. An overview of existing bapproaches and blockchain
technologies has been conducted, and a theoretical model for
integrating blockchain with RunOS has been developed. An
experimental stand has been created, where tests have been
carried out to assess the performance of the proposed solution.
Recommendations on the optimal configuration as well as the
model to obtain approximate optimal parameters for the Ten-
dermint consensus algorithm are proposed.

Index Terms—blockchain, data storage, RunOS, SDN, network
controller, Tendermint

[. INTRODUCTION

In recent years, blockchain technology has gained signifi-
cant popularity due to its ability to provide reliable and secure
data storage. The blockchain is a distributed database that
stores information in the form of a chain of blocks, each of
which is protected by cryptographic methods. This technology
is widely used in various fields, including finance, logistics and
healthcare.

One of the promising areas of blockchain application is to
ensure fault tolerance and reliability of network applications.
In particular, this paper discusses the use of blockchain for
storing application data of the RunOS network controller.
RunOS is a programmable platform for creating network
applications that allows to flexibly manage network resources
and quickly respond to changes in the network.

The main purpose of this study is to demonstrate the
potential of using blockchain as a fault-tolerant data storage
mechanism for RunOS applications. To achieve this goal, an
experimental stand consisting of a RunOS controller and a
blockchain network was assembled. Tests were carried out at
this stand, which made it possible to identify the most effective
configuration of the blockchain network consensus algorithm,
as well as to obtain data on the functional relationship between
the transaction flow rate, the average transaction size and the
proportion of rejected transactions.

As part of the study, a review of the subject area was con-
ducted, including existing work in the field of SDN (Software-
Defined Networking) and blockchain technologies. An exper-
imental setup and test procedure are described, experimental
results are presented, and a model is developed to select the

optimal values of the blockchain configuration based on the
data obtained.

This work contributes to understanding how blockchain
can be integrated into network applications to increase their
reliability and fault tolerance, and offers practical recommen-
dations on the use of this technology in network controllers.

II. PROBLEM STATEMENT

There is a self-learning switch of the second level (12-
learning-switch, hereinafter - L2 LS) in the form of an appli-
cation for the RunOS network controller and a blockchain for
storing application data. The task is to identify dependencies
that would allow to configure the blockchain network (in
particular, the consensus parameters in this network) in an
optimal way.

To achieve this goal, we define the following variables:

« throughput of the blockchain network (1) — the number
of transactions entering the distributed registry, per unit
of time;

o transaction flow rate (f) — the number of transactions
received by validator nodes during the experiment per
unit of time;

o share of rejected transactions (Q = 1 — ?) — share of
transactions per unit of time that entered the network but
are not included in blocks;

¢ average transaction size (s) — average transaction size
in the transaction stream;

« configuration of the consensus algorithm (C;,7 € 1,2, 3)
there is a tuple (b, p, 7), b — the speed of the byte stream
of transaction transmission, p — the number of perma-
nent connections, 7 — interval voting; the configuration
options presented in the table I are considered.

Consensus algorithms configurations are based on the priori
knowledge acquired from running blockchain networks in
production environments. A similar set of variables has proven
to be efficient in consensus algorithm performance assessment
[1].

It is required to identify the dependencies T'(Cj, f) and
Q(Ci, f), i € 1,2,3. For a better configuration, investigate
the dependencies T'(s, f), Q(s, f). Tabular data on these
dependencies allows us to approximate the functions f(s, Q)
and s(f,Q) in order to find a solution to the following
problems. The first task is to maximize f for a given s = s
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TABLE I
POSSIBLE CONFIGURATIONS OF THE CONSENSUS ALGORITHM

Parameter Option 1 (C7) | Option 2 (C2) | Option 3 (C3)
b, Mb/s 6 1 6

p 15 10 10

T, S 4 15 15

on the system requirements. The choice in favor of blockchain
storage should be made in case of increased requirements
for data confidentiality, reliability, redundancy and security,
provided that a decrease in performance is acceptable.

and a given limit on the proportion of rejected transactions

Q_0:

maz f(s0,@Q)

1
Q< Qo M

The second task, which does not depend on the first, is
to maximize s for a given f = fy with a given limit on the
proportion of rejected transactions ¢ < Q.

maz 5(fo, Q)

2
Q< Qo @

ITI. SURVEY

It was made based on the following goals and criteria:

« features of data storage in blockchain storage compared to
a centralized database (availability of a trusted party, data
confidentiality, reliability and fault tolerance, redundancy,
security);

« integration of SDN controllers and blockchain systems
(controller, topology construction method, blockchain
technology used);

o consensus algorithms (synchronization, Byzantine fault
tolerance, scalability, throughput, transaction finalisation).

A. Features of data storage in blockchain storage

One of the main advantages of blockchain storage compared
to centralized databases is the absence of the need for a trusted
third party. This is achieved due to the decentralized nature of
the blockchain, where each node of the network stores a copy
of the entire block chain. The main aspects covered in this
part of the review include:

o Data Privacy: Blockchain provides mechanisms to en-
sure data privacy, which is especially important in net-
work applications.

« Reliability and fault tolerance: Thanks to decentraliza-
tion, the blockchain provides a high degree of reliability
and fault tolerance of data.

o Backup: All nodes of the network contain a complete
copy of the blockchain, which ensures reliable data
backup.

o Security: The use of cryptographic algorithms and con-
sensus mechanisms ensures a high level of data security.

In practice, the preference in favor of one or another method
of storing the data of the SDN controller is chosen depending

TABLE II
COMPARISON OF APPROACHES: BLOCKCHAIN AND CENTRALIZED
DATABASE
Comparison criteria Blockchain Central
Database
Trusted Party Can work with- | Requires a
out a trusted | trusted party

party

Data privacy

All nodes have
access to all

One can set ac-
cess levels for

data data

Reliability/ fault tolerance The data is | The data is
distributed stored in
between  the | the central
nodes database

Efficiency

It takes time
to reach
consensus and
complete  the
transaction

No overhead
for consensus

Reservation

Each node has
a complete last

copy

Some  nodes
may have an
incomplete
copy of the
data

Security

Cryptographic
tools are used

Traditional ac-
cess control is

used

B. Examples of integration of SDN and blockchain systems

In recent years, various approaches to the integration
of software-configurable network controllers (SDN) with
blockchain systems have been actively explored. These studies
show that combining the flexibility and manageability of
SDN with the reliability and security of the blockchain can
significantly improve the efficiency and stability of networks.
Examples of successful integration include using the Ryu
controller with the Ethereum blockchain, the POX controller
with Ethereum, and ONOS with Multichain. The main aspects
of such integrations, including the controller used, the way the
topology is built, and the blockchain technology, are presented
in the table III.

TABLE III
EXAMPLES OF INTEGRATION OF PC CONTROLLERS AND BLOCKCHAIN
SYSTEMS
A. Praveen PK. S. Book ra,
Rahman, Fernando, Sharma, M. Geur-
Md. JinWei [9] | S. Singh, | roumi, L
Nashidul S.  Jang, | Romdhani
Islam [8] JH. Park | [11]
[10]
Controller Ryu Ryu POX ON
Building a | Mininet Mininet Mininet Mininet
Topology
Type  of | Ethereum Ethereum Ethereum Multichain
Blockchain
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The table shows that Mini net is often used to build a topol-
ogy, and Ethereum is a popular blockchain technology due to
its support for smart contracts and wide distribution. However,
depending on the specific requirements of the project, other
combinations of controllers and blockchain systems can be
used. For example, integration with ONOS and Multichain
may be preferable for corporate networks that require a high
level of security and access control.

C. Consensus algorithms

The results of the review of consensus algorithms are
presented in the table IV. In the process of analyzing various
consensus algorithms for blockchain applications used in SDN
network controllers, the Tendermint algorithm stood out as
the most suitable option to achieve the goals of this study.
One of the key advantages of Tendermint is its asynchronous
operation model, which ensures the stability of the system
in conditions of high network load and instability, which
is critically important for applications in RunOS network
controllers. The algorithm is also able to withstand up to 1/3 of
malicious nodes, ensuring reliability and security in network
conditions with possible attacks.

TABLE IV
CONSENSUS ALGORITHMS COMPARISON
PoW [2] | PoS [3] | PBFT Tendermint{ Hashgraph
[4] [5] (6] (7]

Validators | High High Low Med. Low
number
scaling
Tx. Low Variable | High High High
number
scaling
Through- | Low Med. / | High High High
put High
Tx. Probabi- | Several 1-3s 100ms-3 | Several
finality listic seconds s seconds

within

10 min

Tendermint’s scalability and throughput make it suitable
for use in high-load SDN applications where fast processing
and reliable data storage are required. In addition, Tendermint
provides fast transaction completion, which is critical to main-
taining process continuity in real-world use cases.

D. Survey Conclusion

In the context of this work, where both the flexibility of
setting the access level and high bandwidth are important to
support the efficient operation of network applications, Tender-
mint (together with the Cosmos blockchain development tools)
is the preferred choice. These aspects make it a suitable plat-
form for the development and implementation of blockchain
applications, especially in environments where both scalability
and a private operating environment are required.

This work is based on the guarantees of security and
fault tolerance of the Tendermint consensus algorithm and the
Cosmos SDK library for creating blockchains.

IV. THE BLOCKCHAIN DEVICE-STORAGE AND
APPLICATIONS FOR THE CONTROLLER

A. Blockchain Application architecture

The RunOS blockchain application follows the modular
architecture of the Cosmos SDK, organized into several key
components that are common to blockchain applications. The
most important of them are shown in the figure 1. The actual

W @

Fig. 1. Blockchain application architecture

application (app) contains the basic logic and parameters
for the blockchain application. The main functionality of
the blockchain is implemented here. The command module
includes command line tools (Command Line Interface, CLI)
for interacting with the blockchain. There are directories for
the blockchain daemon (RunOS chain) and the REST server
(RunOS chain REST) to interact with the blockchain via HTTP
requests.

The Protobuf module contains definitions of Protocol
Buffers for the blockchain. Protocol Buffers is a method
of serialization of structured data, often used in blockchain
applications to determine the structure of transactions, blocks
and other data.

The L2 LS application stores the basic data structure pre-
sented in the listing 1 in the blockchain storage.

Listing 1
THE RECORD STORED IN THE BLOCKCHAIN

type Record struct {
dpid string,
mac string ,
import string ,

R T R S

However, it is possible to switch to “flexible” untyped fields
to quickly connect an arbitrary Runos application without
implementing a separate type of stored data and recompiling
the application. This data structure is presented in the listing
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2. The disadvantage of this approach is the rejection of field
type control.

Listing 2
THE STRUCTURE OF THE FLEXIBLE RECORD

type Flex Record struct {
Flex Data
map[interface {}]interface{}

AW —

The test util provides testing utilities, including assistants
for working with the keeper (state management), network
simulation and data sample generation.

A separate directory contains custom modules for
blockchains based on the Cosmos SDK. These modules
extend the functionality of the blockchain application with
specific capabilities, such as token management, voting, or
other domain-specific logic. In particular, the config store
module has been implemented, which provides configuration
management functionality in the blockchain. This may include
processing blockchain parameters, management suggestions,
or other configuration data.

B. Application architecture for RunOS

The include/L2LearningSwitch.hpp header file defines a
class for L2LS that inherits from the Application class, in-
dicating that it is a standalone application component within a
larger system. The class is designed to interact with network
switches, handle events such as connecting the switch to the
network (onSwitchUp) and initializing the application with the
necessary configurations (init).

The L2LearningSwitch class contains methods for initializ-
ing the application, responding to network events, and private
members for managing network packets and interactions with
the switch. The HostsDatabase class manages a database of
MAC addresses of hosts and their associated ports on the
switch. This functionality is important for the learning aspect
of the switch, allowing it to remember where hosts are located.

The src/L2LearningSwitch.cc source file implements the
functionality declared in L2LearningSwitch.hpp, providing the
logic for L2LS to work. The file begins by registering the L2
Learning Switch application with dependencies such as the
controller and switch manager. The Qt network access func-
tions (for example, QNetworkAccessManager, QNetworkRe-
quest) are used to interact with external services or databases
to obtain and configure port information based on MAC ad-
dresses. The init method configures event listeners for switch-
related events, and the onSwitchUp method configures new
switches with the necessary flow rules for packet forwarding.
Finally, the basic logic for studying MAC addresses and packet
forwarding has been implemented. This includes processing
incoming packets, updating the host database, and making
forwarding decisions based on the information received.

V. EXPERIMENTAL STUDIES

In order to evaluate the performance of the blockchain
storage at the experimental stand, a series of experiments were
performed.

A. Description of the experimental stand

The architecture of the experimental stand is shown in
the figure 2. The blockchain application is deployed in 16
instances on separate virtual machines. Each of the machines
has Ubuntu 22.04 and Golang 1.21 OS installed. Each of the
virtual machines has 2 cores and 4 GB of RAM. dIt01-dIt04
virtual machines are running on a cluster with an Intel Xeon
E5645 processor. dlt04—dlt16 virtual machines are running
on a cluster with an Intel Xeon ES5-2630 v3 processor. The
blockchain application is compiled using the Cosmos SDK
version v0.50. There is also an instance of the RunOS network
controller running the L2 Learning Switch application written
in C++. The RunOS instance interacts with OpenvSwitch
Mininet v2.2.2. Mininet — software for deploying virtual
networks. In order to ensure application compatibility, a REST
API server is written in the Go language, which is accessed
by the L2 Learning Switch. In turn, the server sends requests
to the gRPC node of the blockchain. On the blockchain tuples
of the form (dp_id, eth_addr, port) are stored. Test runs were
carried out, which demonstrated the compatibility and correct
operation of the stand components.

The initial deployment of the blockchain network was
performed using Ansible scripts. Ansible is a machine config-
uration management system written in the Python3 program-
ming language that implements part of the approaches of the
“Infrastructure as a code” class (“TaaC”).

HOST: a0z
OpenSwitch i |
vt / - | OcTansHete yane |
plp  VoenGnowueiwa | i

HOST: diot
WH B e

Ysen Gnokueiia
RUNOS | TR
ADAPTER

HOST: runos

v e

Ocransise
& --pzp--

HOST: ditts

/I

P yaen Gnokueiika
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HOST:ditt6
/ 2

Yaen Gnokueitna

Fig. 2. The scheme of the experimental stand

B. Objectives of the experimental study

Three experiments are being conducted with the following
goals:

1) compare the performance of Redis-based storage and
blockchain storage with different number of nodes;

2) collect empirical data to identify the dependence of
network bandwidth and the proportion of rejected trans-
actions on the configuration of the consensus algorithm
and the total flow of transactions entering the network;
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3) collect empirical data to identify the dependence of
network bandwidth and the proportion of rejected trans-
actions on the average transaction size in the stream and
the total flow of transactions entering the network.

C. Experimental research methodology

In all experiments, a utility based on tm-load-test was used
to create write transactions. For the read operation, a CLI
utility was used that calls the RunOS_chaind query module.

The first type of experiments consisted of a stream of
read/write requests, first to a Redis node, then to one of the
nodes of the blockchain network with a different number of
nodes in the network. 10 series of 10000000 transactions were
submitted at a rate of 10000 transactions per second.

The second type of experiments was performed with a
blockchain network of 16 nodes. Three configurations of
the consensus algorithm were investigated. Accordingly, there
were three sub-series of experiments. In each of the sub-series,
the network was restarted with a new configuration. For each
unique set of (C, f), 10 launches of 10000000 transactions
each were performed.

The third type of experiments was performed with a
blockchain network of 16 nodes, in which the consensus
algorithm had the best configuration selected in the previous
experiment. The launches were performed at different average
sizes of a single transaction (s) and different values of the total
transaction flow (f) entering the network. For each unique set
of (s, f), 10 launches of 10000000 transactions each were
performed.

D. The results of the experimental study

Data on the speed of performing read and write operations
on the Redis node and in the blockchain network with a
different number of nodes are presented in the table V.

TABLE V
THE BANDWIDTH OF THE BLOCKCHAIN NETWORK WITH DIFFERENT NODE
CONFIGURATIONS

Node Read (pcs/s) Write (MB/s)

Redis 12610 14290

4 nodes 11473 11904

8 nodes 10412 9917

16 nodes 9649 8418

The table VI presents empirical data on the dependence of
T(C’i7 f )

TABLE VI
THE BANDWIDTH OF THE BLOCKCHAIN NETWORK WITH DIFFERENT
CONFIGURATIONS OF THE CONSENSUS ALGORITHM

Transaction generation rate (pcs/s)
Conf.| 100 200 400 800 1600 | 3200 | 6400 | 12800
C1 92 136 252 472 816 224 320 640
Cy 91 144 260 496 830 384 512 1024
Cs 93 140 272 512 944 416 512 1024

The table VII presents empirical data on the dependence of

Q(Cy, f).

TABLE VI
THE PERCENTAGE OF REJECTED TRANSACTIONS IN DIFFERENT
CONFIGURATIONS OF THE CONSENSUS ALGORITHM

Transaction generation rate (pcs/s)
Conf.| 100 | 200 | 400 | 800 | 1600 | 3200 | 6400 | 12800
Ch 0.08 | 032 | 037 | 041 | 049 | 0.72 | 093 | 0.95
Co 0.09 | 029 | 045 | 038 | 045 | 0.69 | 0.88 | 0.92
Cs 0.07 | 030 | 032 | 036 | 041 | 0.71 | 0.87 | 0.92

The table VIII presents empirical data on the dependence
of T'(s, f).

TABLE VIII
THE THROUGHPUT OF THE BLOCKCHAIN NETWORK AT DIFFERENT
TRANSACTION FLOW RATES AND AVERAGE TRANSACTION SIZES

Transaction generation rate (pcs/s)

Tx 100 | 200 | 400 | 800 1600 | 3200 | 6400 | 12800
size,

bytes

500 | 91 192 | 348 776 1504 | 3008 | 5696 | 12160
103 | 95 170 376 | 752 1488 | 2592 | 6016 | 11392
107 | 94 114 348 704 1504 | 2944 | 4544 | 4608
10° 88 148 340 | 656 1040 | 1344 | 1664 | 2688
105 | 93 140 | 272 | 512 944 928 832 1024

The table IX contains empirical data on the dependence of

Q(s, f)-

TABLE IX
THE PERCENTAGE OF REJECTED TRANSACTIONS AT DIFFERENT
TRANSACTION FLOW RATES AND AVERAGE TRANSACTION SIZES

Transaction generation rate (pcs/s)

Tx 100 200 400 800 1600 | 3200 | 6400 | 12800
size,

bytes

500 0.09 | 0.04 | 0.13 | 0.03 | 0.06 | 0.06 | 0.11 | 0.05
103 0.05 | 0.15 | 0.06 | 0.06 | 0.07 | 0.19 | 0.06 | 0.11
107 1006 [ 043 [ 013 [ 0.12 | 006 | 0.08 | 029 | 0.64
10° 012 | 026 | 0.15 | 0.18 | 035 | 058 | 026 | 0.21
10° 0.07 | 030 | 032 | 036 | 041 | 0.71 | 0.87 | 0.92

The figure 3 shows a graphical illustration of the depen-
dence of Q(s, f).

VI. BUILDING A DEPENDENCY TO MATCH THE
TRANSACTION FLOW RATE AND THE AVERAGE
TRANSACTION SIZE IN THE STREAM

Applications for RunOS may have different network band-
width requirements. To achieve optimal throughput without
increasing the proportion of unconnected transactions, one can
reduce the transaction size. On the contrary, if one reduces
the speed of transaction generation, one can transfer larger
transactions. Multidimensional approximation based on the
data obtained above allows us to obtain the value of s at a
known value of f and vice versa, imposing certain quality
requirements of ). These considerations are formally reflected
in the problem statements (1) and (2).

To approximate their solution, one can use empirical data
from the table VIII. Using to the data from the table, approxi-
mations are made using the two-dimensional spline method
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Fig. 3. Approximation of dependence Q(s, f)

on a rectangular grid. The implementation from the scipy
intrepolate package is used. Next, an objective function with a
condition is set (examples of functions are shown in listing 3
and listing 4), and an approximate numerical solution is found
using the scipy optimize package.

Listing 3
FUNCTION FOR (1)
def objective (f):
Q_val = Q_interp(s0, f)
if Q_val >= QO0:
return —f
return np.inf

(U SO S

Listing 4
FUNCTION FOR (2)

def objective(s):
Q_val = Q_interp(s, f0)
if Q_val >= QO:

return -—S

return np.inf

(O O S

It is worth noting that the found value is a reference value
and should serve as a starting point for calibration of the stand,
therefore, strict requirements are not imposed on the accuracy
of the solution.

VII. CONSLUSION

The work done allowed us to obtain the following results:

o based on the results of the review the Tendermint con-
sensus algorithm was selected;

« based on the specifics of the subject area, two indepen-
dent mathematical problems were formulated ((1) and
@)

o based on the technical specifications of RunOS and
Tendermint, a blockchain application has been developed

for storing arbitrary data by applications of the RunOS
controller;

« experiments were conducted on the developed stand in
order to study the performance of the blockchain network;
Based on the analysis of the experimental results ob-
tained, a method has been developed for the approximate
solution of the set mathematical problems ((1) and (2)),
which is based on spline approximation.

The Tendermint consensus algorithm has shown resistance
to exponential growth of the transaction flow with an average
size of these transactions up to 10,000 bytes. At the same
time, the most stable configuration in terms of the percentage
of rejected transactions is the C'3 configuration (transaction
transfer rate of 5 Mb/s, 5 permanent connections, voting
interval of 10 seconds). It can be used in applications that
generate up to 3200 transactions per second with a transaction
size of up to 1 MB. This configuration should be used as a
reference in further research.
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